Complexity of Algorithms

Lecture Notes

Laszlo Lovasy

Eo6tvos Lorand University

Institute of Mathematics



The first version of this lecture notes was translated and supplemented by Péter
Gécs (Boston University)

Edited by Zoltan Kiraly and Dométor Palvolgyi

Reader: Katalin Friedl

Version: 1.4
June 24, 2020



Contents

L Models of Computation

L1 __Fimite antomatal . . . . . . . L L L oL L
1.2 "T'he Turing maching . . . . . . . . . . . . . . . oo
U3 The Random Access Machina . . . . . . . . . . . . . . . . . . . . . ..

2 Algorithmic decidability
£.1 Recursive and recursively enumerable languaged . . . . . . . . . . . ..
£.2 Other undecidable problemg . . . . . . . . . . .. 000000
£.o  Computability mn logiq . . . . . . . . . . .o
£.o0.1 Godel’s incompleteness theorem| . . . . . . . . . . ... L.
£.0.2 First-order logid . . . . . . ..o oL

b Computation with resource bounds
pb.l Polynomial timd . . . . . . . . . . . ..
b.2 Other complexity classed . . . . . . . . . . . . ..o

b.o  General theorems on space and time complexatyl . . . . . . . . . . . ..

B4 Non-deterministic algorithms
#.1  Non-deterministic luring machine§ . . . . . . . . . . . . . . .« . . ..
B.2  Witnesses and the complexity or non-deterministic algorithmyg . . . . .
k.5  Hxamples of languages 1n NF| . . . . . . . ..o o000
B.4 NP-completenesy . . . . . . . . ..o Lo

B.o Further NP-complete problemd . . . . . . . . . . . . . . ... .. ...

p__Randomized algorithmsg
p.l Veritying a polynomial identity] . . . . . . . . . . .. ..o oL
p.2  Primahty testing . . . . . . . . . . ..o
b.o handomized complexity classed . . . . . . . . .. ..o

b Information complexity|

pb.l Information complexity] . . . . . . . . . . . ... Lo

p.2  beli-delimiting intformation complexity] . . . . . . . . . . . ...

pb.o  1he notion of a random sequencq . . . . . . . . . . . . o oo
b.4 Kolmogorov complexity, entropy and coding . . . . . . . . . . . . ...

10
13
22
27

35
36
40
45
45
47

53
55
65
68

75
75
7
82
88
93

101
101
104
108



I(.2  1'he notion oI a pseudorandom number generatoy . . . . . . . . . . . .

I(.o  Une-way functionsg

|4 Candidates Ior one-way Iunctiony . . . . . . . .« v v v v v v v v v

Il.4.1  Discrete square roots . . . . . . . . . . . ... ..o

8 Decision treed

.1 Algorithms using decision trees . . . . . . . . . . . . ... ...

R 2 Non-deterministic decision trees

Y Algebraic computations

p.1  Models or algebraic computation. . . . . . . . . . . . . . ... .. ...

p.2  Multiplication . .

p.2.1 Arnithmetic operations on large numbers . . . . . . . . . . . ..

p.2.2 DMatrix multiplication . . . . . . . . . . . . . ... .o

Pp.2.0 Inverting matrices . . . . . . . . . . . .. ..o

p.2.4  Multiplication of polynomial§ . . . . . . . . . . . .. ... ...

2’2o iscrete Fouriler transtorml

M.o Algebraic complexaty theoryl . . . . . . . . . . ... ... oL,

PM.o.l 1he complexity of computing square-sumsg . . . . . . . . . . . .

P.o.2 FHEvaluation of polynomials . . . . . . . . . .. .. .. ... ...

P.o.o Formula complexity and circuit complexity] . . . . . . . . . . ..

10 Parallel algorithms

L0 2 The class N(CI

L1 Communication complexity|

1.1 Communication matrix and protocol-treqd . . . . . . . . . . . . . . . ..

1.2 Exampled . . ..

[L1.5 Non-deterministic communication complexityl . . . . . . . . . . . . ..

1.4 Randomized protocold . . . . . . . . . . . . ..o

L2 An application ol complexity: cryptography|

2.1 A classical problem| . . . . . . . . . . . .. Lo

L2.2 A simple complexity-theoretic model . . . . . . . . . . . . . ... ...

L2.0 Public-key cryptographyl . . . . . . . . . . . . . ..o

[12.4 The Rivest-Shamir—Adleman code (RSA code) . . . . . . . . . ... ..

Lo Circuit complexity]

lLo.l Lower bound for the Majority Function . . . . . . . . . . . . . . . ...

U3 2 Monotone circintd

129
130
131
134
138
139

141
142
146
149

155
155
157
157
158
160
161
162
164
165
165
168

171
171
175

180
181
185
186
190

192
192
193
194
195



[[4 Interactive proois 203

M4 T How fo save the Jast move 1N ChesSA . . . . . o oo v o, 203
[[4.2 How to check a password — without knowing 1879 . . . . . . . . . . . .. 204
[4.3 How to use your password — without fellingitq. . . . . . . . . . .. .. 205
[4.4 How fo prove non-existence?q] . . . . . . . . . . . . ... ... ... ... 207
[[4.5 How fo verity proois that keep the main resulf secret] . . . . . . . . .. 209
[[4.6 How fo referee exponentially Tong papers?] . . . . . . . . . . .. .. .. 209

[[477 Approximabiityl . . . . . . . . . . .o 211




Introduction

The need to be able to measure the complexity of a problem, algorithm or structure,
and to obtain bounds and quantitative relations for complexity arises in more and more
sciences: besides computer science, the traditional branches of mathematics, statistical
physics, biology, medicine, social sciences and engineering are also confronted more
and more frequently with this problem. In the approach taken by computer science,
complexity is measured by the quantity of computational resources (time, storage,
program, communication) used up by a particular task. These notes deal with the
foundations of this theory.

Computation theory can basically be divided into three parts of different character.
First, the exact notions of algorithm, time, storage capacity, etc. must be introduced.
For this, different mathematical machine models must be defined, and the time and
storage needs of the computations performed on these need to be clarified (this is
generally measured as a function of the size of input). By limiting the available re-
sources, the range of solvable problems gets narrower; this is how we arrive at different
complexity classes. The most fundamental complexity classes provide an important
classification of problems arising in practice, but (perhaps more surprisingly) even for
those arising in classical areas of mathematics; this classification reflects the practical
and theoretical difficulty of problems quite well. The relationship between different
machine models also belongs to this first part of computation theory.

Second, one must determine the resource need of the most important algorithms
in various areas of mathematics, and give efficient algorithms to prove that certain
important problems belong to certain complexity classes. In these notes, we do not
strive for completeness in the investigation of concrete algorithms and problems; this is
the task of the corresponding fields of mathematics (combinatorics, operations research,
numerical analysis, number theory). Nevertheless, a large number of algorithms will
be described and analyzed to illustrate certain notions and methods, and to establish
the complexity of certain problems.

Third, one must find methods to prove “negative results”, i.e., to show that some
problems are actually unsolvable under certain resource restrictions. Often, these ques-
tions can be formulated by asking whether certain complexity classes are different or
empty. This problem area includes the question whether a problem is algorithmically
solvable at all; this question can today be considered classical, and there are many im-
portant results concerning it; in particular, the decidability or undecidability of most
problems of interest is known.

The majority of algorithmic problems occurring in practice is, however, such that
algorithmic solvability itself is not in question, the question is only what resources
must be used for the solution. Such investigations, addressed to lower bounds, are
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very difficult and are still in their infancy. In these notes, we can only give a taste of
this sort of results. In particular, we discuss complexity notions like communication
complexity or decision tree complexity, where by focusing only on one type of rather
special resource, we can give a more complete analysis of basic complexity classes.

It is, finally, worth noting that if a problem turns out to be “difficult” to solve, this
is not necessarily a negative result. More and more areas (random number generation,
communication protocols, cryptography, data protection) need problems and structures
that are guaranteed to be complex. These are important areas for the application of
complexity theory; from among them, we will deal with random number generation
and cryptography, the theory of secret communication.

We use basic notions of number theory, linear algebra, graph theory and (to a small
extent) probability theory. However, these mainly appear in examples, the theoretical
results — with a few exceptions — are understandable without these notions as well.

[ would like to thank LASzZLO BABAI, GYORGY ELEKES, ANDRAS FRANK, GYULA
KATONA, ZOLTAN KIRALY and MIKLOS SIMONOVITS for their advice regarding these
notes, and DEZSO MIKLOS for his help in using MATEX, in which the Hungarian
original was written. The notes were later translated into English by PETER GACS
and meanwhile also extended, corrected by him.

Laszlo Lovasz

Some notation and definitions

A finite set of symbols will sometimes be called an alphabet. A finite sequence formed
from some elements of an alphabet ¥ is called a word. The empty word will also be
considered a word, and will be denoted by (). The set of words of length n over ¥ is
denoted by ", the set of all words (including the empty word) over X is denoted by
>*. A subset of ¥*, i.e., an arbitrary set of words, is called a language.

Note that the empty language is also denoted by () but it is different, from the
language {0} containing only the empty word.

Let us define some orderings of the set of words. Suppose that an ordering of the
elements of ¥ is given. In the lexicographic ordering of the elements of ¥*, a word «a
precedes a word [ if either « is a prefix (beginning segment) of 5 or the first letter which
is different in the two words is smaller in . (E.g., 35244 precedes 35344 which precedes
353447.) The lexicographic ordering does not order all words in a single sequence: for
example, every word beginning with 0 precedes the word 1 over the alphabet {0, 1}.
The increasing order is therefore often preferred: here, shorter words precede longer
ones and words of the same length are ordered lexicographically. This is the ordering of
{0,1}* we get when we write down the natural numbers in the binary number system
without the leading 1.

The set of real numbers will be denoted by R, the set of integers by Z and the set
of rational numbers (fractions) by Q. The sign of the set of non-negative real (integer,
rational) numbers is Ry (Z,, Q). When the base of a logarithm will not be indicated
it will be understood to be 2.

Let f and g be two real (or even complex) functions defined over the natural num-
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bers. We write

f=0(9)

if there is a constant ¢ > 0 such that for all n large enough we have |f(n)| < c|g(n)|.
We write

f=olg)

if g is 0 only at a finite number of places and f(n)/g(n) — 0 if n — oo. We will also
use sometimes an inverse of the big O notation: we write

f=1g)
if g = O(f). The notation
f=9l(9)

means that both f = O(g) and g = O(f) hold, i.e., there are constants ¢y, cy > 0 such
that for all n large enough we have c1g(n) < f(n) < cg(n). We will also use this
notation within formulas. Thus,

(n+1)*=n?+0(n)

means that (n + 1) can be written in the form n* + R(n) where R(n) = O(n). Keep
in mind that in this kind of formula, the equality sign is not symmetrical. Thus,
O(n) = O(n?) but O(n*) # O(n). When such formulas become too complex it is
better to go back to some more explicit notation.



Chapter 1

Models of Computation

In this chapter, we will treat the concept of “computation” or algorithm. This concept
is fundamental to our subject, but we will not define it formally. Rather, we consider
it an intuitive notion, which is amenable to various kinds of formalization (and thus,
investigation from a mathematical point of view).

An algorithm means a mathematical procedure serving for a computation or con-
struction (the computation of some function), and which can be carried out mechani-
cally, without thinking. This is not really a definition, but one of the purposes of this
course is to demonstrate that a general agreement can be achieved on these matters.
(This agreement is often formulated as Church’s thesis.) A computer program in a
programming language is a good example of an algorithm specification. Since the “me-
chanical” nature of an algorithm is its most important feature, instead of the notion of
algorithm, we will introduce various concepts of a mathematical machine.

Mathematical machines compute some output from some input. The input and
output can be a word (finite sequence) over a fixed alphabet. Mathematical machines
are very much like the real computers the reader knows but somewhat idealized: we
omit some inessential features (e.g., hardware bugs), and add an infinitely expandable
memory.

Here is a typical problem we often solve on the computer: Given a list of names,
sort them in alphabetical order. The input is a string consisting of names separated
by commas: Bob, Charlie, Alice. The output is also a string: Alice, Bob, Charlie. The
problem is to compute a function assigning to each string of names its alphabetically
ordered copy.

In general, a typical algorithmic problem has infinitely many instances, which then
have arbitrarily large size. Therefore, we must consider either an infinite family of finite
computers of growing size, or some idealized infinite computer. The latter approach
has the advantage that it avoids the questions of what infinite families are allowed.

Historically, the first pure infinite model of computation was the Turing machine,
introduced by the English mathematician Turing in 1936, thus before the invention of
programmable computers. The essence of this model is a central part (control unit)
that is bounded (has a structure independent of the input) and an infinite storage
(memory). More precisely, the memory is an infinite one-dimensional array of cells.
The control is a finite automaton capable of making arbitrary local changes to the
scanned memory cell and of gradually changing the scanned position. On Turing
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machines, all computations can be carried out that could ever be carried out on any
other mathematical machine models. This machine notion is used mainly in theoretical
investigations. It is less appropriate for the definition of concrete algorithms since its
description is awkward, and mainly since it differs from existing computers in several
important aspects.

The most important weakness of the Turing machine in comparison to real comput-
ers is that its memory is not accessible immediately: in order to read a distant memory
cell, all intermediate cells must also be read. This is remedied by the Random Access
Machine (RAM). The RAM can reach an arbitrary memory cell in a single step. It can
be considered a simplified model of real world computers along with the abstraction
that it has unbounded memory and the capability to store arbitrarily large integers in
each of its memory cells. The RAM can be programmed in an arbitrary programming
language. For the description of algorithms, it is practical to use the RAM since this is
closest to real program writing. But we will see that the Turing machine and the RAM
are equivalent from many points of view; what is most important, the same functions
are computable on Turing machines and the RAM.

Despite their seeming theoretical limitations, we will consider logic circuits as a
model of computation, too. A given logic circuit allows only a given size of input. In
this way, it can solve only a finite number of problems; it will be, however, evident, that
for a fixed input size, every function is computable by a logical circuit. If we restrict
the computation time, however, then the difference between problems pertaining to
logic circuits and to Turing-machines or the RAM will not be that essential. Since
the structure and work of logic circuits is the most transparent and tractable, they
play a very important role in theoretical investigations (especially in the proof of lower
bounds on complexity).

If a clock and memory registers are added to a logic circuit we arrive at the in-
terconnected finite automata that form the typical hardware components of today’s
computers.

Let us note that a fixed finite automaton, when used on inputs of arbitrary size,
can compute only very primitive functions, and is not an adequate computation model.

One of the simplest models for an infinite machine is to connect an infinite number
of similar automata into an array. This way we get a cellular automaton.

The key notion used in discussing machine models is simulation. This notion will
not be defined in full generality, since it refers also to machines or languages not even
invented yet. But its meaning will be clear. We will say that machine M simulates
machine N if the internal states and transitions of NV can be traced by machine M in
such a way that from the same inputs, M computes the same outputs as N.

1.1 Finite automata

A finite automaton is a very simple and very general computing device. All we assume
is that if it gets an input, then it changes its internal state and issues an output. More
exactly, a finite automaton has

e an input alphabet, which is a finite set 3,

e an output alphabet, which is another finite set ¥, and
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e a set I' of internal states, which is also finite.

To describe a finite automaton, we need to specify, for every input letter a € ¥ and
state s € T', the output «a(a,s) € ¥’ and the new state w(a,s) € I'. To make the
behavior of the automata well-defined, we specify a starting state START.

At the beginning of a computation, the automaton is in state so = START. The
input to the computation is given in the form of a string ajas...a, € ¥*. The first
input letter a; takes the automaton to state s; = w(ay, s¢); the next input letter takes
it into state sy = w(ag, s1) etc. The result of the computation is the string b1b, . . . by,
where b, = a(ag, sy_1) is the output at the k-th step.

Thus a finite automaton can be described as a 6-tuple (3, %' T',a,w, so), where
3,3, T" are finite sets, a: ¥ x ' = ¥ and w: ¥ x I' = I' are arbitrary mappings,
and so = START € T.

Remarks. 1. There are many possible variants of this notion, which are essentially
equivalent. Often the output alphabet and the output signal are omitted. In this case,
the result of the computation is read off from the state of the automaton at the end
of the computation. That is, each state is labeled either ACCEPT or REJECT, and
the automata accepts a word if it is in a state labaled ACCEPT after reading the last
letter of the word.

In the case of automata with output, it is often convenient to assume that X'
contains the blank symbol x; in other words, we allow that the automaton does not give
an output at certain steps.

2. Your favorite computer can be modeled by a finite automaton where the input
alphabet consists of all possible keystrokes, and the output alphabet consists of all
texts that it can write on the screen following a keystroke (we ignore the mouse, ports
etc.) Note that the number of states is more than astronomical (if you have 1 GB
of disk space, than this automaton has something like 210 states). At the cost of
allowing so many states, we could model almost anything as a finite automaton. We
will be interested in automata where the number of states is much smaller - usually we
assume it remains bounded while the size of the input is unbounded.

We call a language £ regular if there is an automata that accepts exactly the inputs
x € L.

Every finite automaton can be described by a directed graph. The nodes of this
graph are the elements of I', and there is an edge labeled (a, b) from state s to state s’ if
ala,s) = band w(a,s) = s'. The computation performed by the automaton, given an
input ajas ... a,, corresponds to a directed path in this graph starting at node START,
where the first labels of the edges on this path are aq,as,...,a,. The second labels of
the edges give the result of the computation (Figure ).

Example 1.1.1. Let us construct an automaton that corrects quotation marks in a
text in the following sense: it reads a text character-by-character, and whenever it sees
a quotation like 7 ...”, it replaces it by “...”. All the automaton has to remember is
whether it has seen an even or an odd number of ” symbols. So it will have two states:
START and OPEN (i.e., quotation is open). The input alphabet consists of whatever
characters the text uses, including ”. The output alphabet is the same, except that
instead of 7 we have two symbols “ and ”. Reading any character other than 7, the
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b.x) @x)
F ) ‘w‘ W
a.y.
START w
aabcabc YYXYXyX

Figure 1.1: A finite automaton

automaton outputs the same symbol and does not change its state. Reading 7, it
outputs “ if it is in state START and outputs ” if it is in state OPEN; and it changes
its state (Figure 7).

2.2 ( EJ,a)

START )

Figure 1.2: An automaton correcting quotation marks

Exercise 1.1.1. Construct a finite automaton with a bounded number of states that
receives two integers in binary and outputs their sum. The automaton gets alternatingly
one bit of each number, starting from the right. From the point when we get past the
first bit of one of the input numbers, a special symbol e is passed to the automaton
instead of a bit; the input stops when two consecutive e symbols occur.

Exercise 1.1.2. Construct a finite automaton with as few states as possible that re-

ceives the digits of an integer in decimal notation, starting from the left, and the last
output is 1 (=YES) if the number is divisible by 7, and 0 (=NO) if it is not.

Exercise 1.1.3. a) For a fized positive integer k, construct a finite automaton that
reads a word of length 2k, and its last output is 1 (=YES) if the first half of the word
is the same as the second half, and 0 (=NO) otherwise.

b) Prove that the automaton must have at least 2F states.

The following simple lemma and its variations play a central role in complexity
theory. Given words a,b,c € 3*, let ab'c denote the word where we first write a, then
1 copies of b and finally c.

Lemma 1.1.1 (Pumping lemma). For every regular language L there exists a natural
number k, such that all x € L with |x| > k can be written as v = abc where |ab| < k
and |b] > 0, such that for every natural number i we have ab'c € L. [

Exercise 1.1.4. Prove the pumping lemma.

Exercise 1.1.5. Prove that L = {0"1" | n € N} is not a regular language.



1.2. THE TURING MACHINE 13

Exercise 1.1.6. Prove that the language of palindromes:
L={r1...x,2,...21: x1...2, € X"} is not regular.

1.2 The Turing machine

Informally, a Turing machine is a finite automaton equipped with an unbounded mem-
ory. This memory is given in the form of one or more tapes, which are infinite in both
directions. The tapes are divided into an infinite number of cells in both directions.
Every tape has a distinguished starting cell which we will also call the Oth cell. On
every cell of every tape, a symbol from a finite alphabet > can be written. With the
exception of finitely many cells, this symbol must be a special symbol * of the alphabet,
denoting the “empty cell”.

To access the information on the tapes, we supply each tape by a read-write head.
At every step, this sits on a cell of the tape.

The read-write heads are connected to a control unit, which is a finite automaton.
Its possible states form a finite set I'. There is a distinguished starting state “START”
and a halting state “STOP”. Initially, the control unit is in the “START” state, and the
heads sit on the starting cells of the tapes. In every step, each head reads the symbol
in the given cell of the tape, and sends it to the control unit. Depending on these
symbols and on its own state, the control unit carries out three things:

e it sends a symbol to each head to overwrite the symbol on the tape (in particular,
it can give the direction to leave it unchanged);

e it sends one of the commands “MOVE RIGHT”, “MOVE LEFT” or “STAY” to
each head;

e it makes a transition into a new state (this may be the same as the old one);

The heads carry out the first two commands, which completes one step of the
computation. The machine halts when the control unit reaches the “STOP” state.

While the above informal description uses some engineering jargon, it is not difficult
to translate it into purely mathematical terms. For our purposes, a Turing machine
is completely specified by the following data: T = (k, X, ', a, B,7), where k > 1 is a
natural number, > and I' are finite sets, x € X, START,STOP € T', and «, 3,7 are
arbitrary mappings:

a x2St 5T,
I x X% = ¥F
v I x 2P = {—1,0,1}".

Here « specifies the new state, S gives the symbols to be written on the tape and
~ specifies how the heads move.

In what follows we fix the alphabet ¥ and assume that it contains, besides the
blank symbol *, at least two further symbols, say 0 and 1 (in most cases, it would be
sufficient to confine ourselves to these two symbols).
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Under the input of a Turing machine, we mean the k£ words initially written on the
tapes. We always assume that these are written on the tapes starting at the 0 field
and the rest of the tape is empty (* is written on the other cells). Thus, the input
of a k-tape Turing machine is an ordered k-tuple, each element of which is a word in
>*. Most frequently, we write a non-empty word only on the first tape for input. If
we say that the input is a word x then we understand that the input is the k-tuple
(,0,...,0).

The output of the machine is an ordered k-tuple consisting of the words on the
tapes after the machine halts. Frequently, however, we are really interested only in one
word, the rest is “garbage”. If we say that the output is a single word and don’t specify
which, then we understand the word on the last tape.

It is practical to assume that the input words do not contain the symbol *. Other-
wise, it would not be possible to know where is the end of the input: a simple problem
like “find out the length of the input” would not be solvable: no matter how far the
head has moved, it could not know whether the input has already ended. We denote
the alphabet ¥\ {*} by Xy. (Another solution would be to reserve a symbol for signal-
ing “end of input” instead.) We also assume that during its work, the Turing machine
reads its whole input; with this, we exclude only trivial cases.

Remarks. 1. Turing machines are defined in many different, but from all important
points of view equivalent, ways in different books. Often, tapes are infinite only in one
direction; their number can virtually always be restricted to two and in many respects
even to one; we could assume that besides the symbol * (which in this case we identify
with 0) the alphabet contains only the symbol 1; about some tapes, we could stipulate
that the machine can only read from them or can only write onto them (but at least
one tape must be both readable and writable) etc. The equivalence of these variants
(from the point of view of the computations performable on them) can be verified with
more or less work but without any greater difficulty and so is left as an exercise to the
reader. In this direction, we will prove only as much as we need, but this should give
a sufficient familiarity with the tools of such simulations.

2. When we describe a Turing machine, we omit defining the functions at unimportant
places, e.g., if the state is “STOP”. We can consider such machines as taking o =
“STOP”, B = ** and v = 0* at such undefined places. Moreover, if the head writes
back the same symbol, then we omit giving the value of 8 and similarly, if the control
unit stays in the same state, we omit giving the value of ~.

Exercise 1.2.1. Construct a Turing machine that computes the following functions:

a) Ty...Tp > Ty ... T
b) T1... &y > Ty LTy . Ty
C) T1...Tp > TIT] . Ty

d) for an input of length n consisting of all 1’s, it outputs the binary form of n; for
all other inputs, it outputs “SUPERCALIFRAGILISTICEXPIALIDOCIOUS”.

e) if the input is the binary form of n, it outputs n 1’s (otherwise “SUPERCAL-
IFRAGILISTICEXPIALIDOCIOUS”).
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Figure 1.3: A Turing machine with three tapes

f) Solve d) and e) with a machine making at most O(n) steps.

Exercise 1.2.2. Assume that we have two Turing machines, computing the functions
f X5 —= X5 and g : 2§ — . Construct a Turing machine computing the function
fog.

Exercise 1.2.3. Construct a Turing machine that makes 2% steps for each input x.

Exercise 1.2.4. Construct a Turing machine that on input x, halts in finitely many
steps if and only if the symbol 0 occurs in x.

Exercise* 1.2.5. Show that single tape Turing-machines that are not allowed to write
on their tape recognize exactly the reqular languages.

Based on the preceding, we can notice a significant difference between Turing ma-
chines and real computers: for the computation of each function, we constructed a
separate Turing machine, while on real program-controlled computers, it is enough to
write an appropriate program. We will now show that Turing machines can also be
operated this way: a Turing machine can be constructed on which, using suitable “pro-
grams”, everything is computable that is computable on any Turing machine. Such
Turing machines are interesting not just because they are more like programmable
computers but they will also play an important role in many proofs.

Let T = (k+ 1,5, T'r,ar, Br,yr) and S = (k,3, s, as, Bs,vs) be two Turing
machines (kK > 1). Let p € X§. We say that T' simulates S with program p if for
arbitrary words z1,...,x; € X§, machine 7" halts in finitely many steps on input
(x1,..., 2k, p) if and only if S halts on input (z1,...,z;) and if at the time of the stop,
the first k tapes of T" each have the same content as the tapes of S.

We say that a (k+1)-tape Turing machine is universal (with respect to k-tape Turing
machines) if for every k-tape Turing machine S over X, there is a word (program) p
with which T simulates S.

Theorem 1.2.1. For every number k > 1 and every alphabet ¥ there is a (k+ 1)-tape
unwversal Turing machine.

Proof. The basic idea of the construction of a universal Turing machine is that on tape
k + 1, we write a table describing the work of the Turing machine S to be simulated.
Besides this, the universal Turing machine 7" writes it up for itself, which state of the
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simulated machine S is currently in (even if there is only a finite number of states, the
fixed machine 7" must simulate all machines S, so it “cannot keep in mind” the states
of S, as S might have more states than 7T"). In each step, on the basis of this, and the
symbols read on the other tapes, it looks up in the table the state that S makes the
transition into, what it writes on the tapes and what moves the heads make.

First, we give the construction using k + 2 tapes. For the sake of simplicity, assume
that ¥ contains the symbols “0”, “1”, and “-1”. Let S = (k,%,I's, as, Bs,7s) be an
arbitrary k-tape Turing machine. We identify each element of the state set I's with a
word of length r over the alphabet 3§. Let the “code” of a given position of machine
S be the following word:

ghl cee hkOfS(g,hl, .- ->hk)55(g7h17 .- '7h'k)75'<gah'l> .- 7hk)

where g € I'g is the given state of the control unit, and hq, ..., hy € ¥ are the symbols
read by each head. We concatenate all such words in arbitrary order and obtain so
the word ag, this is what we write on tape k + 1. On tape k + 2, we write a state
of machine S (initially the name of the START state), so this tape will always have
exactly » non-x symbols.

Further, we construct the Turing machine 7" which simulates one step or S as
follows. On tape k + 1, it looks up the entry corresponding to the state remembered
on tape k + 2 and the symbols read by the first £ heads, then it reads from there what
is to be done: it writes the new state on tape k + 2, then it lets its first £ heads write
the appropriate symbol and move in the appropriate direction.

For the sake of completeness, we also define machine 7" formally, but we also make
some concession to simplicity in that we do this only for the case k = 1. Thus,
the machine has three heads. Besides the obligatory “START” and “STOP” states,
let it also have states NOMATCH-ON, NOMATCH-BACK-1, NOMATCH-BACK-2,
MATCH-BACK, WRITE, MOVE and AGAIN. Let h(i) denote the symbol read by
the i-th head (1 <1 < 3). We describe the functions «, 3,y by the table in Figure 2
(wherever we do not specify a new state the control unit stays in the old one).

In the run in Figure I3, the numbers on the left refer to lines in the above program.
The three tapes are separated by triple vertical lines, and the head positions are shown
by underscores. To keep the table transparent, some lines and parts of the second tape
are omitted.

Now return to the proof of Theorem 2. We can get rid of the (k + 2)-nd tape
easily: its contents (which is always just r cells) will be placed on cells —1,—2, ..., —r
of the k£ + 1-th tape. It seems, however, that we still need two heads on this tape: one
moves on its positive half, and one on the negative half (they don’t need to cross over).
We solve this by doubling each cell: the original symbol stays in its left half, and in its
right half there is a 1 if the corresponding head would just be there (the other right
half cells stay empty). It is easy to describe how a head must move on this tape in
order to be able to simulate the movement of both original heads. O]

Exercise 1.2.6. Show that if we simulate a k-tape machine on the (k+1)-tape universal
Turing machine, then on an arbitrary input, the number of steps increases only by a
multiplicative factor proportional to the length of the simulating program.
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START:
1: if h(2) = h(3) # * then 2 and 3 moves right;
2: if h(2),h(3) # * and h(2) # h(3) then “NOMATCH-ON” and 2,3 move right;
8: if h(3) = x and h(2) # h(1) then “NOMATCH-BACK-1” and 2 moves right,
3 moves left;
9: if h(3) = % and h(2) = h(1) then “MATCH-BACK?”, 2 moves right and 3
moves left;
18: if A(3) # * and h(2) = * then “STOP”,
NOMATCH-ON:
3: if h(3) # * then 2 and 3 move right;
4: if h(3) = * then “NOMATCH-BACK-1” and 2 moves right, 3 moves left;

NOMATCH-BACK-1:

5:
6:

if h(3) # * then 3 moves left, 2 moves right;
if h(3) = * then “NOMATCH-BACK-2", 2 moves right;

NOMATCH-BACK-2:

7

“START”, 2 and 3 moves right;

MATCH-BACK:

10:
11:

WRITE:

12:
13:

MOVE:

14:

AGAIN:

15:
16:
17:

if h(3) # * then 3 moves left;
if h(3) = * then “WRITE” and 3 moves right;

if h(3) # * then 3 writes the symbol h(2) and 2,3 moves right;

if h(3) = % then “MOVE", head 1 writes h(2), 2 moves right and 3 moves
left;

“AGAIN”, head 1 moves h(2);
if h(2) # * and h(3) # * then 2 and 3 move left;
if h(2) # * but h(3) = * then 2 moves left;

if h(2) = h(3) = * then “START", and 2,3 move right.

Figure 1.4: A universal Turing machine
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line| Tape 3 Tape 2 Tape 1
1||| *010= ([*{(000{0{000]0{0{010]0{000{0{0}[010]1{111{0]1|* | *11x
2[| ¥010x ||| +000{0|000{0|0{010]0/000|0|0{|010| 1| 111 |01 ||| *11x
3] ¥010% ||| */1000{0]000{0|0[010]0/000|0|0||010| 1| 111 0|1 ||| *11x*
4|[*010x || %/ 000]0/000|0{0]|010/0{000|0{0}|010|1|TT1|0] T |[*||| *11x
5(| ¥010x ||| */000{0|000{0|0{010]0/000|0|0|010| 1| 111 0|1 ||| *11x
6 x010x ||| %/ 000{0/000|0/0]|010/0{000|0{0}|010| 1| TT1|0]T|*||| *11x
7|[x010x |[|*]/000{0{000{0{0{010|0{000{0|0||010| 1| 11|01 |||l *11x
1||| *010x ([*{[000{0{000]0{0{010]0{000{0{0}[010]1{111{0] 1 |* | *11x
8|[¥010x ||/ % /000{0/000|0{0]/010|0{000|0{0}{010|1|{1T11|0]1|[{*||| *11x
9| ¥010x ||| *//000{0]000{0|0{010]|0/000|0|0||010]|1 | 111 0|1 ||| *11x

10| *010x|||*||000/0{000|0]0]{010{0]000{0]0||010|1|1TT|0|1||*||| *11x

11 %010 |||*|/000/0{000|0]0]|010{0]000{0]0||010|1|1TT|0|1||*||| *11x

12 %010 |||*|/000/0{000|0]0]{010{0]000{0]0}|0T0| 1| 1TT|0|1||*||| *11x

13| *111x|||+|/000/0{000(0]0{{010{0000{0{0{|010|1{11T|0|1{|*||| *11x

14 *111x|||*|/000/0{000(0]0{{010{0]{000{0{0{|010|1|{111{0|1{/*||| *01x

15| *111%||+|/000/0{000|0]0{{010{0]000{0]0{|010|1|{111|0|1{/*||| *01x

16| x111x|||*||000/0{000|0]0]|010|0]000|0]0||010|1|{111]0|1|]*||| *01x
17| x111%|||x|/000/0{000|0]0]|010{0]000{0]0}|010|1|111|0|1|]*||| *01x

L|||*111x [[*|[000]{0]000]0{0][010]0{000|0{0][010]1{111{0]1 |[* | *01x
18]+ 111 |[%|/000{0{000|0]0{[010{0|000|0]0{010{1|T11|0|1 | x| *01x

Figure 1.5: Example run of the universal Turing machine

Exercise 1.2.7. Let T and S be two one-tape Turing machines. We say that T sim-
ulates the work of S by program p (here p € X§) if for all words x € ¥§, machine T
halts on input pxx in a finite number of steps if and only if S halts on input x and at
halting, we find the same content on the tape of T as on the tape of S. Prove that there
15 a one-tape Turing machine T that can simulate the work of every other one-tape
Turing machine in this sense.

Our next theorem shows that, in some sense, it is not essential, how many tapes a
Turing machine has.

Theorem 1.2.2. For every k-tape Turing machine S there is a one-tape Turing ma-
chine T which replaces S in the following sense: for every word x € X§, machine T
halts in finitely many steps on input x if and only if S halts on input x, and at halt,
the same is written on the last tape of T as on the tape of S. Further, if S makes N
steps then T makes O(N?) steps.

Proof. We must store the content of the tapes of S on the single tape of T'. For this,
first we “stretch” the input written on the tape of T: we copy the symbol found on
the i-th cell onto the (2ki)-th cell. This can be done as follows: first, starting from
the last symbol and stepping right, we copy every symbol right by 2k positions. In the
meantime, we write * on positions 1,2, ..., 2k — 1. Then starting from the last symbol,
it moves every symbol in the last block of nonblanks 2k positions to right, etc.

Now, position 2ki 4+ 25 — 2 (1 < j < k) will correspond to the i-th cell of tape j,
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simulates 5th cell simulates 7th cell
of first tape of second tape
Hl S5 t5 Se t6 S7 H2 t7
simulated simulated
head 1 head 2

Figure 1.6: One tape simulating two tapes

and position 2ki + 25 — 3 will hold a 1 or * depending on whether the corresponding
head of S, at the step corresponding to the computation of .S, is scanning that cell or
not. Also to remember how far the heads ever reached, let us mark by a 0 the two
odd-numbered cells of the tape that are such that never contained a 1 yet but each
odd-numbered cell between them already did. Thus, we assigned a configuration of T’
to each configuration of the computation of S.

Now we show how 7' can simulate the steps of S. First of all, T" stores in its states
(used as an internal memory) which state S is in. It also knows what is the remainder
of the number of the cell modulo 2k scanned by its own head. Starting from right,
let the head now make a pass over the whole tape. By the time it reaches the end it
knows what are the symbols read by the heads of S at this step. From here, it can
compute what will be the new state of S, what will its heads write and which direction
they will move. Starting backwards, for each 1 found in an odd cell, it can rewrite
correspondingly the cell after it, and can move the 1 by 2k positions to the left or right
if needed. (If in the meantime, it would pass beyond the beginning or ending 0 of the
odd cells, then it would move that also by 2k positions in the appropriate direction.)

When the simulation of the computation of S is finished, the result must still be
“compressed” the content of cell 2ki + 2k — 2 must be copied to cell ¢. This can be
done similarly to the initial “stretching”.

Obviously, the above described machine T" will compute the same thing as S. The
number of steps is made up of three parts: the times of “stretching”, the simulation
and the “compression”. Let M be the number of cells on machine 7" which will ever be
scanned by the machine; obviously, M = O(N). The “stretching” and “compression”
need time O(M?). The simulation of one step of S needs O(M) steps, so the simulation
needs O(MN) steps. All together, this is still only O(N?) steps. ]

Exercise* 1.2.8. Show that every k-tape Turing machine can be simulated by a two-
tape one in such a way that if on some input, the k-tape machine makes N steps then
the two-tape one makes at most O(N log N). [Hint: Rather than moving the simulated
heads, move the simulated tapes!|

As we have seen, the simulation of a k-tape Turing machine by a 1-tape Turing
machine is not completely satisfactory: the number of steps increases quadratically.
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This is not just a weakness of the specific construction we have described; there are
computational tasks that can be solved on a 2-tape Turing machine in some N steps
but any 1-tape Turing machine needs N? steps to solve them. We describe a simple
example of such a task.

A palindrome is a word (say, over the alphabet {0,1}) that does not change when
reversed; i.e., x1 ...z, is a palindrome if and only if z; = z,,_;,, for all i. Let us analyze
the task of recognizing a palindrome.

Theorem 1.2.3. (a) There exists a 2-tape Turing machine that decides whether the
input word x € {0,1}" is a palindrome in O(n) steps.

(b) Every one-tape Turing machine that decides whether the input word x € {0,1}"
is a palindrome has to make Q(n?) steps in the worst case.

Proof. Part (a) is easy: for example, we can copy the input on the second tape in n
steps, then move the first head to the beginning of the input in n further steps (leave
the second head at the end of the word), and compare x; with z,, xo with x,_1, etc.,
in another n steps. Altogether, this takes only 3n steps.

Part (b) is more difficult to prove. Consider any one-tape Turing machine that
recognizes palindromes. To be specific, say it ends up with writing a “1” on the starting
field of the tape if the input word is a palindrome, and a “0” if it is not. We are going
to argue that for every n, on some input of length n, the machine will have to make
Q(n?) moves.

It will be convenient to assume that n is divisible by 3 (the argument is very similar
in the general case). Let k = n/3. We restrict the inputs to words in which the middle
third is all 0, i.e., to words of the form x;...x,0...0z2,1 ... x,. (If we can show that
already among such words, there is one for which the machine must work for Q(n?)
time, we are done.)

Fix any j such that £k < j < 2k. Call the dividing line between fields 7 and j + 1
of the tape the cut after j. Let us imagine that we have a little daemon sitting on this
line, and recording the state of the central unit any time the head crosses this line. At
the end of the computation, we get a sequence g9 . .. g; of elements of I" (the length ¢
of the sequence may be different for different inputs), the j-log of the given input. The
key to the proof is the following observation.

Lemma 1.2.4. Let t = x1...2,0...0zp... 21 and y =y1...yx0...0yp...y1 be two
different palindromes and k < 7 < 2k. Then their j-logs are different.

Proof of the lemma. Suppose that the j-logs of x and y are the same, say ¢;...¢;.
Consider the input z = x1...2,0...0yx...y;. Note that in this input, all the z; are
to the left from the cut and all the y; are to the right.

We show that the machine will conclude that z is a palindrome, which is a contra-
diction.

What happens when we start the machine with input 2?7 For a while, the head will
move on the fields left from the cut, and hence the computation will proceed exactly
as with input . When the head first reaches field j 4+ 1, then it is in state g; by the
j-log of . Next, the head will spend some time to the right from the cut. This part
of the computation will be identical with the corresponding part of the computation
with input y: it starts in the same state as the corresponding part of the computation



1.2. THE TURING MACHINE 21

of y does, and reads the same characters from the tape, until the head moves back
to field j again. We can follow the computation on input z similarly, and see that
the portion of the computation during its m-th stay to the left of the cut is identical
with the corresponding portion of the computation with input z, and the portion of
the computation during its m-th stay to the right of the cut is identical with the
corresponding portion of the computation with input y. Since the computation with
input = ends with writing a “1” on the starting field, the computation with input z
ends in the same way. This is a contradiction. O

Now we return to the proof of the theorem. For a given m, the number of different
j-logs of length less than m is at most
rm—1
1+HW+WP+-~+HWW1:LL———<2WW4.
Il—1
This is true for any choice of j; hence the number of palindromes whose j-log for some
j has length less than m is at most

2(k + 1)|T™ .

There are 2¥ palindromes of the type considered, and so the number of palindromes
for whose j-logs have length at least m for all j is at least

2F —2(k + 1) (1.1)

Therefore, if we choose m so that this number is positive, then there will be a palin-
drome for which the j-log has length at least m for all j. This implies that the daemons
record at least (k + 1)m moves, so the computation takes at least (k + 1)m steps.

It is easy to check that the choice m = n/[6log|I'|] makes () positive (if n
is large), and so we have found an input for which the computation takes at least
(k+1)m > n?/(181log|T'|) steps. O

Exercise 1.2.9. In the simulation of k-tape machines by one-tape machines given
above the finite control of the simulating machine T was somewhat bigger than that of
the simulated machine S; moreover, the number of states of the simulating machine
depends on k. Prove that this is not necessary: there is a one-tape machine that can
simulate arbitrary k-tape machines.

Exercise 1.2.10. Two-dimensional tape.

a) Define the notion of a Turing machine with a two-dimensional tape.

b) Show that a two-tape Turing machine can simulate a Turing machine with a two-
dimensional tape. [Hint: Store on tape 1, with each symbol of the two-dimensional
tape, the coordinates of its original position.|

c) Estimate the efficiency of the above simulation.
Exercise* 1.2.11. Let f : X5 — X be a function. An online Turing machine contains,

besides the usual tapes, two extra tapes. The input tape is readable only in one direction,
the output tape is writable only in one direction. An online Turing machine T computes
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function f if in a single run; for each n, after receiving n symbols x1, ..., x,, it writes
f(zy...z,) on the output tape.
Find a problem that can be solved more efficiently on an online Turing machine
with a two-dimensional working tape than with a one-dimensional working tape.
[Hint: On a two-dimensional tape, any one of n bits can be accessed in \/n steps. To
exploit this, let the input represent a sequence of operations on a “database”™ insertions
and queries, and let f be the interpretation of these operations.|

Exercise 1.2.12. Tree tape.

a) Define the notion of a Turing machine with a tree-like tape.

b) Show that a two-tape Turing machine can simulate a Turing machine with a
tree-like tape.

c) Estimate the efficiency of the above simulation.

d) Find a problem which can be solved more efficiently with a tree-like tape than with
any finite-dimensional tape.

1.3 The Random Access Machine

Trying to design Turing machines for different tasks, one notices that a Turing machine
spends a lot of its time by just sending its read-write heads from one end of the tape
to the other. One might design tricks to avoid some of this, but following this line of
thought we would drift farther and farther away from real-life computers, which have a
“random-access” memory, i.e., which can access any field of their memory in one step.
So one would like to modify the way we have equipped Turing machines with memory
so that we can reach an arbitrary memory cell in a single step.

Of course, the machine has to know which cell to access, and hence we have to assign
addresses to the cells. We want to retain the feature that the memory is unbounded;
hence we allow arbitrary integers as addresses. The address of the cell to access must
itself be stored somewhere; therefore, we allow arbitrary integers to be stored in each
cell (rather than just a single element of a finite alphabet, as in the case of Turing
machines).

Finally, we make the model more similar to everyday machines by making it pro-
grammable (we could also say that we define the analogue of a universal Turing ma-
chine). This way we get the notion of a Random Access Machine or RAM.

Now let us be more precise. The memory of a Random Access Machine is a doubly
infinite sequence ...z[—1],z[0],z[1],... of memory registers. Each register can store
an arbitrary integer. At any given time, only finitely many of the numbers stored in
memory are different from 0.

The program store is a (one-way) infinite sequence of registers called lines. We write
here a program of some finite length, in a certain programming language similar to the
assembly language of real machines. It is enough, for example, to permit the following
statements:
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x[i] :=0; x[i] :=x[i]+1; x[i] :=x[i]-1;
x[i] :=x[i]+x[j]; x[i]) :=x[i]-x[j];
x[i]:=x[x[y1]; x[x[]]:=x[s];

IF x[:]< 0 THEN GOTO p.

Here, i and j are the addresses of memory registers (i.e., arbitrary integers), p is
the address of some program line (i.e., an arbitrary natural number). The instruction
before the last one guarantees the possibility of immediate access. With it, the memory
behaves as an array in a conventional programming language like Pascal. The exact
set of basic instructions is important only to the extent that they should be sufficiently
simple to implement, expressive enough to make the desired computations possible,
and their number be finite. For example, it would be sufficient to allow the values
—1,—-2,-3 for i,j. We could also omit the operations of addition and subtraction
from among the elementary ones, since a program can be written for them. On the
other hand, we could also include multiplication, etc.

The input of the Random Access Machine is a finite sequence of natural numbers
written into the memory registers z[0], z[1],.... The Random Access Machine carries
out an arbitrary finite program. It stops when it arrives at a program line with no
instruction in it. The output is defined as the content of the registers x[i| after the
program stops.

It is easy to write RAM subroutines for simple tasks that repeatedly occur in
programs solving more difficult things. Several of these are given as exercises. Here we
discuss three tasks that we need later on in this chapter.

Example 1.3.1 (Value assignment). Let i and j be two integers. Then the assignment
x[i] =5
can be realized by the RAM program
x[¢]:=0
x[i] :=x[i]+1;

: j  times
x[7] :=x[i]+1;
if 7 is positive, and
x[2]:=0
x[i]:=x[i]-1;
: |7]  times

x[i] :=x[i]-1;
if j is negative.
Example 1.3.2 (Addition of a constant). Let ¢ and j be two integers. Then the
statement

x[i] :=x[i]+j
can be realized in the same way as in the previous example, just omitting the first row.
Example 1.3.3 (Multiple branching). Let pg,p1,...,p, be indices of program rows,

and suppose that we know that for every i the content of register 7 satisfies 0 < z[i] < r.
Then the statement
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GOTO pgy
can be realized by the RAM program
IF x[i]1<0 THEN GOTO po;

x[2] :=x[]-1:
IF x[:]<0 THEN GOTO p;;

x[i] :=x[i]-1:

IF x[:]<0 THEN GOTO p,.

Attention must be paid when including this last program segment in a program, since
it changes the content of x[i]. If we need to preserve the content of z[i], but have a
“scratch” register, say x[—1], then we can do

x[-1] :=x[i];

IF x[-1]1<0 THEN GOTO py;
x[-1]:=x[-1]-1:

IF x[-11<0 THEN GOTO p;;
x[-1]:=x[-1]-1:

IF x[-1]<0 THEN GOTO p,.

If we don’t have a scratch register than we have to make room for one; since we
won’t have to go into such details, we leave it to the exercises.

Exercise 1.3.1. Write a program for the RAM that for a given positive number a
a) determines the largest number m with 2™ < a;
b) computes its base 2 representation (the i-th bit of a is written to x[i]);
c) computes the product of given natural numbers a and b.

If the number of digits of a and b is k, then the program should make O(k) steps
involving numbers with O(k) digits.

Note that the number of steps the RAM makes is not the best measure of its working
time, as it can make operations involving arbitrarily large numbers. Instead of this, we
often speak of running time, where the cost of one step is the number of digits of the
involved numbers (in base two). Another way to overcome this problem is to specify
the number of steps and the largest number of digits an involved number can have
(as in Exercise [Z3). In Chapter B we will return to the question of how to measure
running time in more detail.

Now we show that the RAM and the Turing machine can compute essentially the
same functions, and their running times do not differ too much either. Let us consider
(for simplicity) a 1-tape Turing machine, with alphabet {0, 1,2}, where (deviating from
earlier conventions but more practically here) let 0 stand for the blank space symbol.

Every input 7 ...x, of the Turing machine (which is a 1-2 sequence) can be in-
terpreted as an input of the RAM in two different ways: we can write the numbers n,
x1,...,%, into the registers z[1], ..., x[n], or we could assign to the sequence ...z,
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a single natural number by replacing the 2’s with 0 and prefixing a 1. The output of
the Turing machine can be interpreted similarly to the output of the RAM.

We will only consider the first interpretation as the second can be easily transformed
into the first as shown by Exercise I3

Theorem 1.3.1. For every (multitape) Turing machine over the alphabet {0,1,2}, one
can construct a program on the Random Access Machine with the following properties.
It computes for all inputs the same outputs as the Turing machine, and if the Turing
machine makes N steps then the Random Access Machine makes O(N) steps with
numbers of O(log N) digits.

Proof. Let T' = (1,{0,1,2},T, v, B,7). Let I' = {1,...,r}, where 1 = START and r =
STOP. During the simulation of the computation of the Turing machine, in register 2i
of the RAM we will find the same number (0,1 or 2) as in the i-th cell of the Turing
machine. Register z[1] will remember where is the head on the tape and store its
double (as that register corresponds to it), and the state of the control unit will be
determined by where we are in the program.

Our program will be composed of parts P, (1 <i¢<7r)and Q;; (1<i<r—1,0<
j < 2). Lines P; for 1 < i < r — 1 are accessed if the Turing machine is in state i.
They read the content of the tape at the actual position, x[1]/2, (from register x[1])
and jump accordingly to Q; x[x[1))-

3] := wfz[1]];

IF #[3] < 0 THEN GOTO Q;p:
z[3] := z[3] —

IF z[3] <0 THEN GOTO Q1
z[3] := z[3] —

IF z[3] <0 THEN GOTO Q;5;

P, consists of a single empty program line (so here we stop).
The program parts @); ; are only a bit more complicated, they simulate the action
of the Turing machine when in state 7 it reads symbol.

z[3] :=0;
z[3] == x[3] + 1;
(i, ) times
z[3] == z[3] + 1;
z[z[1]] := x[3];
z[1] := z[1] + (4, §);
x[1] := z[1] + (4, j);
z[3] :=0;
IF z[3] <0 THEN GOTO P, );

(Here z[1] := z[1] 4+ (¢, j) means x[1] := x[1] + 1 resp. z[1] := z[1] — 1 if v(i,j) =1
resp. —1, and we omit it if v(i,j) = 0.)
The program itself looks as follows.
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Qr—l,Q

With this, we have described the simulation of the Turing machine by the RAM. To
analyze the number of steps and the size of the number used, it is enough to note that
in N steps, the Turing machine can write only to tape positions between —N and N,
so in each step of the Turing machine we work with numbers of length O(log N). O

Remark. In the proof of Theorem I3, we did not use the instruction z[i] := z[i] +
x[j]; this instruction is needed when computing the digits of the input if given in
a single register (see Exercise IZ3). Even this could be accomplished without the
addition operation if we dropped the restriction on the number of steps. But if we
allow arbitrary numbers as inputs to the RAM then, without this instruction, the
number of steps obtained would be exponential even for very simple problems. Let
us e.g., consider the problem that the content a of register z[1] must be added to the
content b of register z[0]. This is easy to carry out on the RAM in a bounded number
of steps. But if we exclude the instruction z[i] := z[i] + z[j] then the time it needs is
at least min{|al, |0|}.

Let a program be given now for the RAM. We can interpret its input and output
each as a word in {0, 1, —, #}* (denoting all occurring integers in binary, if needed with
a sign, and separating them by #). In this sense, the following theorem holds.

Theorem 1.3.2. For every Random Access Machine program there is a Turing ma-
chine computing for each input the same output. If the Random Access Machine has
running time N then the Turing machine runs in O(N?) steps.

Proof. We will simulate the computation of the RAM by a four-tape Turing machine.
We write on the first tape the contents of registers x[i] (in binary, and with sign if it is
negative). We could represent the content of all non-zero registers. This would cause
a problem, however, because of the immediate (“random”) access feature of the RAM.
More exactly, the RAM can write even into the register with number 2V using only
one step with an integer of N bits. Of course, then the content of the overwhelming
majority of the registers with smaller indices remains 0 during the whole computation;
it is not practical to keep the content of these on the tape since then the tape will be
very long, and it will take exponential time for the head to walk to the place where it
must write. Therefore, we will store on the tape of the Turing machine only the content
of those registers into which the RAM actually writes. Of course, then we must also
record the number of the register in question.

What we will do therefore is that whenever the RAM writes a number y into a
register x[z|, the Turing machine simulates this by writing the string ##y#z to the
end of its first tape. (It never rewrites this tape.) If the RAM reads the content of
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some register z[z] then on the first tape of the Turing machine, starting from the back,
the head looks up the first string of form ##u#z; this value u shows what was written
in the z-th register the last time. If it does not find such a string then it treats x[z] as
0.

Each instruction of the “programming language” of the RAM is easy to simulate by
an appropriate Turing machine using only the three other tapes. Our Turing machine
will be a “supermachine” in which a set of states corresponds to every program line.
These states form a Turing machine which carries out the instruction in question, and
then it brings the heads to the end of the first tape (to its last nonempty cell) and to
cell 0 of the other tapes. The STOP state of each such Turing machine is identified
with the START state of the Turing machine corresponding to the next line. (In case of
the conditional jump, if x[i] < 0 holds, the “supermachine” goes into the starting state
of the Turing machine corresponding to line p.) The START of the Turing machine
corresponding to line 0 will also be the START of the supermachine. Besides this,
there will be yet another STOP state: this corresponds to the empty program line.

It is easy to see that the Turing machine thus constructed simulates the work of the
RAM step-by-step. It carries out most program lines in a number of steps proportional
to the number of digits of the numbers occurring in it, i.e., to the running time of the
RAM spent on it. The exception is readout, for which possibly the whole tape must be
searched. Since the length of the tape is O(N), the total number of steps is O(N?). O

Exercise 1.3.2. Let p(z) = ap+ayjz+- - -+a,x" be a polynomial with integer coefficients
ag, - - -, an. Write a RAM program computing the coefficients of the polynomial (p(x))?
from those of p(z). Estimate the running time of your program in terms of n and
K = max{|ag|, - .., |an|}

Exercise 1.3.3. Prove that if a RAM is not allowed to use the instruction x[i] =
x[i] + z[j], then adding the content a of xz[l] to the content b of x[2] takes at least
min{|al, |b|} steps.

Exercise 1.3.4. Since the RAM is a single machine the problem of universality cannot
be stated in exactly the same way as for Turing machines: in some sense, this single
RAM is universal. However, the following “self-simulation” property of the RAM comes
close. For a RAM program p and input x, let R(p,z) be the output of the RAM. Let
(p,z) be the input of the RAM that we obtain by writing the symbols of p one-by-
one into registers 1,2,..., encoding each symbol by some natural number, followed
by a —1, and then by the registers containing the original sequence x. Prove that
there 1s a RAM program w such that for all RAM programs p and inputs x we have

R(u, (p, x)) = R(p, ).

1.4 Boolean functions and Boolean circuits

A Boolean function is a mapping f : {0,1}" — {0,1}. The values 0,1 are sometimes
identified with the values False, True and the variables in f(xy,...,z,) are sometimes
called Boolean (or logical) variables (or data types). In many algorithmic problems,
there are n input Boolean variables and one output bit. For example: given a graph G
with N nodes, suppose we want to decide whether it has a Hamiltonian cycle. In this
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case, the graph can be described with (]2V ) Boolean variables: the nodes are numbered
from 1 to N and z;; (1 <i < j < N)is1lifiand j are connected and 0 if they are not.
The value of the function f(x12,213,...,%_1,) is 1 if there is a Hamiltonian cycle in
G and 0 if there is not. The problem is to compute the value of this (implicitly given)
Boolean function.

There are only four one-variable Boolean functions: the identically 0, the identically
1, the identity and the negation: * — T =1 — x. We also use the notation —z. There
are 16 Boolean functions with 2 variables (because there are 2! mappings of {0, 1}? into
{0,1}). We describe only some of these two-variable Boolean functions: the operation
of conjunction (logical AND).

1 ifr=y=1,
TANY = ]
0 otherwise,

this can also be considered as the common or mod 2 multiplication, the operation of
disjunction (logical OR)

0 ifz=y=0,
zVy= .
1 otherwise,

the binary addition (logical exclusive OR a.k.a. XOR)
r@dy=x+ymod 2.

Among Boolean functions with several variables, one has the logical AND, OR and
XOR defined in the natural way. A more interesting function is MAJORITY, which is
defined as follows:

MAJORITY (z1, . ..

) 1 if at least n/2 of the variables is 1;
yUn) = .
0 otherwise.

The bit-operations are connected by a number of useful identities. All three op-
erations AND, OR and XOR are associative and commutative. There are several
distributivity properties:

zA(yVz)=(xAy) V(zAz2)
zVyNz)=(xVy A(zV2)

and
TA(y®z)=(xAy) & (zA2)

The De Morgan identities connect negation with conjunction and disjunction:

I
Sl

TAY

9

V
A

I
Sl
< <

zVy

Expressions composed using the operations of negation, conjunction and disjunction
are called Boolean polynomials.
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Figure 1.7: A node of a logic circuit
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Figure 1.8: A NOR circuit computing z = y, with assignment on edges

t S
_— S >
Ttrigger

Figure 1.9: A shift register
Carry =@—‘

Figure 1.10: A binary adder

VY

Y




30 1. Chapter: Models of Computation
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Figure 1.11: Circuit and state-transition diagram of a memory cell

Lemma 1.4.1. Every Boolean function is expressible as a Boolean polynomial.

Proof. Let ay,...,a, € {0,1}. Let
ZT; if a; — 1,
Zi = .
z; ifa; =0,

and E,, q,.(z1,...,2,) = 21 A -+ A z,. Notice that E,, ., (z1,...,2,) = 1 holds if

and only if (zq,...,2,) = (a,..., n). Hence
flxy, ..., z,) = \/ Eoyoan (@1, 2). O
flai,....an)=1

The Boolean polynomial constructed in the above proof has a special form. A
Boolean polynomial consisting of a single (negated or unnegated) variable is called a
literal. We call an elementary conjunction a Boolean polynomial in which variables and
negated variables are joined by the operation “A”. (As a degenerate case, the constant
1 is also an elementary conjunction, namely the empty one.) A Boolean polynomial
is a disjunctive normal form if it consists of elementary conjunctions, joined by the
operation “V”. We allow also the empty disjunction, when the disjunctive normal form
has no components. The Boolean function defined by such a normal form is identically
0. In general, let us call a Boolean polynomial satisfiable if it is not identically 0.

By a disjunctive k-normal form, we understand a disjunctive normal form in which
every conjunction contains at most k literals.

Example 1.4.1. Here is an important example of a Boolean function expressed by
disjunctive normal form: the selection function. Borrowing the notation from the
programming language C, we define it as

if =1
x?y:z:{y lx ’

z ifz=0.

It can be expressed as 27y : z = (x Ay) V (mx A 2).

Interchanging the role of the operations “A” and “V”, we can define the elementary
disjunction and conjunctive normal form. The empty conjunction is also allowed, it is

the constant 1. In general, let us call a Boolean polynomial a tautology if it is identically
1.
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We have seen that all Boolean functions can be expressed by a disjunctive normal
form. From the disjunctive normal form, we can obtain a conjunctive normal form,
applying the distributivity property repeatedly, this is a way to decide whether the
polynomial is a tautology. Similarly, an algorithm to decide whether a polynomial is
satisfiable is to bring it to a disjunctive normal form. Both algorithms can take very
long time.

In general, one and the same Boolean function can be expressed in many ways as
a Boolean polynomial. Given such an expression, it is easy to compute the value of
the function. However, most Boolean functions can be expressed only by very large
Boolean polynomials; this may even be so for Boolean functions that can be computed
fast, e.g. the MAJORITY function.

One reason why a computation might be much faster than the size of the Boolean
polynomial is that the size of a Boolean polynomial does not reflect the possibility
of reusing partial results. This deficiency is corrected by the following more general
formalism.

Let G be a directed graph with numbered nodes (called gates) that does not contain
any directed cycle (i.e., is acyclic, a.k.a. DAG). The sources, i.e., the nodes without
incoming edges, are called input nodes. We assign a literal (a variable or its negation)
to each input node. The sinks of the graph, i.e., the nodes without outgoing edges, will
be called output nodes. (In what follows, we will deal most frequently with the case
when there is only one output node.)

Each node v of the graph that is not a source, i.e., which has some indegree d =
d*(v) > 0, computes a Boolean function F, : {0,1}¢ — {0,1}. The incoming edges of
the node are numbered in some increasing order and the variables of the function F,
are made to correspond to them in this order. Such a graph is called a circuit.

The size of the circuit is the number of gates (including the input gates); its depth
is the maximal length of paths leading from input nodes to output nodes.

Every circuit H determines a function. We assign to each input node the value
of the assigned literal. This is the nput assignment, or input of the computation.
From this, we can compute at each node v a value z(v) € {0,1}: if the start nodes
Ui, ..., uq of the incoming edges have already received a value then v receives the value
Fy(x(uy),...,z(uq)). The value at the sinks give the output of the computation. We
will say that the function defined this way is computed by the circuit H. Single sink
circuits determine Boolean functions.

Exercise 1.4.1. Prove that in the above definition, the circuit computes a unique
output for every possible input assignment.

Example 1.4.2. A NOR (negated OR) circuit computing # = y. We use the formulas
r =y =-(-2xNORy), -z =2 NOR=z.

If the states of the input nodes of the circuit are  and y, then the state of the output
node is * = y. The assignment can be computed in 3 stages, since the longest path
has 3 edges. See Figure .

Example 1.4.3. For a natural number n we can construct a circuit that will simulta-
neously compute all the functions E,, ., (%1,...,2,) (as defined above in the proof of
Lemma [27T) for all values of the vector (ay,...,a,). This circuit is called the decoder
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circuit since it has the following behavior: for each input zi,...,z, only one output
node, namely £, . will be true. If the output nodes are consecutively numbered
then we can say that the circuit decodes the binary representation of a number £ into
the k-th position in the output. This is similar to addressing into a memory and is
indeed the way a “random access” memory is addressed. Suppose that a decoder circuit
is given for n. To obtain one for n+ 1, we split each output y = E,, 4, (21,...,2,) in
two, and form the new nodes

Eal,...,an,l(ajl; cee ;xn—‘rl) =Y A Tn+1,

Eal,...,an,O(fEh e ,$n+1) =Y N\ Tpya,

using a new copy of the input z, 1 and its negation.

Of course, every Boolean function is computable by a trivial (depth 1) circuit in
which a single (possibly very complicated) gate computes the output immediately from
the input. The notion of circuits is interesting if we restrict the gates to some simple
operations (AND, OR, exclusive OR, implication, negation, etc.). If each gate is a
conjunction, disjunction or negation then using the De Morgan rules, we can push the
negations back to the inputs which, as literals, can be negated variables anyway. If all
gates are disjunctions or conjunctions then the circuit is called Boolean.

The in-degree of the nodes is called fan-in. This is often restricted to 2 or to some
fixed maximum. Sometimes, bounds are also imposed on the out-degree, or fan-out.
This means that a partial result cannot be “freely” distributed to an arbitrary number
of places.

Exercise 1.4.2. Prove that for every Boolean circuit of size N, there is a Boolean
circuit of size at most N? with indegree 2, computing the same Boolean function.

Exercise 1.4.3. Prove that for every circuit of size N and indegree 2 there is a Boolean
circuit of size O(N) and indegree at most 2 computing the same Boolean function.

Exercise 1.4.4. A Boolean function is monotone if its value does not decrease when-
ever any of the variables is increased. Prove that for every Boolean circuit computing a
monotone Boolean function there is another one that computes the same function and
uses only nonnegated variables and constants as inputs.

Let f:{0,1}" — {0,1} be an arbitrary Boolean function and let
f([L‘l,...,l'n) :El\/\/EN

be its representation by a disjunctive normal form. This representation corresponds to a
depth 2 circuit in the following manner: let its input points correspond to the variables
x1,...,T, and the negated variables 7y,...,7,. To every elementary conjunction F;,
let there correspond a vertex into which edges run from the input points belonging
to the literals occurring in FE;, and which computes the conjunction of these. Finally,
edges lead from these vertices into the output point ¢ which computes their disjunction.
Note that this circuit has large fan-in and fan-out.

Exercise 1.4.5. Prove that the Boolean polynomials are in one-to-one correspondence
with those Boolean circuits that are trees.
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We can consider each Boolean circuit as an algorithm serving to compute some
Boolean function. It can be seen immediately, however, that circuits are less flexible less
than e.g., Turing machines: a circuit can deal only with inputs and outputs of a given
size. It is also clear that (since the graph is acyclic) the number of computation steps
is bounded. If, however, we fix the length of the input and the number of steps then
by an appropriate circuit, we can already simulate the work of every Turing machine
computing a single bit. We can express this also by saying that every Boolean function
computable by a Turing machine in a certain number of steps is also computable by a
suitable, not too big, Boolean circuit.

Theorem 1.4.2. For every Turing machine T and every pair n, N > 1 of numbers
there is a Boolean circuit with n inputs, depth O(N), indegree at most 2, that on an
input (xq,...,x,) € {0,1}" computes 1 if and only if after N steps of the Turing
machine T', on the Oth cell of the first tape, there is a 1.

(Without the restrictions on the size and depth of the Boolean circuit, the statement
would be trivial since every Boolean function can be expressed by a Boolean circuit.)

Proof. Let us be given a Turing machine T' = (k, 3, o, §,7) and n, N > 1. For simplic-
ity, assume k = 1. Let us construct a directed graph with vertices v[t, g, p] and w(t, p, h]
where 0 <t < N, gel',h € ¥ and —N < p < N. An edge runs into every point
v[t + 1,¢,p] and w[t + 1,p, h| from the points v[t,¢’,p + €] and w[t,p +¢,h] (¢ € T,
heX, ee{-1,0,1}). Let us take n input points so, ..., s, 1 and draw an edge from
s; into the points w|0,4, h] (h € ). Let the output point be w[N, 0, 1].

In the vertices of the graph, the logical values computed during the evaluation of
the Boolean circuit (which we will denote, for simplicity, just like the corresponding
vertex) describe a computation of the machine 7" as follows: the value of vertex v[t, g, p]
is true if after step ¢, the control unit is in state g and the head scans the p-th cell of
the tape. The value of vertex wlt, p, h] is true if after step t, the p-th cell of the tape
holds symbol h.

Certain ones among these logical values are given. The machine is initially in the
state START, and the head starts from cell 0:

1 if g=START and p =0,
v[0,9,p] = { J b

0 otherwise,
further we write the input onto cells 0,...,n — 1 of the tape:

1 if (p<Oorp>n), and h = x,
w0, p, h| = orif 0 <p<n-—1andh=ux,
0 otherwise.

The rules of the Turing machine tell how to compute the logical values corresponding
to the rest of the vertices:

olt+ g0l =\ (vlt.gsp— (g W) Al p =5 (g', B), 1)
wex
a(g’ ,h)=g
wlt +1,p,h] = (w[t,p, ARWAN v[tag’,pD % ( \/  (vlt.g'.p] Awlt,p, h’]))
g'el s'eg
'e

B(g",n")=h
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It can be seen that these recursions can be taken as logical functions which turn the
graph into a Boolean circuit computing the desired functions. The size of the circuit will
be O(N?), its depth O(N). Since the in-degree of each point is at most 3|X|-|T'| = O(1),
we can transform the circuit into a Boolean circuit of similar size and depth. n

Remark. Our construction of a universal Turing machine in Theorem ™21 is inefficient
and unrealistic. For most commonly used transition functions «, 3, v, a table is a very
inefficient way to store the description. A Boolean circuit (with a Boolean vector
output) is often a vastly more economical representation. It is possible to construct a
universal one-tape Turing machine V; taking advantage of such a representation. The
beginning of the tape of this machine would not list the table of the transition function
of the simulated machine, but would rather describe the Boolean circuit computing
it, along with a specific state of this circuit. Each stage of the simulation would first
simulate the Boolean circuit to find the values of the functions «, £,y and then proceed
as before.

Exercise 1.4.6. Consider that xix9 is the binary representation of an integer
r = 2x1 + xg and similarly, y1yo is a binary representation of a number y. Let
f(xo, 1, Y0, Y1, 20, 21) be the Boolean formula which is true if and only if 21z is the
binary representation of the number x + y mod 4.

FExpress this formula using only conjunction, disjunction and negation.

Exercise 1.4.7. Convert into disjunctive normal form the following Boolean functions.
a) +y+ zmod 2,
b) x+y+ 2+t mod 2.

Exercise 1.4.8. Convert the formula (x Ay A z) = (u A v) into conjunctive normal
form.

Exercise 1.4.9. For each n, construct a Boolean circuit whose gates have indegree < 2,
with size O(2") with 2™ +n inputs and which is universal in the following sense: for all
binary strings p of length 2™ and binary string x of length n, the output of the circuit
with input xp is the value, with argument x, of the Boolean function whose truth table
(i.e., output values) is given by p. [Hint: use the decoder circuit of Example [[.Z-3.]

Exercise 1.4.10. The gates of the Boolean circuits in this exercise are assumed to
have indegree < 2.

a) Prove the existence of a constant ¢, such that for alln, there is a Boolean function
for which each Boolean circuit computing it has size at least ¢-2"/n. [Hint: count
the number of circuits of size k./

b)* For a Boolean function f with n inputs, show that the size of the Boolean circuit
needed for its implementation is O(2"/n).



Chapter 2

Algorithmic decidability

In this chapter, we study the question: which problems can be solved by any algorithm
(or computing device) at all?

Until the 1930’s, it was the consensus among mathematicians — mostly not spelled
out precisely — that every mathematical question that can be formulated precisely,
can also be solved. This statement has two interpretations. We can talk about a single
yes-or-no question (say: is every planar graph 4-colorable? is every even integer larger
than 2 expressible as the sum of two primes?), and then the decision means that it
can be proved or disproved from the axioms of set theory (which were, and still are,
generally accepted as the axioms of mathematics). This belief was destroyed by the the
Austrian mathematician Kurt Goédel, who published a famous result in 1931, the First
Incompleteness Theorem of logic, which implies that there are perfectly well formulated
mathematical questions that cannot be answered from the axioms of set theory.

Now one could think that this is a weakness of this particular system of axioms:
perhaps by adding some generally accepted axioms (which had been overlooked) one
could get a new system that would allow us to decide the truth of every well-formulated
mathematical statement. The First Incompleteness Theorem, however, proves that this
hope was also vain: no matter how we extend the axiom system of set theory (allowing
even infinitely many axioms, subject to some reasonable restrictions: no contradiction
should be derivable and it should be possible to decide about a statement whether it
is an axiom or not), still there remain unsolvable problems.

The second meaning of the question of decidability is when we are concerned with
a family of questions and are looking for an algorithm that decides each of them. In
1936, Church formulated a family of problems for which he could prove that they are
not decidable by any algorithm. For this statement to make sense, the mathematical
notion of an algorithm had to be created. Church used tools from logic, the notion of
recursive functions, to formalize the notion of algorithmic solvability.

Similarly as in connection with Godel’s Theorem, it seems quite possible that one
could define algorithmic solvability in a different way, or extend the arsenal of algo-
rithms with new tools, allowing the solution of new problems. In the same year when
Church published his work, Turing created the notion of a Turing machine. Nowadays
we call something algorithmically computable if it can be computed by some Turing
machine. But it turned out that Church’s original model is equivalent to the Turing
machine in the sense that the same computational problems can be solved by them. We

35
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have seen in the previous chapter that the same holds for the Random Access Machine.
Many other computational models have been proposed (some are quite different from
the Turing machine, RAM, or any real-life computer, like quantum computing or DNA
computing), but nobody found a machine model that could solve more computational
problems than the Turing machine.

Church in fact anticipated this by formulating the so-called Church Thesis, accord-
ing to which every “calculation” can be formalized in the system he gave. Today we
state this hypothesis in the form that all functions computable on any computing de-
vice are computable on a Turing machine. As a consequence of this thesis (if we accept
it) we can simply speak of computable functions without referring to the specific type
of machine on which they are computable.

(One could perhaps make one exception from the Church Thesis for algorithms
using randomness. These can solve algorithmically unsolvable computational problems
so that the answer is correct with large probability. See Chapter B on Information
Complexity.)

2.1 Recursive and recursively enumerable
languages

Let ¥ be a finite alphabet that contains the symbol “x”. We will allow as input for
a Turing machine words that do not contain this special symbol: only letters from
Yo=%\ {x}.

We call a function f : X5 — X recursive or computable if there exists a Turing
machine that for any input z € X will stop after finite time with f(x) written on its
first tape.

Remark. We have seen in the previous chapter that the definition does not change if
we assume that k£ = 1, i.e., the Turing machine has only one tape.

The notions of recursive, as well as that of “recursively enumerable” and “partial
recursive” defined below can be easily extended, in a unique way, to functions and sets
over some countable sets different from 3, like the set of natural numbers, the set
N* of finite strings of natural numbers, etc. The extension goes with help of some
standard coding of, e.g., the set of natural numbers by elements of 2j. Therefore, even
though we define these notions only over Xj, we sometimes use them in connection
with functions defined over other domains. This is a bit sloppy but does not lead to
any confusion.

We call a language L recursive if its characteristic function

fo@) = {1 if v € L,

0 otherwise,

is recursive. Instead of saying that a language L is recursive, we can also say that the
property defining £ is decidable. If a Turing machine calculates this function then we
say that it decides the language. It is obvious that every finite language is recursive.
Also if a language is recursive then its complement is also recursive.
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Remark. It is obvious that there is a continuum of languages (and so uncountably
many) but only countably many Turing machines. So there must exist non-recursive
languages. At the end of this section, we will see some concrete languages that are
non-recursive.

We call the language £ recursively enumerable if £ = () or there exists a recursive
function f such that the range of f is £. This means that we can enumerate the
elements of L: £ = {f(wy), f(wy),...}, where 3§ = {wp,wy,...}. Here, the elements
of £ do not necessarily occur in increasing order and repetition is also allowed.

We give an alternative definition of recursively enumerable languages in the follow-
ing lemma. Let us order the elements of Y in increasing order, where shorter words
precede longer ones and words of the same length are ordered lexicographically. It is
easy to construct a Turing machine that enumerates all the words in increasing order,
or outputs the j-th word of the ordering for input j.

Lemma 2.1.1. A language L is recursively enumerable if and only if there is a Turing
machine T such that if we write x on the first tape of T' the machine stops if and only

ifx e L.

Proof. Let L be recursively enumerable. We can assume that it is nonempty. Let £ be
the range of f. We construct a Turing machine which on input x stops if and only if
x € L. For each input x the machine calculates f(y) for every y € ¥ (e.g., by taking
them in increasing order) and stops if it finds a y such that f(y) = z.

On the other hand, let us assume that £ consists of the words on which T stops.
We can assume that £ is not empty and a € £. We construct a Turing machine Ty
that does the following. If the input on its first tape is a natural number 7, then it
computes the (i — [ﬂf)—th word of ¥§ (say z), simulates 7" on this input, z, for ¢
steps. If T stops, then Ty outputs x (by writing it on its last tape). If T' does not stop,
then Tj outputs a. Since every word of X will occur for infinitely many values of 7 the
range of Ty will be L. m

There is nothing really tricky about the function (i — L\/Zf), all we need is that
for i =0,1,2,... its value takes every non-negative integer infinitely many times. The
technique used in this proof, that of simulating infinitely many computations by a
single one, is sometimes called “dovetailing”.

Now we study the relationship between recursive and recursively enumerable lan-
guages.

Lemma 2.1.2. Every recursive language s recursively enumerable.

Proof. Let L be a recursive language. If £ = (), then L is recursively enumerable by
definition, so suppose this is not the case and take some a € L. Define f as follows.

x ifzxel,
f(x)—{ o ifzdcL.
Since f is recursive and its range is £, we are done. ]

The next theorem characterizes the relation of recursively enumerable and recursive
languages.
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Theorem 2.1.3. A language L is recursive if and only if both languages £ and X\ L
are recursively enumerable.

Proof. If L is recursive then its complement is also recursive, and by the previous
lemma, both are recursively enumerable.

On the other hand, let us assume that both £ and its complement are recursively
enumerable. We can construct two machines that enumerate them, and a third one
simulating both that detects if one of them lists x. Sooner or later this happens and
then we know where = belongs. O

Let us call a language co-recursively enumerable if its complement is recursively
enumerable. So the Theorem P73 says that a language is recursive if and only if it
is recursively enumerable and co-recursively enumerable. It is clear that the class of
recursively enumerable languages is countable, so there must be languages that are
neither recursively enumerable nor co-recursively enumerable (see also Exercise Z2373).
What is much less obvious is that there are recursively enumerable languages that are
not recursive, since both classes are countable. The construction of such a language is
our next goal.

For a Turing machine 7" let L7 be the set of those words « € 3§ for which T" stops
when we write x on all of its tapes.

Theorem 2.1.4. If T' is a universal Turing machine with k + 1 tapes then Lr is
recursively enumerable, but it is not recursive.

Proof. The first statement can be proved similarly to Lemma EZI71. For simplicity, we
prove the second statement only for £ = 1.

Let us assume, by way of contradiction that L7 is recursive. Then 3§\ Ly would
be recursively enumerable, so there would exist a 1-tape Turing machine 7} that on
input x would stop if and only if x € Lr. The machine T} can be simulated on T by
writing an appropriate program p on the second tape of T. Then writing p on both
tapes of T', it would stop if 7} would stop on input p because of the simulation. The
machine T} was defined, on the other hand, to stop on p if and only if T" does not stop
with input p on both tapes (i.e., when p € Lr). This is a contradiction. O]

This proof uses the so called diagonalization technique originating from set theory
(where it was used by Cantor to show that the set of all real numbers is not countable).
The technique forms the basis of many proofs in logic, set-theory and complexity theory.
We will see more of these in what follows.

There is a number of variants of the previous result, asserting the undecidability of
similar problems.

Let T be a Turing machine. The halting problem for T is the problem to decide,
for all possible inputs =, whether T halts on x. Thus, the decidability of the halting
problem of T" means the decidability of the set of those x for which T halts. We can
also speak about the halting problem in general, which means that a pair (7', x) is given
where T is a Turing machine (given by its transition table) and x is an input.

Theorem 2.1.5. There is a 1-tape Turing machine whose halting problem is undecid-
able.
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Proof. Suppose that the halting problem is decidable for all one-tape Turing machines.
Let T be a 2-tape universal Turing machine and let us construct a 1-tape machine 7T
similarly to the proof of Theorem 22 (with k£ = 2), with the difference that at the
start, we write the i-th letter of word x not only in cell 47 but also in cell 4i — 2. Then
on an input x, machine 7Ty will simulate the work of T, when the latter starts with x
on both of its tapes. Since it is undecidable whether T" halts for a given input (z,x),
it is also undecidable about Ty whether it halts on a given input z. O]

The above proof, though simple, is the prototype of a great number of undecidability
proofs. These proceed by taking any problem P; known to be undecidable (in this case,
membership in £r) and showing that it can be reduced to the problem P, at hand (in
this case, the halting problem of 7j). The reduction shows that if P, is decidable then
so is P;. But since we already know that P; is undecidable, we conclude that P; is
undecidable as well. The reduction of a problem to some seemingly unrelated problem
is, of course, often very tricky.

A description of a Turing machine is the listing of the sets ¥, I (where, as before,
the elements of I' are coded by words over the set ), and the table of the functions

a, 3,7.

Corollary 2.1.6. [t is algorithmically undecidable whether a Turing machine (given
by its description) halts on the empty input.

Proof. Let T be a Turing machine whose halting problem is undecidable. We show
that its halting problem can be reduced to the general halting problem on the empty
input. Indeed, for each input x, we can construct a Turing machine 7T, which, when
started with an empty input, writes x on the input tape and then simulates T. If we
could decide whether T, halts then we could decide whether 7" halts on z. O

Corollary 2.1.7. It is algorithmically undecidable for a one-tape Turing machine T
given by its description whether the set Lr is empty.

Proof. For any given one-tape machine S, let us construct a machine 7" that does the
following: it first erases everything from the tape and then turns into the machine S.
The description of T' can obviously be easily constructed from the description of S.
Thus, if S halts on the empty input in finitely many steps then T halts on all inputs
in finitely many steps, hence £ = X is not empty. If S works for infinite time on
the empty input then 7" works infinitely long on all inputs, and thus L7 is empty.
Therefore, if we could decide whether L7 is empty we could also decide whether S
halts on the empty input, which is undecidable. Il

Obviously, just as its emptiness, we cannot decide any other property P of Lrp
either if the empty language has it and 3§ has not, or vice versa. Even a more general
negative result is true. We call a property of a language trivial if either all recursively
enumerable languages have it or none.

Theorem 2.1.8 (Rice’s Theorem). For any non-trivial language-property P, it is un-
decidable whether the language Lr of an arbitrary Turing machine T (given by its
description) has this property.
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Thus, it is undecidable on the basis of the description of 7" whether Lr is finite,
regular, contains a given word, etc.

Proof. We can assume that the empty language does not have property P (otherwise,
we can consider the negation of P). Let 77 be a Turing machine for which L7, has
property P. For a given Turing machine S, let us make a machine 7" as follows: for
input z, first it simulates S on the empty input. When the simulated S stops it
simulates T7 on input x. Thus, if S does not halt on the empty input then 7' does not
halt on any input, so Lr is the empty language. If S halts on the empty input then 7'
halts on exactly the same inputs as 73, and thus £ = Lp,. Thus if we could decide
whether L1 has property P we could also decide whether S halts on empty input. [J

2.2 Other undecidable problems

All undecidable problems discussed so far concerned Turing machines; and their un-
decidability could be attributed to the fact that we were trying to decide something
about Turing machines using Turing machines. Could it be that if we get away from
this dangerous area of self-referencing, all problems that we want to decide will be
decidable?

Unfortunately, the answer is negative, and there are quite “normal” questions, aris-
ing in all sorts of mathematical areas, that are algorithmically undecidable. In this
section we describe a few of these, and prove the undecidability of the first one. (For
the others, the proof of undecidability is too involved to be included in this book.)

First we discuss a problem of geometrical nature. A tile, or domino, is a square,
divided into four triangles by its two diagonals, such that each of these triangles is
colored with some color. A kit is a finite set of different tiles, one of which is a
distinguished “favorite tile”. We have an infinite supply of each tile in the kit.

Given a kit K, a tiling of the whole plane with K (if it exists) assigns to each
position with integer coordinates a tile which is a copy of a tile in K, in such a way
that

e neighboring dominoes have the same color on their adjacent sides;

e the favorite domino occurs at least once.

(Note that rotation is forbidden, otherwise we could tile the whole plane with our
favorite domino alone.)

Problem 2.2.1. Given a kit K, can we tile the whole plane with K ?

It is easy to give a kit of dominoes with which the plane can be tiled (e.g., a single
square that has the same color on each side) and also a kit with which this is impossible
(e.g., a single square that has different colors on each side). It is, however, a surprising
fact that it is algorithmically undecidable whether a kit allows the tiling of the whole
plane!

For the exact formulation, let us describe each kit by a word over ¥y = {0,1,+}.
This can be done, for example, by describing each color by a positive integer in binary
notation, describing each tile in the kit by writing down the numbers representing the
colors of the four triangles, separated by the symbol “+” beginning at the top side,
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clockwise, and then we join the expressions obtained this way with “+” signs, starting
with the favorite domino. (But the details of this encoding are of course not important.)
Let Lting [resp. LntLne| be the set of codes of those kits which tile the plane [resp. do
not tile the plane].

Theorem 2.2.1. The tiling problem is undecidable, i.e., the language Lring s not
recursive.

Accepting, for the moment this statement, we can conclude by Theorem P13 that
either the tiling or the nontiling kits must form a language that is not recursively
enumerable. Which one? At first look, we might think that Lrpng is recursively
enumerable: the fact that the plane is tileable by a kit can be “proved” by exhibiting
the tiling. This is, however, not a finite proof, and in fact the truth is just the opposite:

Theorem 2.2.2. The language Lnting S Tecursively enumerable.

Taken together with Theorem 2221, we see that Lring can not even be recursively
enumerable.
In the proof of Theorem =22, the following lemma will play an important role.

Lemma 2.2.3. The plane can be tiled by a kit if and only if for every natural number
n the (2n + 1) x (2n + 1) square can be tiled with the favorite tile in the center.

Proof. The “only if” part of the statement is trivial. For the proof of the “if” part,
consider a sequence Ny, N, ... of tilings of squares such that they all have odd side-
length and their sidelength tends to infinity. We will construct a tiling of the whole
plane. Without loss of generality, we may assume that the center of each square is at
the origin, so that the origin is covered by the favorite tile.

Let us consider the 3 x 3 square centered at the origin. This is tiled in some way
in each V;. Since it can only be tiled in finite number of ways, there is an infinite
number of tilings /V; in which it is tiled in the same way. Let us keep only these tilings
and throw away the rest. So we get an infinite sequence of tilings of larger and larger
squares such that the 3 x 3 square in the middle is tiled in the same way in each NN;.
These nine tiles can now be fixed.

To proceed in a similar fashion, assume that the sequence has been “thinned out”
so that in every remaining tiling NN;, the (2k + 1) x (2k + 1) square centered at the
origin is tiled in the same way. We fix these (2k + 1)? tiles. Then in the remaining
tilings NV;, the (2k + 3) x (2k + 3) square centered at the origin is tiled only in a finite
number of ways, and therefore one of these tilings occurs an infinite number of times.
If we keep only these tilings V;, then every remaining tiling tiles the (2k+3) x (2k+3)
square centered at the origin in the same way, and this tiling contains the tiles fixed
previously. Now we can fix the new tiles around the perimeter of the bigger square.

Every tile will be fixed sooner or later, i.e., we have obtained a tiling of the whole
plane. Since the condition imposed on the covering is “local”, i.e., it refers only to two
adjacent dominoes, the tiles will be correctly matched in the final tiling, too. O]

Proof of Theorem ZZZ2. Let us construct a Turing machine that does the following.
For a word x € 3§, it first of all decides whether the word encodes a kit (this is easy);
if not then it goes into an infinite cycle. If yes, then with this set, it tries to tile the
squares 1 x 1, 3 x 3, 5 x 5, ... with the favorite tile in the center. For each concrete
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Figure 2.1: Tiling resulting from a particular computation

square, it is decidable in a finite number of steps, whether it can be tiled, since the
sides can only be numbered in finitely many ways by the numbers occurring in the kit,
and it is easy to verify whether among the tilings obtained this way there is one for
which every tile comes from the given kit. If the machine finds a square that cannot
be tiled by the given kit then it halts.

It is obvious that if * ¢ LyTLng, i.e., = either does not code a kit or codes a kit
which tiles the plane then this Turing machine does not stop. On the other hand, if
x € LnTLNG, 1.€.,  codes a kit that does not tile the plane then according to Lemma
223, for a large enough k already the square (2k + 1) x (2k + 1) is not tileable either,
and therefore the Turing machine stops after finitely many steps. Thus, according to
Lemma 2T, the language Lntrng i recursively enumerable. O]

Proof of Theorem ZZ1. Let T' = (k, %, «, 5,7) be an arbitrary Turing machine; we
will construct from it (using its description) a kit K which can tile the plane if and
only if T" does not stop on the empty input. This is, however, undecidable due to
Corollary 27178, so it is also undecidable whether the constructed kit can tile the plane.

For simplicity, assume k& = 1. Assume that 7" does not halt on the empty input.

From the machine’s computation, we construct a tiling (see Figure 270). We lay
down the tape before the first step, to get an infinite strip of squares; we put below it
the tape before the second step, below it the time before the third step, etc. We can
think of the upper half of the plane as filled by empty tapes.

Now we color each square as follows. Each symbol in ¥ as well as each state of the
control unit corresponds to a color. Moreover, we need colors for pairs gh, where g € T’
and h € . Finally, there are five additional colors, which we call WHITE, RIGHT,
LEFT, Right, and Left.

If the content of a cell is a symbol h, and the head is not in this cell before the
corresponding step, then we color the bottom triangle of the cell, as well as the top
triangle of the cell below it with color h. If the head scans this cell before a given
step, and the control unit is in state g, then we color the top triangle of the square as
well as the bottom triangle of the square above it with color gh. If at this step, the
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* S % *

a b C d

Figure 2.2: Tiles in line 0 (b-d) and above (a). S stands for the START state, vertical
strips for color Left and horizontal strips for color Right. Tile (c) is the favorite tile.

* h h h
g g

: VAR :

a b c d

Figure 2.3: Tiles for cells (a) left of the head, (b) just entered from the right, (c) just
entered from the left, (d) right of the head.

head moves from one cell to an adjacent cell, we color the two triangles adjacent to
the edge crossed with color g. All triangles in this row adjacent to vertical edges to
the left of the head are colored LEFT, and those adjacent to vertical edges to the right
of the head are colored RIGHT, except in row 0, where instead the colors Left and
Right are used, and in rows with negative index, where color WHITE is used. Also
WHITE is the color of all upper triangles in row 0 and the tile with the START in the
bottom triangle is the favorite tile. See Figures 22, 23 and 24 for all kinds of tiles
that occur in this tiling. Note that this kit is constructed from the description of the
Turing machine easily; in fact, only one type is dependent on the transition rules of
the machine.

We thus obtain a kit K, with a favorite tile as marked. Our construction shows
that if 7" runs for an infinite number of steps on the empty input, then the plane can
be tiled with this kit. Conversely, assume that the plane can be tiled with the kit K.
The favorite tile must occur by definition; left and right we can only continue with
colors Left and Right, and above, with all-white. Moving down row-by-row we can see
that the covering is unique and corresponds to a computation of machine T" on empty
input.

Since we have covered the whole plane, this computation is infinite. n

Exercise 2.2.1. Show that there is a kit of dominoes with the property that it tiles
the plane but does not tile it doubly periodically (which means that for some linearly
independent integer vectors (p,q) and (r,s) we have the same domino at (z,y) as at
(x+p,y+q) and at (x +1,y+s)).

Exercise 2.2.2. Prove that the kits of dominoes that tile the plane doubly periodically
are recursively enumerable.

Exercise 2.2.3. Prove the following.
a) There is a function F : 7, — 7 for which if the length of the code of a kit is n

and the (2F(n) + 1) x (2F(n) + 1) square can be tiled with the kit such that the
favorite domino is in the center, then the whole plane can be tiled.
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a b c

Figure 2.4: The most important tiles: the head reading A and in state g, writes b/,
goes to state ¢/, and (a) moves right, (b) stays, (c) moves left.

b) Such an F cannot be recursive.

Remark. The tiling problem is undecidable even if we do not distinguish an initial
domino. But the proof of this result is much harder.

We mention some more algorithmically undecidable problems without showing the
proof of undecidability. The proof is in each case a complicated encoding of the halting
problem into the problem at hand.

In 1900, Hilbert formulated 23 problems that he considered then the most exciting in
mathematics. These problems had a great effect on the development of the mathematics
of the century. (It is interesting to note that Hilbert thought some of his problems will
resist science for centuries; until today, essentially all of them are solved.) One of these
problems was the following.

Problem 2.2.2 (Diophantine equation). Given a polynomial p(xy, ..., x,) with integer
coefficients and n variables, decide whether the equation p = 0 has integer solutions.

In Hilbert’s time, the notion of algorithms was not formalized but he thought that a
universally acceptable and always executable procedure could eventually be found that
decides for every Diophantine equation whether it is solvable. After the clarification
of the notion of algorithms and the finding of the first algorithmically undecidable
problems, it became more probable that this problem is algorithmically undecidable.
Davis, Robinson and Myhill reduced this conjecture to a specific problem of number
theory which was eventually solved by Matiyasevich in 1970. It was found therefore
that the problem of solvability of Diophantine equations is algorithmically undecidable.

Next, an important problem from algebra. Let us be given n symbols: ay, ..., a,.
The free group generated from these symbols is the set of all finite words formed from
the symbols ay, ..., a,, a;*,...,a;" in which the symbols a; and a;l never follow each
other (in any order). We multiply two such words by writing them after each other
and repeatedly erasing any pair of the form a;a; ' or a; 'a; whenever they occur. It
takes some, but not difficult, reasoning to show that the multiplication defined this
way is associative. We also permit the empty word, this will be the unit element of the
group. If we reverse a word and change all symbols a; in it to a; ' and vice versa then
we obtain the inverse of the word. In this very simple structure, the following problem

is algorithmically undecidable.

Problem 2.2.3 (Word problem of groups). In the free group generated by the symbols
a, ..., a,, we are given n+ 1 words: oy, ..., o, and 3. Is B in the subgroup generated
by aq, ..., 7

Next, a problem from the field of topology. Let ey, ..., e, be the unit vectors of the
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n-dimensional Euclidean space. The convex hull of the points 0, eq, ..., e, is called the
standard simplex. The faces of this simplex are the convex hulls of subsets of the set
{0,€e1,...,e,}. A polyhedron is the union of an arbitrary set of faces of the standard
simplex. Here is a fundamental topological problem concerning a polyhedron P:

Problem 2.2.4 (contractibility of polyhedra). Can a given polyhedron be contracted
to a single point (continuously, staying within itself)?

We define this more precisely, as follows: we mark a point p in the polyhedron first
and want to move each point of the polyhedron in such a way within the polyhedron
(say, from time O to time 1) that it will finally slide into point p and during this,
the polyhedron “is not torn”. Let F(z,t) denote the position of point = at time ¢
for 0 < ¢t < 1. The mapping F' : P x [0,1] — P is thus continuous (in both of its
variables together), having F'(x,0) = = and F(x,1) = p for all z. If there is such an
F' then we say that P is “contractible”. For example, a triangle, taken with the area
inside it, is contractible. The perimeter of the triangle (the union of the three sides
without the interior) is not contractible. (In general, we could say that a polyhedron
is contractible if no matter how a thin circular rubber band is tied on it, it is possible
to slide this rubber band to a single point.) The property of contractibility turns out
to be algorithmically undecidable.

Finally one more, seemingly simple problem that is undecidable.

Problem 2.2.5 (Post correspondence problem). Given two finite lists, (u;,v;); 1 <i <
N, whereu; € ¥ and v; € X5, 1s there a sequence i1, s, . . ., ix such that u; u;, ... u;, =
Vi1 Vig - Ui ¢

2.3 Computability in logic

2.3.1 Godel’s incompleteness theorem

Mathematicians have long held the conviction that a mathematical proof, when written
out in all detail, can be checked unambiguously. Aristotle made an attempt to formalize
the rules of deduction, but the correct formalism was found only by Frege and Russell
at the end of the nineteenth century. It was championed as a sufficient foundation of
mathematics by Hilbert. We try to give an overview of the most important results
concerning decidability in logic.

Mathematics deals with sentences, statements about some mathematical objects.
All sentences will be strings in some finite alphabet. We will always assume that the
set of sentences (sometimes also called a language) is decidable: it should be easy to
distinguish (formally) meaningful sentences from nonsense. Let us also agree that there
is an algorithm computing from each sentence ¢, another sentence v called its negation.

A proof of some sentence T is a finite string P that is proposed as an argument
that T is true. A formal system, or theory F is an algorithm to decide, for any pairs
(P, T) of strings whether P is an acceptable proof T. A sentence T' for which there is
a proof in F is called a theorem of the theory F.

Example 2.3.1. Let L; be the language consisting of all expressions of the form
“l(a,b)” and “I'(a,b)” where a, b are natural numbers (in their usual, decimal represen-
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tation). The sentences [(a,b) and I'(a,b) are each other’s negations. Here is a simple
theory T7. Let us call azioms all “l(a,b)” where b = a + 1. A proof is a sequence
S1, ..., 8, of sentences with the following property. If S; is in the sequence then ei-
ther it is an axiom or there are j, k < i and integers a,b, c such that S; =“I(a,b)”,
Sp="l(b,c)” and S; =“l(a,c)”. This theory has a proof for all formulas of the form
[(a,b) where a < b.

A theory is called consistent if for no sentence can both the sentence itself and its
negation be a theorem. Inconsistent theories are uninteresting, but sometimes we do
not know whether a theory is consistent.

A sentence S is called undecidable in a theory 7T if neither S nor its negation is a
theorem in 7. A consistent theory is complete if it has no undecidable sentences.

The toy theory of Example EZ371 is incomplete since it will have no proof of either
[(5,3) nor I'(5,3). But it is easy to make it complete e.g., by adding as axioms all formu-
las of the form I'(a,b) where a > b are natural numbers and adding the corresponding
proofs.

Incompleteness simply means that the theory formulates only certain properties of
a kind of system: other properties depend exactly on which system we are considering.
Completeness is therefore not always even a desirable goal for certain theories. It is,
however, if the goal of our theory is to describe a certain system as completely as we
can. We may want e.g., to have a complete theory of the set of natural numbers in
which all true sentences have proofs. Also, complete theories have the following desir-
able algorithmic property, as shown by the theorem below. If there are no (logically)
undecidable sentences in a theory then the truth of all sentences (with respect to that
theory) is algorithmically decidable.

Theorem 2.3.1. If a theory T is complete then there is an algorithm that for each
sentence S finds in T a proof either for S or for the negation of S.

Proof. The algorithm starts enumerating all possible finite strings P and checking
whether P is a proof for S or a proof for the negation of S. Sooner or later, one of the
proofs must turn up, since it exists. Consistency implies that if one turns up the other
does not exist. O

Suppose that we want to develop a complete theory of natural numbers. Since
all sentences about strings, tables, etc. can be encoded into sentences about natural
numbers this theory must express all statements about such things as well. In this
way, in the language of natural numbers, one can even speak about Turing machines,
and about when a Turing machine halts.

Let L be some fixed recursively enumerable set of integers that is not recursive. An
arithmetical theory T is called minimally adequate if for every number n, the theory
contains a sentence ¢, expressing the statement “n € L”; moreover, this statement is
a theorem in 7 if and only if it is true.

It is reasonable to expect that a theory of natural numbers with a goal of complete-
ness be minimally adequate, i.e., that it should provide proofs for at least those facts
that are verifiable anyway directly by computation, as “n € L” indeed is. (In the next
section, we will describe a minimally adequate theory.) Now we are in a position to
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prove one of the most famous theorems of mathematics, which has not ceased to exert
its fascination on people with philosophical interests:

Theorem 2.3.2 (Godel’s incompleteness theorem). Every minimally adequate theory
15 tncomplete.

Proof. 1f the theory were complete then, according to Theorem =31 it would give a
procedure to decide all sentences of the form n € L, which is impossible since L is not
recursive. O

Remarks. 1. Looking more closely into the last proof, we see that for any adequate
theory T there is a natural number n such that though the sentence “n ¢ L” is ex-
pressible in 7 and true but is not provable in 7. There are other, more interesting
sentences that are not provable, if only the theory T is assumed strong enough: Godel
proved that the assertion of the consistency of T is among these. This so-called Second
Incompleteness Theorem of Godel is beyond our scope.

2. Historically, Gédel’s theorems preceded the notion of computability by 3-4 years.

2.3.2 First-order logic

Formulas Let us develop the formal system found most adequate to describe math-
ematics. A first-order language uses the following symbols:

e An infinite supply of variables: x,y, z, 1, xs, ..., to denote elements of the uni-
verse (the set of objects) to which the language refers.

e Some function symbols like f, g, h,+, -, f1, f2, ..., where each function symbol has
a property called “arity” specifying the number of arguments of the function it
will represent. A function of arity 0 is called a constant. It refers to some fixed
element of the universe. Some functions, like 4, - are used in infix notation.

e Some predicate symbols like <, >, C, D, P,Q, R, P;, P, ..., also of different ari-
ties. A predicate symbol with arity 0 is also called a propositional symbol. Some
predicate symbols, like <, are used with infix notation. The equality “="is a
distinguished predicate symbol.

e Logical connectives: =, V, A\, =, &, . ...
e Quantifiers: V, 3.

e Parentheses: (,).

A term is obtained by taking some constants and variables and applying function
symbols to them a finite number of times: e.g., (x+2)+y or f(f(x,y), g(c)) are terms
(here, 2 is a constant).

An atomic formula has the form P(ty, ..., ;) where P is a predicate symbol and ¢;
are terms: e.g., x +y < (x - x) + 1 is an atomic formula.

A formula is formed from atomic formulas by applying repeatedly the Boolean
operations and the adding of prefixes of the form Va and Jz: e.g., Vo (x < y) = Jzg(c, 2)
or x =« Vy =y are formulas. In the formula Jy(Vz(F') = G), the subformula F is
called the scope of the z-quantifier. An occurrence of a variable x in a formula is said
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to be bound if it is in the scope of an z-quantifier; otherwise the occurrence is said
to be free. A formula with no free (occurrences of) variables is said to be a sentence;
sentences make formulas which under any given “interpretation” of the language, are
either true of false.

Let us say that a term ¢ is substitutable for variable z in formula A if no variable y
occurs in t for which some free occurrence of x in A is in the scope of some quantifier
of y. If ¢ is substitutable for x in A then we write A[t/z] for the result of substituting
t into every free occurrence of z in A: e.g., if A = (z < 3 — ) and ¢t = (y*) then
Alt/z] = (y* <3 —y°).

From now on, all our formal systems are some language of first-order logic, so they
only differ in what function symbols and predicate symbols are present.

There are natural ways to give interpretations to all terms and formulas of a first-
order language in such a way that under such an interpretation, all sentences become
true or false. This interpretation introduces a set called the universe and assigns func-
tions and predicates over this universe to the functions (and constants) and predicates
of the language.

Example 2.3.2. Consider the language with constants ¢y, c; and the two-argument
function symbol f. In one interpretation, the universe is the set of natural numbers,
co=0,c1 =1, f(a,b) = a+b. In another interpretation, the universe is {0, 1}, ¢ = 0,
cg = 1, f(a,b) = a-b. There are certain sentences that are true in both of these
interpretations but not in all possible ones: such is VaVy f(z,y) = f(y, z).

For a given theory T, an interpretation of its language is called a model of T if the
axioms (and thus all theorems) of the theory are true in it. In the above Example
2372, both interpretations are models of the theory T) defined by the single axiom

Vavy f(x,y) = f(y,x).

It has been recognized long ago that the proof checking algorithm can be made
independent of the theory: theories are different only in their axioms. The algorithm
is exactly what we mean by “pure logical reasoning”; for first order logic, it was first
formalized in the book Principia Mathematica by Russell and Whitehead at the begin-
ning of the 20th century. We will outline one such algorithm at the end of the present
section. Godel proved in 1930 that if B implies 7" in all interpretations of the sentences
then there is a proof of the Principia Mathematica type for it. The following theorem
is a consequence.

Theorem 2.3.3 (Godel’s completeness theorem). Let P be the set of all pairs (B,T)
where B is a finite set of sentences and T' is a sentence that is true in all interpretations
in which the elements of B are true. The set P is recursively enumerable.

Tarski proved that the algebraic theory of real numbers (and with it, all Euclidean
geometry) is complete. This is in contrast to the theories of natural numbers, among
which the minimally adequate ones are incomplete. (In the algebraic theory of real
numbers, we cannot speak of an “arbitrary integer”, only of an “arbitrary real number”.)
Theorem PZ3T implies that there is an algorithm to decide the truth of an arbitrary
algebraic sentence on real numbers. The known algorithms for doing this take a very
long time, but are improving.
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Proofs: A proofis a sequence F1, ..., F, of formulas in which each formula is either
an axiom or is obtained from previous formulas in the sequence using one of the rules
given below. In these rules, A, B,C' are arbitrary formulas, and x is an arbitrary
variable.

There is an infinite number of formulas that we will require to be part of the set
of axioms of each theory: these are therefore called logical axioms. These will not all
necessarily be sentences: they may contain free variables. To give the axioms, some
more notions must be defined.

Let F(X3,...,X,) be a Boolean formula of the variables Xj,..., X,,, with the
property that it gives the value 1 for all possible substitutions of 0 or 1 into X,..., X,,.
Let ¢1,...,p, be arbitrary formulas. Formulas of the kind F(py,...,p,) are called
tautologies.

The logical axioms of our system consist of the following groups:

Tautologies: All tautologies are axioms.

Equality axioms: Let ty,...,t,, u,...,u, be terms, f a function symbol and P a
predicate symbol, of arity n. Then

(tlzul/\/\tn:un) :>f(t1,...,tn)zf(ul,...,un),
(tlzul/\/\tn:un) :>(P(t1,,tn)<:>P(u1,,un))

are axioms.

The definition of 3: For each formula A and variable z, the formula
Jr A< —Vzr—A is an axiom.

Specialization: If term ¢ is substitutable for variable z in formula A then Vx A =
Alt/x] is an axiom.

The system has two rules:

Modus ponens: From A = B and B = C, we can derive A = C.

Generalization: If the variable z does not occur free in A then from A = B we can
derive A = Vz B.

Remark. The generalization rule says that if we can derive a statement B containing
the variable x without using any properties of x in our assumptions then it is true for
arbitrary values of x. It does not say that B = Va B is true.

For the system above, the following stronger form of Godel’s completeness theorem
holds.

Theorem 2.3.4. Suppose that B is a set of sentences and T is a sentence that is true
in all interpretations in which the elements of B are true. Then there is a proof of T
in the proof system if we add the sentences of B to the axioms.
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A simple theory of arithmetic and Church’s Theorem This theory N contains
two constants, 0 and 1, the function symbols +,- and the predicate symbol <. There
is only a finite number of simple nonlogical axioms (all of them without quantifier).

—((x 4+ 1) = 0).
l+x=1+y = T =Y.
z+0 = x.
r+ (1+4+y) = 1+ (z +v).
z-0 = 0.
z-(1+y) = (v y)+u=

—(x 0).

<
r<(l+y) <& (r<y) V (x=y).
(z<y)V (z=y) V(y <)

Theorem 2.3.5. The theory N is minimally adequate. Thus, there s a minimally
adequate consistent theory of arithmetic with a finite system of axioms.

This fact implies the following theorem of Church, showing that the problem of
logical provability is algorithmically undecidable.

Theorem 2.3.6 (Undecidability Theorem of Predicate Calculus). The set P of all
sentences that can be proven without any axioms, is undecidable.

Proof. Let N be a finite system of axioms of a minimally adequate consistent theory
of arithmetic, and let N be the sentence obtained by taking the conjunction of all
these axioms and applying universal quantification. Let us remember the definition of
“minimally adequate” we used there a nonrecursive r.e. set L of natural numbers. In
arithmetic, we can write down a formula Q(n) saying N = (n € L). There is a proof
for “n € L” in NV if and only if there is a proof for Q(n) from the empty axiom system.
But from the remark after Theorem P32 it follows that there is an n for which “n € L”
is not provable in N, so Q(n) is also not provable from the empty axiom system. So if
we had a decision procedure for P we could decide, Q(n); since we cannot, there is no
decision procedure for P. O

Exercise 2.3.1. Prove that a function is recursive if and only if its graph { (z, f(z)) :
x € X§ } is recursively enumerable.

Exercise 2.3.2. (a) Prove that a language is recursively enumerable if and only if it
can be enumerated without repetition by some Turing machine.

(b) Prove that a language is recursive if and only if it can be enumerated in increas-
ing order by some Turing machine.

Exercise 2.3.3. (a) Construct a language that is not recursively enumerable.

(b) Construct a language that is neither recursive nor recursively enumerable.

In the exercises below, we will sometimes use the following notion. A function f
defined on a subset of X§ is called partial recursive (abbreviated as p.r.) if there exists
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a Turing machine that for any input z € X§ will stop after finite time if and only if
f(z) is defined and in this case, it will have f(x) written on its first tape.

Exercise 2.3.4. Let us call two Turing machines equivalent if for all inputs, they give
the same outputs. Let the function f : 35 — {0,1} be 1 if p,q are codes of equivalent
Turing machines and 0 otherwise. Prove that f is undecidable.

Exercise 2.3.5. (Inseparability Theorem.) Let U be a one-tape Turing machine sim-
ulating the universal two-tape Turing machine. Let u'(x) be 0 if the first symbol of the
value computed on input x is 0, and 1 if U halts but this first symbol is not 0. Then u’
s a partial recursive function, defined for those x on which U halts. Prove that there is
no computable total function which is an extension of the function v'(x). In particular,
the two disjoint r.e. sets defined by the conditions ' = 0 and v’ = 1 cannot be enclosed
into disjoint recursive sets.

Exercise 2.3.6. (Nonrecursive function with recursive graph.) Give a p.r. function f
that is not extendable to a recursive function, and whose graph is recursive.
[Hint: use the running time of the universal Turing machine./

Exercise 2.3.7. Construct an undecidable, recursively enumerable set B of pairs of
natural numbers with the property that for all x, the set {y : (xz,y) € B} is decidable,
and at the same time, for all y, the set {x : (x,y) € B} is decidable.

Exercise 2.3.8. Construct an undecidable set S of natural numbers such that

1
lim #Sﬂ{O,l,...,n}\ = 0.

n—oo
Can you construct an undecidable set for which the same limit is 17

Exercise 2.3.9. A rooted tree is a set of “nodes” in which each node has some “children”,
the single “root” node has no parent and each other node has a unique parent. A path
15 a sequence of nodes in which each node is the parent of the next one. Suppose that
each node has only finitely many children and the tree is infinite. Prove that then the
tree has an infinite path.

Exercise 2.3.10. Consider a Turing machine T which we allow now to be used in
the following nonstandard manner: in the initial configuration, it is not required that
the number of nonblank symbols be finite. Suppose that T halts for all possible ini-
tial configurations of the tape. Prove that then there is an n such that for all initial
configurations, on all tapes, the heads of T stay within distance n of the origin.

Exercise 2.3.11. Let the partial function fr(n) be defined if T, started with the empty
tape, will ever write a nonblank symbol in cell n; in this case, let it be the first such
symbol. Prove that there is a T for which fr(n) cannot be extended to a recursive
function.

Exercise* 2.3.12. Show that there is a kit of dominoes with the property that it tiles
the plane but does not tile it recursively.

[Hint: Take the Turing machine of Ezxercise ZZ311. Use the kit assigned to it by the
proof of the tiling problem. We will only consider “prototiles” associated with the lower
half-plane. We turn each of these prototiles into several others by writing a second tape
symbol on both the top edge and the bottom edge of each prototile P in the following
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way. If the tape symbol of both the top and the bottom of P is x or both are different
from x then for all symbols h in Xy, we make a new prototile P, by adding h to both
the top and the bottom of P. If the bottom of P has x and the top has a nonblank tape
symbol h then we make a new prototile P’ by adding h to both the top and the bottom.
The new kit for the upper half-plane consists of all prototiles of the form Py, and P'.]

Exercise 2.3.13. Let us consider the following modifications of the tiling problem.

e In Py, tiles are allowed to be rotated 180 degrees.
e In P, flipping around the vertical axis is allowed.

e In P;, flipping around the main diagonal azis is allowed.

Prove that there is always a tiling for Py, the problem P, is decidable and problem P
1s undecidable.

Exercise 2.3.14. Show that the following modification of the tiling problem is also
undecidable. We use tiles marked on the corners instead of the sides and all tiles
meeting in a corner must have the same mark.

Exercise 2.3.15. Our proof of Géddel’s theorem does not seem to give a specific sentence
o1 undecidable for a given minimally adequate theory T'. Show that such a sentence
can be constructed, if the language L used in the definition of “minimally adequate” is
obtained by any standard coding from the non-recursive r.e. set constructed in the proof
of the undecidability of the halting problem.



Chapter 3

Computation with resource bounds

The algorithmic solvability of some problems can be very far from their practical solv-
ability. There are algorithmically solvable problems that cannot be solved, for an input
of a given size, in fewer than exponentially or doubly exponentially many steps (see
Theorem B=373). Complexity theory, a major branch of the theory of algorithms, inves-
tigates the solvability of individual problems under certain resource restrictions. The
most important resources are time and space (storage).

We define these notions in terms of the Turing machine model of computation.
This definition is suitable for theoretical study; in describing algorithms, using the
RAM is more convenient, and it also approximates reality better. It follows, however,
from Theorem 371 and =32 that from the point of view of the most important types
of resource restrictions (e.g. polynomial time and space) it does not matter, which
machine model is used in the definition.

This leads us to the definition of various complexity classes: classes of problems
solvable within given time bounds, depending on the size of the input. Every posi-
tive function of the input size defines such a class, but some of them are particularly
important. The most central complexity class is polynomial time. Many algorithms
important in practice run in polynomial time (in short, are polynomial). Polynomial
algorithms are often very interesting mathematically, since they are built on deeper
insight into the mathematical structure of the problems, and often use strong mathe-
matical tools.

We restrict the computational tasks to yes-or-no problems; this is not too much
of a restriction, and pays off in what we gain in simplicity of presentation. Note that
the task of computing any output can be broken down to computing its bits in any
reasonable binary representation.

Most of this chapter is spent on illustrating how certain computational tasks can be
solved within given resource constraints. We start with the most important case, and
show that most of the basic everyday computational tasks can be solved in polynomial
time. These basic tasks include tasks in number theory (arithmetic operations, greatest
common divisor, modular arithmetic) linear algebra (Gaussian elimination) and graph
theory. (We cannot in any sense survey all the basic algorithms, especially in graph
theory; we will restrict ourselves to a few that will be needed later.)

Polynomial space is a much more general class than polynomial time (i.e., a much
less restrictive resource constraint). The most important computational problems solv-

23
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able in polynomial space (but most probably not in polynomial time) are games like
chess or Go. We give a detailed description of this connection. We end the chapter
with a briefer discussion of other typical complexity classes.

Let us fix some finite alphabet ¥, including the blank symbol % and let 3y = X\ {*}.
In this chapter, when a Turing machine is used for computation, we assume that it has
an input tape that it can only read (it cannot change the symbols of the tape and the
head cannot move outwards from the *’s delimiting the input) and output tape that it
can only write and £ > 1 work tapes. At start, there is a word in X§ written on the
input tape.

The time demand of a Turing machine T is a function timer(n) defined as the
maximum of the number of steps taken by T" over all possible inputs of length n. We
assume timer(n) > n (the machine must read the input; this is not necessarily so but
we exclude only trivial cases with this assumption). It may happen that timer(n) = oo.

Similarly, the function spacey(n) is defined as the maximum number, over all inputs
of length n, of all cells on all but the input and output tapes to which the machine
writes. Note that writing the same symbol which was read also counts as writing, so
this quantity is the number of cells that are visited by the heads (except the ones on
the input or output tape).

A Turing machine T is called polynomial, if there is a polynomial f(n) such that
timer(n) = O(f(n)). This is equivalent to saying that there is a constant ¢ such that
the time demand of T is O(n¢). We say that an algorithm is polynomial if there is a
polynomial Turing machine realizing it. We can define exponential Turing machines
(resp. algorithms) similarly (for which the time demand is O(2"°) for some ¢ > 0), and
also Turing machines (resp. algorithms) working in polynomial and exponential space.

Now we consider a yes-or-no problem. This can be formalized as the task of deciding
whether the input word x belongs to a fixed language £ € Xj,.

We say that a language £ € X has time complexity at most f(n), if it can be decided
by a Turing machine with time demand at most f(n). We denote by DTIME(f(n)) the
class of languages whose time complexity is at most f(n). (The letter “D” indicates that
we consider here only deterministic algorithms; later, we will also consider algorithms
that are “non-deterministic” or use randomness). We denote by PTIME, or simply by
P, the class of all languages decidable by a polynomial Turing machine. We define
similarly when a language has space complexity at most f(n), and also the language
classes DSPACE(f(n)) and PSPACE (polynomial space).

Remarks. 1. It would be tempting to define the time complexity of a language L
as the optimum time of a Turing machine that decides the language. Note that we
were more careful above, and only defined when the time complexity is at most f(n).
The reason is that there may not be a best algorithm (Turing machine) solving a given
problem: some algorithms may work better for smaller instances, some others on larger,
some others on even larger etc.

2. When we say that the multiplication of two numbers of size n can be performed
in time n? then we actually find an upper bound on the complexity of a function
(multiplication of two numbers represented by the input strings) rather than a language.
The classes DTIME(f(n)), DSPACE(f(n)), etc. are defined as classes of languages;
corresponding classes of functions can also be defined.

Sometimes, it is easy to give a trivial lower bound on the complexity of a function.
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Consider e.g., the function x - y where x and y are numbers in binary notation. Its
computation requires at least |z| 4+ |y| steps, since this is the length of the output.
Lower bounds on the complexity of languages are never this trivial, since the output
of the computation deciding the language is a single bit.

How to define time on the RAM machine? The number of steps of the Random
Access Machine is not the best measure of the “time it takes to work”. Omne could
(mis)use the fact that the instructions operate on natural numbers of arbitrary size,
and develop computational tricks that work in this model but use such huge integers
that to turn them into practical computations would be impossible. For example, we
can simulate vector addition by the addition of two very large natural numbers.

Therefore, we prefer to characterize the running time of RAM algorithms by two
numbers, and say that “the machine makes at most m steps on numbers with at most k
bits”. Similarly, the space requirement is best characterized by saying that “the machine
stores at most m numbers with at most k bits”.

If we want a single number to characterize the running time of a RAM computation,
we can count as the time of a step not one unit but the number of bits of the integers
involved in it (both register addresses and their contents). Since the number of bits of
an integer is essentially base two logarithm of its absolute value, it is also usual to call
this model logarithmic cost RAM.)

In arithmetical and algebraic algorithms, it is sometimes convenient to count the
arithmetical operations; on a Random Access Machine, this corresponds to extending
the set of basic operations of the programming language to include the subtraction,
multiplication, division (with remainder) and comparison of integers, and counting the
number of steps instead of the running time. If we perform only a polynomial number of
operations (in terms of the length of the input) on numbers with at most a polynomial
number of digits, then our algorithm will be polynomial in the logarithmic cost model.

3.1 Polynomial time

Arithmetic operations

All basic arithmetic operations are polynomial: addition, subtraction, multiplication
and division of integers with remainder. (Recall that the length of an integer n as input
is the number of its bits, i.e., log, n4+O(1)). We learn polynomial time algorithms for all
these operations in elementary school (linear time algorithms in the case of addition and
subtraction, quadratic time algorithms in the case of multiplication and division). We
also count the comparison of two numbers as a trivial but basic arithmetic operation,
and this can also be done in polynomial (linear) time.

A less trivial polynomial time arithmetic algorithm is the Fuclidean algorithm,
computing the greatest common divisor of two numbers.

Euclidean Algorithm. We are given two natural numbers, a and b. Select one that
is not larger than the other, let this be a. If a = 0 then the greatest common divisor
of a and b is ged(a, b) = b. If @ > 0 then let us divide b by a, with remainder, and let r
be the remainder. Then ged(a, b) = ged(a, r), and it is enough, therefore, to determine
the greatest common divisor of a and r. Since r < a, this recurrence will terminate in
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a finite number of iterations and we get the greatest common divisor of a and b.

Notice that, strictly speaking, the algorithm given above is not a program for the
Random Access Machine. It is a recursive program, and even as such it is given
somewhat informally. But we know that such an informal program can be translated
into a formal one, and a recursive program can be translated into a machine-language
program (most compilers can do that).

Lemma 3.1.1. The Euclidean algorithm takes polynomial time. More exactly, it car-
ries out O(loga+logb) arithmetical operations on numbers not exceeding max(a,b) on
input (a,b).

Proof. Since 0 < r < a < b, the Euclidean algorithm will terminate sooner or later.
Let us see that it terminates in polynomial time. Notice that b > a + r > 2r and thus
r < b/2. Hence ar < ab/2. Therefore after [log(ab)]| iterations, the product of the
two numbers will be smaller than 1, hence r will be 0, i.e., the algorithm terminates.
Each iteration consist of elementary arithmetic operations, and can be carried out in
polynomial time. O]

It is an important feature of the Euclidean algorithm that it not only gives the
value of the greatest common divisor, but also yields integers p, ¢ such that ged(a,b) =
pa + ¢gb. For this, we simply maintain such a form for all numbers computed during
the algorithm. If @’ = pya + ¢:b and ¥/ = poa + @b and we divide, say, b’ by a’ with
remainder: ' = ha' + ' then

' = (p2 — hpr)a + (g2 — hp2)b,

and thus we obtain the representation of the new number 7/ in the form p'a + ¢'b.

Exercise 3.1.1. The Fibonacci numbers are defined by the following recurrence: Fy =
0, i=1,F,=F, 1+ Fy o fork>1. Let 1 < a <b and let F}, denote the greatest
Fibonacci number not greater than b. Prove that the Fuclidean algorithm, when applied
to the pair (a,b), terminates in at most k steps. How many steps does the algorithm
take when applied to (Fy, Fj._1)?

Remark. The Euclidean algorithm is sometimes given by the following iteration: if
a = 0 then we are done. If a > b then let us switch the numbers. If 0 < a < b then
let b := b — a. Mathematically, essentially the same thing happens (Euclid’s original
algorithm was closer to this), this algorithm is not polynomial: even the computation
of ged(1,b) requires b iterations, which is exponentially large in terms of the number
logb 4+ O(1) of the digits of the input.

The operations of addition, subtraction, multiplication can be carried out in poly-
nomial times also in the ring of remainder classes modulo an integer m. We represent
the remainder classes by the smallest nonnegative remainder. We carry out the oper-
ation on these as on integers; at the end, another division by m, with remainder, is
necessary.

If m is a prime number then we can also carry out the division in the field of the
residue classes modulo m, in polynomial time. (This is different from division with
remainder!) For general m we can also carry out division in polynomial time. Let a,b
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and m be given integers, such that 0 < a,b < m — 1 and ged(b,m) = 1. Then the
result of a divided by b (mod m) is an integer « with 0 < 2 < m such that

br =a (mod m).

(Such an z is sometimes denoted by a/b (mod m).)

The way to find x is to apply the Euclidean algorithm to compute the greatest
common divisor of the numbers b and m. Of course, we know in advance that the
result is 1. But as remarked, we also obtain integers p and ¢ such that bp + mq = 1.
In other words, bp = 1 (mod m), and thus b(pa) = a (mod m). So the quotient x we
are looking for is the remainder of the product pa after dividing by m.

We mention yet another application of the Euclidean algorithm. Suppose that a
certain integer x is unknown to us but we know its remainders z1, ..., x; with respect
to the moduli my, ..., m; which are all relatively prime to each other. The Chinese
Remainder Theorem says that these remainders uniquely determine the remainder of
x modulo the product m = my - --my. But how can we compute this remainder?

It suffices to deal with the case k = 2 since for general k, the algorithm follows
from this by mathematical induction. We are looking for an integer x such that z = x,
(mod m,) and z = x5 (mod my). We also want that 0 < x < myms — 1, but this we
can achieve by dividing with remainder at the end.

In other words, we are looking for integers x, ¢; and ¢» such that x = z1 + ¢ym,
and r = x5 + gome. Subtracting, we get xo — x1 = ¢ymy — gems. This equation does
not determine the numbers ¢; and ¢, uniquely, but this is not important. We can find,
using the Euclidean algorithm, numbers ¢; and ¢y such that

Lo — X1 = @11 — g2Ma,

and compute x = 1 + ¢ymy; = 3 + ¢gmy. Then z = z; (mod my) and z =
(mod my), as desired.

Next, we discuss the operation of exponentiation. Since even to write down the
number 2", we need an exponential number of digits (in terms of the length of the input,
i.e., the number of binary digits of n), so this number is not computable in polynomial
time. The situation changes, however, if we want to carry out the exponentiation
modulo m: then the residue class of a® modulo m can be represented by logm + O(1)
bits. We will show that it can be not only represented polynomially but also computed
in polynomial time.

Lemma 3.1.2. Let a,b and m be three natural numbers. Then a® (mod m) can be
computed in polynomial time, or more precisely, with O(logb) arithmetical operations,
carried out on natural numbers with O(logm + loga) digits.

Algorithm 3.1.3. Let us write b in binary:
b:27'1+..'+27’k7

where 0 < r; < --- < 1. It is obvious that r, < logb and therefore k£ < logb. Now,
the numbers a* (mod m) for 0 < ¢t < logb are easily obtained by repeated squaring,
and then we multiply those k together that make up a’. Of course, we carry out all
operations modulo m, i.e., after each multiplication, we also perform a division with
remainder by m.
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Remark. It is not known whether a! mod m or (“) mod m can be computed in poly-

b
nomial time.

Algorithms in linear algebra

The basic operations of linear algebra are polynomial: addition and inner product of
vectors, multiplication and inversion of matrices, and the computation of determinants.
However, these facts are non-trivial in the last two cases, so we will deal with them in
detail later in Chapter G.

Let A = (a;;) be an arbitrary n x n matrix consisting of integers.

Let us verify, first of all, that the polynomial computation of det(A) is not inherently
impossible, in the sense that the result can be expressed with polynomially many
bits. Let K = max |a;;|, then to write down the matrix A we need obviously at least
L = n? +log K bits. On the other hand, the definition of determinants gives

|det(A)] < nlK™,
hence det(A) can be written down using
log(n!K™) 4+ O(1) < n(logn +log K) + O(1)

bits. This is polynomial in L.

Linear algebra gives a formula for each element of det(A™!) as the quotient of two
subdeterminants of A. This shows that A~! can also be written down with polynomially
many bits.

Exercise 3.1.2. Show that if A is a square matriz consisting of integers, then to write
down det(A) we need at most as many bits as to write up A. [Hint: If ay, ..., a, are the
row vectors of A then |det(A)| < |ai|---|an| (this so-called “Hadamard Inequality” is
analogous to the statement that the area of a parallelogram is smaller than the product
of the lengths of its sides).]

The usual procedure to compute the determinant is Gaussian elimination. We
can view this as the transformation of the matrix into a lower triangular matrix with
column operations. These transformations do not change the determinant, and in the
final triangular matrix, the computation of the determinant is trivial: we just multiply
the diagonal elements to obtain it. It is also easy to obtain the inverse matrix from
this form; we will not deal with this issue separately.

Gaussian elimination. Suppose that for all ¢ such that 1 <1 < ¢, we have achieved
already that in the i-th row, only the first i entries hold a nonzero element. Pick
a nonzero element from the last n — t columns (stop if there is no such element).
Call this element the pivot element of this stage. Rearrange the rows and columns so
that this element gets into position (¢ + 1,¢ + 1). Subtract column ¢ + 1, multiplied
by at+1:/ai41,41, from column ¢ for all ¢ = ¢t 4+ 2,...,n, in order to get 0’s in the
elements (t+1,t42),...,(t+1,n). These subtractions do not change the value of the
determinant and the rearrangement changes at most the sign, which is easy to keep
track of.

Since one iteration of the Gaussian elimination uses O(n?) arithmetic operations
and n iterations must be performed, this procedure uses O(n?) arithmetic operations.
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But the problem is that we must also divide, and not with remainder. This does not
cause a problem over a finite field, but it does in the case of the rational field. We
assumed that the elements of the original matrix are integers; but during the run of the
algorithm, matrices also occur that consist of rational numbers. In what form should
these matrix elements be stored? The natural answer is as pairs of integers (whose
quotient is the rational number).

Do we require that the fractions be in simplified form, i.e., that their numerator
and denominator be relatively prime to each other? We could do so; then we have to
simplify each matrix element after each iteration, for which we would have to perform
the Euclidean algorithm. This can be performed in polynomial time, but it is a lot of
extra work, and it is desirable to avoid it. (Of course, we also have to show that in the
simplified form, the occurring numerators and denominators have only polynomially
many digits. This will follow from the discussions below.)

We could also choose not to require that the matrix elements be in simplified form.
Then we define the sum and product of two rational numbers a/b and ¢/d by the
following formulas: (ad + bc)/(bd) and (ac)/(bd). With this convention, the problem
is that the numerators and denominators occurring in the course of the algorithm can
become very large (have a nonpolynomial number of digits)!

Fortunately, we can give a procedure that stores the fractions in partially simplified
form, and avoids both the simplification and the excessive growth of the number of dig-
its. For this, let us analyze a little the matrices occurring during Gaussian elimination.
We can assume that the pivot elements are, as they come, in positions (1, 1), ..., (n,n),

i.e., we do not have to permute the rows and columns. Let (agf)) (1 <i,j <n) be the
matrix obtained after k£ iterations. Let us denote the elements in the main diagonal
of the final matrix, for simplicity, by di,...,d, (thus, d; = az(-?)). Let D®) denote the
submatrix determined by the first & rows and columns of matrix A, and let Dg?), for
k+1 < 1,57 <n, denote the submatrix determined by the first £ rows and the i-th

row and the first & columns and the j-th column. Let dgf) = det(DZ(f)). Obviously,
det(D®) = gk~ Y.
Lemma 3.1.4.
d®
A R
Y det(D®)
Proof. 1f we compute det(Dgf)) using Gaussian elimination, then in its main diagonal,

we obtain the elements dy, ..., dy, agc). Thus
d¥ =dy--dy-al?.

Similarly,
det(D®™) = d - - - dy.

Dividing these two equations by each other, we obtain the lemma. O]

By this lemma, every number occurring in the Gaussian elimination can be repre-
sented as a fraction both the numerator and the denominator of which is a determinant
of some submatrix of the original A matrix. In this way, a polynomial number of digits
is certainly enough to represent all the fractions obtained.
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However, it is not necessary to compute the simplifications of all fractions obtained
in the process. By the definition of Gaussian elimination we have that
(k) (k)

a.: a .
E+1 k K101,
D _ ) _ Gk B

ij ij )
i1, k41
and hence using Lemma B4
(k) 5(k) (k) (k)
d(k+1) . dij dk+1,k+1 - di,k+1dk+1,j
(] - d(kfl) )
k,k

This formula can be considered as a recurrence for computing the numbers dg-q). Since
the left-hand side is an integer, the division can be carried out exactly. Using the above
considerations, we find that the number of digits in the quotient is polynomial in terms
of the size of the input.

Remarks. 1. There are at least two further possibilities to remedy the problem of the
fractions occurring in Gaussian elimination.

We can approximate the numbers by binary “decimals” of limited accuracy (as it
seems natural from the point of view of computer implementation), allowing, say, p
bits after the binary “decimal point”. Then the result is only an approximation, but
since the determinant is an integer, it is enough to compute it with an error smaller
than 1/2. Using the methods of numerical analysis, it can be determined how large
p must be chosen to make the error in the end result smaller than 1/2. It turns out
that a polynomial number of digits are enough, and this also leads to a polynomial
algorithm.

The third possibility is based on the remark that if m > | det(A)]| then it is enough
to determine the value of det(A) modulo m. If m is a prime number then computing
modulo m, we do not have to use fractions at all. Since we know that |det(A)| < nlK™
it is enough to choose for m a prime number greater than n!K".

It is, however, not that simple to select such a large prime (see Chapter B). An
easier method is to choose m as the product of different small primes: m =2-3---py
where for k£ we can choose, e.g., the total number of bits occurring in the representation
of A. Then it is easy to compute the remainder of det(A) modulo p; for all p;, using
Gaussian elimination in the field of residue classes modulo p;. Then we can compute
the remainder of det(A) modulo m using the Chinese Remainder Theorem. (Since k
is small we can afford to find the first k primes simply by brute force. But the cost of
this computation must be judged differently anyway since the same primes can then
be used for the computation of arbitrarily many determinants.)

2. The modular method is successfully applicable in a number of other cases. One way
to look at this method is to consider it as an encoding of the integers in a way different
from the binary (or decimal) number system: we code the integer n by its remainder
after division by the primes 2,3, etc. This is an infinite number of bits, but if we know
in advance that no number occurring in the computation is larger than N then it is
enough to consider the first k primes whose product is larger than N. In this encoding,
the arithmetic operations can be performed very simply, and even in parallel for the
different primes. Comparison by magnitude is, however, awkward.
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Graph algorithms

The most important algorithms of graph theory are polynomial. It is impossible to
survey this topic in this course; graph algorithms can fill several books. We restrict
ourselves to a brief discussion of a few examples that provide particularly important
insight into some basic techniques. We will group our examples around two algorithmic
methods: searching a graph and augmenting paths.

How is a graph given?

Perhaps the most natural way to describe a graph is by its adjacency matrix. However,
if a graph is sparse, i.e., it has much less edges than n?, e.g., O(n) or O(nlogn), then
it can be encoded much more efficiently by its edge list. In an edge list we simple
enumerate for each vertex its neighbors in some order. The space requirement of this
representation has the same order of magnitude as the number of edges. The following
algorithms work for edge list representations much faster for sparse graphs.

Exercise 3.1.3. Give a polynomial time algorithm that converts the adjacency matrix
ito an edge list and vice versa.

Searching a graph

a) General search and connectivity testing. Perhaps the most fundamental ques-
tion to ask about a graph is whether or not it is connected. If not, we often want to
find its connected components.

These tasks are trivial to do in polynomial time, in a variety of ways. The reason
why we describe a solution is because its elements will be useful later.

Let G be a graph. Select any node . Build up a tree T as follows. At the beginning,
T consists of just r. At any stage, we check if there is an edge between the nodes of T'
and the rest of the nodes. If there is such an edge, we add it to T', together with its
endnode outside T'. If not, then we know that G is disconnected and 7' is a spanning
tree of a connected component. We can delete the nodes of T' from the graph and
proceed recursively.

It is customary to call the nodes of T' labeled. The usual way to look for an edge
between a labeled and an unlabeled node is to look at the labeled nodes and investigate
the edges going out of them. A simple but important observation is that if at one stage
we find that none of the edges of a given labeled node goes to an unlabeled node, then
we don’t need to investigate this node at any other later stage (since only an unlabeled
node can become labeled, not vice versa). Therefore, we can mark this node as taken
care of, or scanned. At any time, we only need to look at those nodes that are labeled
but not scanned.

This general labeling-scanning procedure is called searching the graph.

b) Breadth-First-Search and shortest paths. Specializing the order in which
we investigate edges going out of the labeled nodes, we get special search algorithms
that are good for solving different kinds of graph problems. Perhaps the simplest such
specialization is breadth-first-search. The problem is to find a shortest path in a graph
from a distinguished node s (the source) to a distinguished node ¢ (the sink). The
solution of this problem is very simple once we embed it in a larger family of problems;
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Figure 3.1: Dijkstra’s shortest path algorithm

we ask for the shortest path from the source s to every other node of the graph. Proceed
recursively: label the neighbors of the source s with a 1. Label with k£ those unlabeled
vertices which are neighbors of vertices of label £ — 1. Then the label of each node
is its distance from s. (This method is perhaps the simplest example of a technique
called dynamic programming.)

This idea reappears in the more general problem of finding a shortest path from s
to t in a graph with weighted edges. (The weight ¢;; on the edge {i,j} is interpreted
as the length of the edge, so we do not allow negative weights.) Again we embed this
problem in the larger family of problems which asks for a shortest (minimum weight)
path from s to every other node of the graph.

Dijkstra’s algorithm recognizes that a path between two vertices may be of minimum
weight even if other paths have fewer edges. So if we begin at the source, among all
neighbors j of s, find one such that the edge sj has minimum weight c,;. We can
confidently assert that the shortest path in the graph from s to this neighbor has
length cgj, but we are not sure about the other neighbors of s. So label this one
neighbor c¢y;. You may think of s as labeled with a 0. In the course of the algorithm
we maintain a set T of vertices, each of which we have confidently labeled with the
minimum weight of a path from s to it. Call this label d(s, j), the distance from s to
the node j. These minimum weight paths pass only through vertices already in T". At
each step of the algorithm, we consider vertices on the frontier of 7" (vertices not in T
which are neighbors of vertices in 7'). Consider edges ij between vertices i in T and
vertices j in this frontier. An upper bound for the minimum weight of a path from s
to j is the smallest of the numbers d(s, ) 4 ¢;; where i is in 7. Find ¢ € T and j which
minimize d(s, i) 4 ¢;;. We can confidently label such a node j with d(s, j) = d(s, 1) +¢;;
and add j to T for the following reason: Any path from s to j must leave the set T at
a node i’ then pass through a node j’ of the frontier. Hence this competing path from
s to j has length at least d(s, ') 4+ ¢i;». By our choice of ¢ and j, the path from s to i
in 7" then immediately to j has length no greater d(s, i) + ¢y (Figure B).

c) Depth-First-Search, 2-connected components, and planarity.

Another special search algorithm is depth-first-search. Here we start with any node
(called root) and visit every vertex in its connectivity component by always moving to
a yet unvisited neighbor of the actual vertex, if exists. If not, we go back to the vertex
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where we came from. (For disconnected graphs, one usually continues by picking a new
starting node as root for each component.) This search builds up a spanning tree (or
forest for disconnected graphs) that has several interesting properties, e.g., each edge
of the graph is between two vertices that are on the same branch (starting from the
root). We omit the detailed applications of this method, but it can be used to find
efficiently the 2-connected components of a graph or to check whether a graph can be
drawn in the plane without crossing edges.

Exercise 3.1.4. Give a fast algorithm that determines the 2-connected components of
a graph.

Maximum bipartite matching and alternating paths

Let G be a graph; we want to find a maximum size matching in G (recall that a matching
is a subset of the edges having mutually no endpoint in common). A matching is perfect
if it meets every node. We describe a polynomial time algorithm that finds a maximum
size matching in a bipartite graph.

Assume that we have a matching M; how can we see whether M is maximum? One
answer to this question is provided by the following simple criterion due to Berge. An
alternating path (with respect to M) is a path in which every other edge belongs to M
(the path may start with an edge of M or with an edge not in M). An alternating path
is augmenting if it starts and ends with an edge not in M, and moreover, its endpoints
are not incident to any edge of M. (An augmenting path has necessarily odd length.)

Lemma 3.1.5. A matching in G is mazimum size if and only if there is no augmenting
path with respect to it.

Proof. 1t is obvious that if we have an augmenting path P with respect to M, then we
can improve M; we can replace in M the edges of P N M by the edges of P\ M, to
get a larger matching.

Conversely, if M is not maximum, and there exists a larger matching M’, then
consider the connected components of M U M’. These are either alternating paths
or alternating circuits with respect to M. At least one such component must contain
more edges of M’ than of M: this component is an augmenting path with respect to
M. O

This fact is not very deep since it relates the existence of something (a larger
matching) to the existence of something else (an augmenting path). But it does give a
motivation for most of the known polynomial time matching algorithms: one can look
for an augmenting path by building up a search tree.

Given a bipartite graph G = (A, B), we want to find a maximal matching M. We
use the notion of alternating trees. Given a matching M, we call a vertex of the graph
exposed (by M) if it is not covered by M. An alternating tree is a subgraph of G which
contains exactly one exposed node r; for which every node at odd distance from r has
degree 2 in the tree; such that along any path from r every other edge belongs to the
matching; and whose endpoints are all at even distance from r.

The vertices of the tree at even distance from r (including r itself) are called outer
nodes, and the vertices at odd distance from r are called inner nodes.
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U=t

Figure 3.2: Extending a bipartite graph matching

Y-

Figure 3.3: Extending an alternating forest

An alternating forest is a forest such that every component is an alternating tree,
and every exposed node of the graph is contained in the forest.

If we have a matching M and would like to extend it, we take an exposed vertex r
and try to match it to a neighbour; but the neighbor may already be in the matching,
so we leave this edge out; this creates a new exposed node which we try to match etc.
This leads to the notion of alternating paths. Searching for alternating paths from an
exposed node r leads to the construction of an alternating tree.

Now we describe the algorithm. We start with the empty matching and the al-
ternating forest consisting of all nodes and no edges. At every stage, either we can
increase the size of the matching (deleting some edges but adding more) or we can
extend the forest already constructed (and keeping the matching unchanged), or we
are stuck and the matching is optimal.

Suppose that we already have a candidate matching M and alternating forest F
with respect to M.

Case 1. If there is an edge e connecting two outer nodes of the forest, then these
nodes must belong to different trees since the graph is bipartite. Let u and v be the
exposed nodes of the two trees. We have an alternating path from u to v, and switching
the matching edges along the path we get a new matching M’ with one more edge than
M. The forest consisting of all exposed points of M’ is alternating with respect to M.
(See Figure B3).

Case 2. Otherwise, if there is an edge connecting an outer node p of the forest to
a vertex u of V(G) \ V(F), this vertex u cannot be exposed from the definition of an
alternating forest. Hence it is the endpoint of an edge of the matching, say uv. Vertex
vis also in V(G)\ V(F) (otherwise u would have to be in F'), and so we can extend F
by adding the edges pu and uv. (See Figure B33).
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Case 3. If neither of the cases above applies, the outer points must be connected to
inner points only. A simple but crucial counting argument will show that the matching
must be optimal. (We will use this counting argument several times in this section.)

There is one exposed vertex in every component of F', and none outside F', so the
total number of exposed points of the matching is equal to the number of components
of F. Each outer point of the trees of F' is matched to an inner point, which is its
predecessor in the tree, except for the exposed vertex of each tree. Thus

#outer points = #inner points + #exposed points.

Let D be the set of outer vertices and A be the set of inner vertices of F'. The neighbor
set of D in the graph is included in A, the number of exposed points of M is exactly
D] - |A].

Let M’ be any matching of the graph. M’ can only match points of D to points of
A, and must therefore leave at least |D| — |A| points exposed. Hence M is a maximum
matching.

Thus we have a valid algorithm for finding a maximum matching in a bipartite
graph. At every step we must consider at most n? edges, and since the size of M or of
F increases at each step, there are at most n? steps, hence a O(n*) algorithm.

Remark. Simple considerations enable to reduce the running time to O(n?). It is
possible, but quite difficult, to reduce it further to O(n*?). It is also possible to modify
the algorithm so that it works for general graphs (and not only for bipartite).

3.2 Other complexity classes

a) Exponential time. Checking “all cases” by “brute force” usually leads to expo-
nential time algorithms, i.e., algorithms that run for somewhere between 2™ and on’
many steps for some a,b > 0. For example, to decide whether a graph has a proper
coloring with 3 colors, the trivial algorithm checks all possible colorings. This means
checking all 3" cases (here n denotes the number of vertices); each case takes O(n?)
time. (Unfortunately although the 3™ can be reduced, for this problem we do not know
any non-exponential time algorithm, moreover, as we will see in Chapter @, such an
algorithm is not very likely to exist. We will show that graph coloring belongs to a
special class of problems.)

b) Linear time. Several arithmetic operations (addition, comparison of two numbers)
requires linear time.

Linear time algorithms are most important if we have to perform simple operations
on very large inputs, thus most data handling algorithms have linear time. In the
previous section we have seen linear time graph algorithms as well.

An algorithm is called quasi-linear time if it runs in O(n(logn)®) steps where c is
a constant. The most important problem that falls in this calls is sorting, for which
several quasi-linear time algorithms are known. We can also find important quasi-linear
time algorithms in geometric algoritms and image processing (e.g., to determine the
convex hull of n planar points also requires quasi-linear time).

c) Polynomial space=PSPACE. Obviously, all polynomial time algorithms require
only polynomial space, but polynomial space is significantly more general: many expo-
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nential time algorithms need only polynomial space. (It is clear that using polynomial
space, we terminate in exponential time or never: if the same configuration (state of
the machine, position of heads, contents of tape) is repeated, then we are in cycle).

For example, the space requirement of the trivial graph coloring algorithm discussed
in a) is polynomial (even linear): if we survey all colorings in lexicographic order then
it is sufficient to keep track of which coloring is currently checked and for which edges
has it already been checked whether they connect points with the same color. In a
similar way, we could carry out in polynomial space every brute force algorithm that
tries to find in a graph a Hamiltonian cycle, the largest clique, etc.

The most typical example for a polynomial-space algorithm is finding the optimal
step in a 2-person game like chess, by searching through all possible continuations.

Let us describe a general model for a “chess-like” game.

We assume that every given position of a game can be described by a word z of
length n over some finite alphabet X (typically, telling the position of the pieces on the
board, the name of the player whose turn it is and possibly some more information, e.g.,
in the case of chess whether the king has moved already, etc.). An initial configuration
is distinguished. We assume that the two players take turns and have a way to tell, for
two given positions whether it is legal to move from one into the other, by an algorithm
taking polynomial time.! If there is no legal move in a position then it is a terminal
position and a certain algorithm decides in polynomial time, who won. We assume
that the game is always finished in n¢ steps.

A position is winning for the player whose turn it is if there is a strategy that,
starting from this position, leads to the victory of this player no matter what the other
player does. A position is losing if no matter what move the player makes, his opponent
has a winning strategy. Since the game is finite, every position is either a winning or
losing position. Note that

e every legal move from a losing position leads to a winning position;
e there is a move from any winning position that leads to a losing position.

We can visualize a game as a huge rooted tree. The root is labeled by the starting
position. The children of the root are labeled by the positions that can be reached
from the starting position by a legal move. Similarly, each node 7 of the tree is labeled
by a position x; in the game, and its children are labeled by the positions that can be
reached from x; by a legal move. The leaves of the tree are the terminal positions.

Note that the same position may occur more than once as a label, if there are dif-
ferent sequences of legal moves leading to that position. A node of the tree corresponds
to a subgame, i.e., to a sequence xg, x1, ..., x; of positions such that a legal step leads
from each position x; into z;;. (We could identify nodes of the tree that correspond
to the same position, and work on the resulting graph, which is not a tree any more.
However, it is more transparent to have the whole tree around.)

We describe an algorithm that decides about each position in such a game whether
it is a winning or losing position. The algorithm works in polynomial space but expo-
nential time.

Tt would be sufficient to assume polynomial space but it makes the game rather boring if it takes
more than polynomial time to decide whether a move is legal or not.
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Roughly speaking, we search the game-tree in a depth-first-search manner, and
label positions “winning” and “losing”.

At a given step, the machine analyzes all possible continuations of some subgame
Xo,T1, - ..,k 1t will always be maintained that among all continuations of zg, x4, ..., z;
(0 < i < k) those that come before x;,1 (with respect to the lexicographical ordering
of the words of length n) are “bad steps”, i.e., they are either illegal moves or lead to
a winning position (the position is winning for the other player, so to go there is a
bad move!). In other words, if there are “good” moves at all, the algorithm finds the
lexicographically first good move. The algorithm maintains the last legal continuation
y of zp it has studied (or that no such continuation was found yet). All the legal
continuations that come before y lead to winning positions.

The algorithm looks at the words of length n following y in lexicographical order,
to see whether they are legal continuations of xj. If it finds one, this is ;1 and goes
on to examine the one longer partial game obtained this way. If it does not find such
a move, and it did not find any legal moves from this position, then this position is
terminal, and the algorithm marks it “winning” or “losing” according to the game rules.
If there was at least one legal move from z,, then we know that all legal moves from
this position lead to winning positions, so this position is losing. The algorithm marks
it so, and removes zj, from the partial game. It also marks z;_; as winning (all you
have to do to win is to move to ), and removes it from the partial game.

Eventually, the root gets labeled, and that tells who wins in this game.

Finally, most trivial counting algorithms require polynomial space but exponential
time. e.g., to determine the number of proper 3 colorings of a graph, we can check all
3 colorings and add 1 to a counter for each coloring that is proper.

d) Linear space. This basic class is similar to polynomial space. It includes graph
algorithms that can be described by operating with labels of vertices and edges, such
as connectivity, hungarian method, shortest path, maximum flow. Most fixed precision
numerical algorithms belong here. Nowadays in data mining due to the enormous size
of the date almost only linear space algorithms are used. Breadth-first-search discussed
in section BT b) also belongs here.

e) Logarithmic space =LOGSPACE. This is another much investigated, impor-
tant class. On one hand, it can be important when computing functions (remember
that the input and the output tape do not count towards the space used!), on the
other hand it is also important in case of decision problems (in which case we denote
DSPACE(O(logn)) simply by L). In 2004 it was a groundbreaking result when Rein-
gold has shown that the problem of deciding whether two given vertices of a graph are
in the same connectivity component or not (known as USTCONN) is in L. (Interest-
ingly about the similar problem for directed graph it is not known whether it is in L
or not, thought most experts think it is not.)

Exercise 3.2.1. Suppose that f and g are log-space computable functions. Show that
their composition, f o g is also log-space computable.
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3.3 (General theorems on space and time
complexity

If for a language L there is a Turing machine deciding L for which for all large enough
n the relation timer(n) < f(n) holds, then there is also a Turing machine deciding L
for which this inequality holds for all n. Indeed, for small values of n we assign the
task of deciding the language to the control unit.

It can be expected that for the price of further complicating the machine, the
time demands can be decreased. The next theorem shows the machine can indeed be
accelerated by an arbitrary constant factor, at least if its time need is large enough
(the time spent on reading the input cannot be saved).

Theorem 3.3.1 (Linear Speedup Theorem). For every Turing machine T and ¢ > 0
there is a Turing machine S over the same alphabet which decides the same language
and for which timeg(n) < ¢ - timer(n) + n.

Proof. For simplicity, let us assume that 7" has a single work tape (the proof would be
similar for £ tapes). We can assume that ¢ = 2/p where p is an integer.

Let the Turing machine S have an input-tape, 2p — 1 “starting” tapes and 2p — 1
further work tapes. Let us number these each from 1 —p to p — 1. Let the index of cell
j of (start- or work) tape i be the number j(2p — 1) + i. The start- or work cell with
index ¢ will correspond to cell ¢t on the input resp. worktape of machine T". Let S also
have an output tape.

Machine S begins its work by copying every letter of input x from its input tape
to the cell with the corresponding index on its starting tapes, then moves every head
back to cell 0. From then on, it ignores the “real” input tape.

Every further step of machine S will correspond to p consecutive steps of machine
T. After pk steps of machine T, let the scanning head of the input tape and the work
tape rest on cells t and s respectively. We will plan machine S in such a way that in
this case, each cell of each start- resp. worktape of S holds the same symbol as the
corresponding cell of the corresponding tape of T', and the heads rest on the starting-
tape cells with indices t —p + 1,...,t + p — 1 and the work-tape cells with indices
s—p+1,...,s+p—1. We assume that the control unit of machine S “knows” also
which head scans the cell corresponding to t resp. s. It knows further what is the state
of the control unit of T'.

Since the control unit of S sees not only what is read by 7”’s control unit at the
present moment on its input- and worktape but also the cells at a distance at most
p — 1 from these, it can compute where T’s heads will step and what they will write
in the next p steps. Say, after p steps, the heads of T" will be in positions ¢ 4+ ¢ and
s + j (where, say, i,j > 0). Obviously, 7,7 < p. Notice that in the meanwhile, the
“work head” could change the symbols written on the work tape only in the interval
[s—p+1,s+p—1].

Let now the control unit of S do the following: compute and remember what will
be the state of T’s control unit p steps later. Remember which heads rest on the cells
corresponding to the positions (¢ + i) and (s + j). Let it rewrite the symbols on the
work tape according to the configuration p steps later (this is possible since there is a
head on each work cell with indices in the interval [s —p+ 1, s+ p — 1]). Finally, move
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the start heads with indices in the interval [t — p 4+ 1, — p + i] and the work heads
with indices in the interval [s —p+ 1, s — p + j] one step right; in this way, the indices
occupied by them will fill the interval [t+p,t+p+i—1] resp. [s+p, s+ p+i— 1] which,
together with the heads that stayed in their place, gives interval [t+i—p+1,t+i+p—1]
resp. [s+j7—p+1,s+j+p—1].

If during the p steps under consideration, 7" writes on the output tape (either 0 or
1) and stops, then let S do this, too. Thus, we constructed a machine S that (apart
from the initial copying that takes n+mn/p < n+ timer(n)/p steps) makes only a p-th
of the number of steps of T" and decides the same language. m

Exercise* 3.3.1. For every Turing machine T and ¢ > 0, one can find a Turing
machine S with the same number of tapes that decides the same language and for
which timeg(n) < ¢ - timer(n) + n (here, we allow the extension of the alphabet).

Exercise 3.3.2. Formulate and prove the analogue of the above problem for storage in
place of time.

It is trivial that the storage demand of a k-tape Turing machine is at most k
times its time demand (since in one step, at most k cells will be written). Therefore,
if we have £ € DTIME(f(n)) for a language then there is a constant k (depending
on the language) such that £ € DSPACE(k - f(n)). (If extending the alphabet is
allowed and f(n) > n then DSPACE(k - f(n)) = DSPACE(f(n)) and thus it follows
that DTIME(f(n)) € DSPACE(f(n)).) On the other hand, the time demand is not
greater than an exponential function of the space demand (since exactly the same
memory configuration, taking into account also the positions of the heads and the
state of the control unit, cannot occur more than once without getting into a cycle).
Computing more precisely, the number of different memory configurations is at most
c-n- f(n)*(2m)’™ where m is the size of the alphabet. (Here c is the possible states,
n the position of the head on the input tape, f(n)* is the position of the other heads
and (2m)7™ is the description of the tape contents where the 2- is needed to mark the
end of the tapes.)

Since according to the above, the time complexity of a language does not depend
on a constant factor, and in this upper bound the numbers ¢, k, m are constants, it

follows that if f(n) > logn and £ € DSPACE(f(n)) then £ € DTIME((m + 1)/™).
So DSPACE(f(n)) € |J DTIME(c/™).

c=1
Theorem 3.3.2. There is a function f(n) such that every recursive language is an
element of DTIME(f(n)).

Proof. There are only countably many Turing machines, so there are only countably

many that halt for every input. Take an enumeration 77,75, ... of these machines.
Define f as

f(n) := max timer, (n).
i<n
If £ is recursive, there is a T} that decides £ in timer,(n) time. This is at most f(n)
if n > j, so (using the observation made in the first sentence of this section) there is a
Turing machine 7" that decides £ in f(n) time for all n. O
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A recursive language can have arbitrarily large time (and, due to the above inequal-
ity, also space-) complexity. More precisely:

Theorem 3.3.3. For every recursive function f(n) there is a recursive language L that
is not an element of DTIME(f(n)).

Proof. The proof is similar to the proof of the fact that the halting problem is un-
decidable. We can assume f(n) > n. Let T" be the 2-tape universal Turing machine
constructed in Chapter 1, and let £ consist of all words x for which it is true that
having = as input on both of its tape, T halts in at most f(|x|)* steps. L is obviously
recursive.

Let us now assume that £ € DTIME(f(n)). Then there is a Turing machine (with
some k > 0 tapes) deciding £ in time f(n). From this we can construct a 1-tape Turing
machine deciding £ in time cf(n)? (e.g., in such a way that it stops and writes 0 or
1 as its decision on a certain cell). Since for large enough n we have cf(n)?* < f(n)?,
and the words shorter than this can be recognized by the control unit directly, we can
also make a 1-tape Turing machine that always stops in time f(n)3. Let us modify this
machine in such a way that if a word « is in £ then it runs forever, while if z € 3§\ £
then it stops. This machine be S can be simulated on 7" by some program p in such
a way that T halts with input (x,p) if and only if S halts with input z; moreover, it
halts in these cases within |p|f(|z|)? steps.

There are two cases. If p € £ then—according to the definition of £L—starting with
input p on both tapes, machine 7" will stop. Since the program simulates S it follows
that S halts with input p. This is, however, impossible, since S does not halt at all for
inputs from L.

On the other hand, if p ¢ £ then—according to the construction of S—starting
with p on its first tape, this machine halts in time |p|f(|p|)® < f(|p|)*. Thus, T also
halts in time f(|p|)*. But then p € £ by the definition of the language L.

This contradiction shows that £ ¢ DTIME(f(n)). O

There is also a different way to look at the above result. For some fixed universal
two-tape Turing machine U and an arbitrary function ¢(n) > 0, the t-bounded halting
problem asks, for n and all inputs p, z of maximum length n, whether the above machine
U halts in t(n) steps. (Similar questions can be asked about storage.) This problem
seems decidable in t(n) steps, though this is true only with some qualification: for this,
the function ¢(n) must itself be computable in t(n) steps (see the definition of “fully
time-constructible” below). We can also expect a result similar to the undecidability
of the halting problem, saying that the ¢-bounded halting problem cannot be decided
in time “much less” than #(n). How much less is “much less” here depends on some
results on the complexity of simulation between Turing machines.

We call a function f : Z, — Z, fully time-constructible if there is a multitape
Turing machine that for each input of length n uses exactly f(n) time steps. The
meaning of this strange definition is that with fully time-constructable functions, it
is easy to bound the running time of Turing machines: If there is a Turing machine
making exactly f(n) steps on each input of length n then we can build this into any
other Turing machine as a clock: their tapes, except the input tape, are different, and
the combined Turing machine carries out in each step the work of both machines.
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Obviously, every fully time-constructible function is recursive. On the other
hands, it is easy to see that n?, 2", n! and every “reasonable” function is fully time-
constructible. The lemma below guarantees the existence of many completely time-
constructable functions.

Let us call a function f : Z, — Z, well-computable if there is a Turing machine
computing f(n) in time O(f(n)). (Here, we write n and f(n) in unary notation: the
number n is given by a sequence 1...1 of length n and we want as output a sequence
1...1 of length f(n). The results would not be changed, however, if n and f(n) were
represented e.g., in binary notation.) Now the following lemma is easy to prove:

Lemma 3.3.4. (a) To every well-computable function f(n), there is a fully time-
constructible function g(n) such that f(n) < g(n) < constant - f(n).

(b) For every fully time-constructible function g(n) there is a well-computable func-
tion f(n) with g(n) < f(n) < constant - g(n).

(¢c) For every recursive function f there is a fully time-constructible function g with
f<g

This lemma allows us to use, in most cases, fully time-constructible and well-
computable functions interchangeably. Following the custom, we will use the former.

Theorem 3.3.5 (Time Hierarchy Theorem). If f(n) is fully time-constructible and
g(n)log g(n) = o(f(n)) then there is a language in DTIME(f(n)) that does not belong
to DTIME(g(n)).

This says that the time complexities of recursive languages are “sufficiently dense”.
Analogous, but easier, results hold for storage complexities.

Exercise 3.3.3. Prove the above theorem, and the following, closely related statement:
Let t'(n)logt'(n) = o(t(n)). Then the t(n)-bounded halting problem cannot be decided
on a two-tape Turing machine in time t'(n).

Exercise 3.3.4. Show that if S(n) is any function and S’(n) = o(S(n)) then the S(n)
space-bounded halting problem cannot be solved using S'(n) space.

The full time-constructibility of the function f plays very important role in the last
theorem. If we drop it then there can be an arbitrarily large “gap” below f(n) which
contains the time-complexity of no language at all.

Theorem 3.3.6 (Gap Theorem). For every recursive function o(n) > n there is a
recursive function f(n) such that

DTIME((f(n))) = DTIMEf (n).
Thus, there is a recursive function f with
DTIME(f(n)?) = DTIME(f(n)),
moreover, there is even one with
DTIME(22""™) = DTIME(f(n)).

Proof. Let us fix a 2-tape universal Turing machine. Denote 7(z,y) the time needed
for T to compute from input x on the first tape and y on the second tape. (This can
also be infinite.)
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Claim 3.3.7. There is a recursive function h such that for alln > 0 and all z,y € X,
if ||, ly| < n then either 7(x,y) < h(n) or 7(x,y) > (p(h(n)))>.

If the function
$(n) = max{(2,y) : |e. Jy| < n. 7(x,y) is finitc )

was recursive this would satisfy the conditions trivially. This function is, however,
not recursive (exercise: prove it!). We introduce therefore the following “constructive
version”: for a given n, let us start from the time bound ¢ = n + 1. Let us arrange all
pairs (z,y) € (X5)?, |z, |ly| < n in a queue. Take the first element (z,y) of the queue
and run the machine with this input. If it stops within time ¢ then throw out the pair
(z,y). If it stops in s steps where ¢ < s < ¢(¢)? then let ¢ := s and throw out the pair
(z,y) again. (Here, we used that ¢(n) is recursive.) If the machine does not stop even
after ¢(t)? steps then stop it and place the pair (z,y) to the end of the queue. If we
have passed the queue without throwing out any pair then let us stop, with h(n) := t.
This function clearly has the property formulated in the Claim.
We will show that with the function h(n) defined above,

DTIME(h(n)) = DTIME(p(h(n))).

For this, consider an arbitrary language £ € DTIME(¢(h(n))) (containment in the
other direction is trivial). To this, a Turing machine can thus be given that decides
L in time ¢(h(n)). Therefore, a one-tape Turing machine can be given that decides £
in time o(h(n))?. This latter Turing machine can be simulated on the given universal
Turing machine 7' with some program p on its second tape, in time |p|-p(h(n))?. Thus,
if n is large enough then 7' works on all inputs (y,p) (Jy| < n) for at most ¢(h(n))?
steps. But then, due to the definition of h(n), it works on each such input at most h(n)
steps. Thus, this machine decides, with the given program (which we can also put into
the control unit, if we want) the language £ in time h(n), i.e., L € DTIME(h(n)). O

As a consequence of the theorem, we see that there is a recursive function f(n) with
DTIME((m + 1)7™) = DTIME(f(n)),
and thus

DTIME(f(n)) = DSPACE(f(n)).

For a given problem, there is often no “best” algorithm: the following surprising
theorem is true.

Theorem 3.3.8 (Speed-up Theorem). For every recursive function g(n) there is a
recursive language L such that for every Turing machine T deciding L there is a Turing
machine S deciding £ with g(timeg(n)) < timer(n).

The Linear Speedup Theorem applies to every language; this theorem states only
the existence of an arbitrarily “speedable” language. In general, for an arbitrary lan-
guage, better than linear speed-up cannot be expected.
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Proof. The essence of the proof is that as we allow more complicated machines we can
“hard-wire” more information into the control unit. Thus, the machine needs to work
only with longer inputs “on their own merit”, and we want to construct the language
in such a way that this should be easier and easier. It will not be enough, however, to
hard-wire only the membership or non-membership of “short” words in £, we will need
more information about them.

Without loss of generality, we can assume that g(n) > n and that g is a fully
time-constructable function. Let us define a function A with the recursion

h(0) =1, h(n) = (g(h(n — 1)))".

It is easy to see that h(n) is a monotonically increasing (in fact, very fast increasing),
fully time-constructable function. Fix a universal Turing machine T, with, say, two
tapes. Let 7(z,y) denote the time spent by T working on input (x,y) (this can also
be infinite). Let us call the pair (z,y) “fast” if |y| < |z| and 7(x,y) < h(|z] — |y|).

Let (21,2, ...) be an ordering of the words e.g., in increasing order; we will select
a word y; for certain indices ¢ as follows. For each index ¢ = 1,2,... in turn, we check
whether there is a word y not selected yet that makes (x;,y) fast; if there are such
words let y; be a shortest one among these. Let £ consist of all words x; for which y;
exists and the Turing machine Tj halts on input (z;,y;) with the word “0” on its first
tape. (These are the words not accepted by Ty with program y;.)

First we convince ourselves that £ is recursive, moreover, for all natural numbers k
the question = € L is decidable in h(n — k) steps (where n = |z|) if n is large enough.
We can decide the membership of z; if we decide whether y; exists, find y; (if it exists),
and run the Turing machine 7T} on input (z;,y;) for h(|x;| — |yi|) time.

This last step itself is already too much if |y;| < k; therefore we make a list of all
pairs (x;,y;) with |y;| < k (this is a finite list), and put this into the control unit. This
begins therefore by checking whether the given word x is in this list as the first element
of a pair, and if it is, it accepts « (beyond the reading of z, this is only one step!).

Suppose that z; is not in the list. Then y;, if it exists, is longer than k. We can try
all inputs (z,y) with k < |y| < |z| for “fastness” and this needs only |2 h(n—k—1)
(including the computation of h(|z| — |y|)). The function h(n) grows so fast that this
is less than h(n — k). Now we have y; and also see whether Ty accepts the pair (x;, y;).

Second, we show that if a program y decides the language £ on the machine T
(i.e., stops for all 3§ writing 1 or 0 on its first tape according to whether z is in the
language L) then y cannot be equal to any of the selected words y;. This follows by
the usual “diagonal” reasoning: if y; = y then let us see whether z; is in the language
L. If yes then Ty must give result “1” for the pair (z;,y;) (since y = y; decides £). But
then according to the definition of £, we did not put x; into it. Conversely, if x; & L
then it was left out since Ty answers “1” on input (z;,y;); but then x; € L since the
program y = y; decides £. We get a contradiction in both cases.

Third, we convince ourselves that if program y decides £ on the machine 7j then
(x,y) can be “fast” only for finitely many words x. Let namely (x,y) be “fast”, where
xr = x;. Since y was available at the selection of y; (it was not selected earlier) therefore
we would have had to choose some y; for this ¢ and the actually selected y; could not
be longer than y. Thus, if z differs from all words z; with |y;| < |y| then (z,y) is not
“fast”.
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Finally, consider an arbitrary Turing machine 7" deciding £. To this, we can make
a one-tape Turing machine 77 which also decides £ and has timer, (n) < (timer(n))?.
Since the machine 7} is universal, Ty simulates 7} by some program y in such a way that
(let us be generous) 7(z,y) < (timer(|z|))? for all sufficiently long words x. According
to what was proved above, however, we have 7(z,y) > h(]z| — |y|) for all but finitely
many x, and thus timer(n) > (h(n — |y|))Y/3.

Thus, for the above constructed Turing machine S deciding £ in h(n — |y| — 1)
steps, we have

timer(n) > (h(n — [y]))"* > g(h(n — |y] — 1)) > g(times(n)). =

The most important conclusion to be drawn from the speed-up theorem is that
even though it is convenient to talk about the computational complexity of a certain
language L, rigorous statements concerning complexity generally do not refer to a single
function ¢(n) as the complexity, but only give upper bounds t'(n) (by constructing a
Turing machine deciding the language in time t'(n)) or lower bounds t"(n) (showing
that no Turing machine can make the decision in time ¢”(n) for all n).

Space versus time

Above, some general theorems were stated with respect to complexity measures. It
was shown that there are languages requiring a large amount of time to decide them.
Analogous theorems can be proved for the storage complexity. It is natural to ask about
the relation of these two complexity measures. There are some very simple relations
mentioned in the text before Theorem B3

There is a variety of natural and interesting questions about the trade-off between
storage and time. Let us first mention the well-know practical problem that the work of
most computers can be sped up significantly by adding memory. The relation here is not
really between the storage and time complexity of computations, only between slower
and faster memory. Possibly, between random-access memory versus the memory on
disks, which is closer to the serial-access model of Turing machines.

There are some examples of real storage-time trade-off in practice. Suppose that
during a computation, the values of a small but complex Boolean function will be used
repeatedly. Then, on a random-access machine, it is worth computing these values once
for all inputs and use table look-up later. Similarly, if a certain field of our records
in a data base is often used for lookup then it is worth computing a table facilitating
this kind of search. All these examples fall into the following category. We know some
problem P and an algorithm A that solves it. Another algorithm A’ is also known
that solves P in less time and more storage than A. But generally, we don’t have
any proof that with the smaller amount of time really more storage is needed to solve
P. Moreover, when a lower bound is known on the time complexity of some function,
we have generally no better estimate of the storage complexity than the trivial one
mentioned above (and vice versa).



Chapter 4

Non-deterministic algorithms

When an algorithm solves a problem then, implicitly, it also provides a proof that its
answer is correct. This proof is, however, sometimes much simpler (shorter, easier to
inspect and check) then following the whole algorithm. For example, checking whether
a natural number a is a divisor of a natural number b is easier than finding a divisor
of a. Here is another example. Konig’s theorem says that in a bipartite graph, if the
size of the maximum matching is k then there are k points such that every edge is
incident to one of them (a minimum-size representing set). There are several methods
for finding a maximum matching, e.g., the so-called Hungarian method, which, though
polynomial, takes some time. This method also gives a representing set of the same
size as the matching. The matching and the representing set together supply a proof
already by themselves that the matching is maximal.

We can also reverse our point of view and can investigate the proofs without worry-
ing about how they can be found. This point of view is profitable in several directions.
First, if we know the kind of proof that the algorithm must provide this may help in
constructing the algorithm. Second, if we know about a problem that even the proof
of the correctness of the answer cannot be given, say, within a certain time (or storage)
then we also obtained lower bound on the complexity of the algorithms solving the
problem. Third (but not last), classifying the problems by the difficulty of the cor-
rectness proof of the answer, we get some very interesting and fundamental complexity
classes.

These ideas, called non-determinism will be treated in the following sections.

4.1 Non-deterministic Turing machines

A non-deterministic Turing machine differs from a deterministic one only in that in
every position, the state of the control unit and the symbols scanned by the heads
permit more than one possible action. To each state ¢ € I' and symbols hq,...,h; a
set of “legal actions” is given where a legal action is a (2k + 1)-tuple consisting of a new
state ¢’ € I', new symbols h}, ..., h} and moves ji, ..., jr € {—1,0,1}. More exactly, a
non-deterministic Turing machine is an ordered 4-tuple 7' = (k, 3, ", ®) where k > 1 is
a natural number, ¥ and I are finite sets, x* € X, START,STOP € T" (so far, everything
is as with a deterministic Turing machine) and

dC (T x %) x (T'x BF x {~1,0,1}")

75
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is an arbitrary relation. A legal computation of the machine is a sequence of steps
where in each step (just as with the deterministic Turing machine) the control unit
enters a new state, the heads write new letters on the tapes and move at most one
step left or right. The steps must satisfy the following conditions: if the state of the
control unit was g € I' before the step and the heads read on the tapes the symbols
hi, ..., h; € ¥ then for the new state ¢’, the newly written symbols A}, ..., A and the
steps €1,...,ex € {—1,0, 1} we have

(g,hl,...,hk,g/7h/1,...,hﬁc,gl,...,f:‘k)ECI).

A non-deterministic Turing machine can have therefore several legal computations for
the same input.

We say that the non-deterministic Turing machine 7" accepts word x € ¥f in time
t if whenever we write x on the first tape and the empty word on the other tapes,
the machine has a legal computation on input z consisting of ¢ steps, which at its
halting has in position 0 of the first tape the symbol “1”. (There may be other legal
computations that last much longer or maybe do not even stop, or reject the word.)

We say that a non-deterministic Turing machine 1" recognizes a language L if L
consists exactly of those words accepted by T' (in arbitrarily long finite time). If; in
addition to this, the machine accepts all words x € £ in time f(|z|) (where f:Z, —
Z.,), then we say that the machine recognizes £ in time f(n) (recognizability in storage
f(n) is defined similarly). The class of languages recognizable by a non-deterministic
Turing machine in time f(n) is denoted by NTIME(f(n)).

Unlike deterministic classes, the non-deterministic recognizability of a language £
does not mean that the complementary language ¥ \ L is recognizable (we will see
below that each recursively enumerable but not recursive language is an example for
this). Therefore, we introduce the classes co-NTIME(f(n)): a language £ belongs to
a class co—NTIME(f(n)) if and only if the complementary language 3§ \ £ belongs to
NTIME(f(n)).

The notion of acceptance in storage s, and the classes NSPACE(f(n)) and
co—NSPACE(f(n)) are defined analogously.

Remarks. 1. The deterministic Turing machines can be considered, of course, as
special non-deterministic Turing machines.

2. We do not wish to model any real computation device by non-deterministic Turing
machines; we will see that they are used to pose and not to solve problems.

3. A non-deterministic Turing machine can make several kinds of step in a situation;
we did not assume any probability distribution on these, we cannot therefore speak
about the probability of some computation. If we did this then we would speak of
randomized, or probabilistic, Turing machines, which are the subjects of Chapter B.
In contrast to non-deterministic Turing machines, randomized Turing machines model
computing processes that are practically important.

4. We have mentioned that if a non-deterministic Turing machine accepts a given
input in ¢ steps, it still might have longer, even non-halting computations for the same
input. If ¢ is a well-computable function of the input, then we can “build in a clock”
to the machine which forces the computation to half after ¢ steps. Therefore, for such
functions we could modify the definition of acceptance such that all legal computations
must stop after ¢ steps and from these at least one has to accept.
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Theorem 4.1.1. Languages recognizable by non-deterministic Turing machines are
exactly the recursively enumerable languages.

Proof. Assume first that language L is recursively enumerable. Then, there is a Turing
machine 7" that halts in finitely many steps on input x if and only if x € £. Let us
modify 7" in such a way that when before stops it writes the symbol 1 onto field 0 of
the first tape. Obviously, this modified T" has a legal computation accepting z if and
only if z € L.

Conversely, assume that £ is recognizable by a non-deterministic Turing machine
T'; we show that L is recursively enumerable. We can assume that £ is nonempty and
let a € L. Let the set £L# consist of all finite legal computations of the Turing machine
T. Each element of £# is, in an appropriate encoding, the input and then a sequence of
non-deterministic moves. Every member of this sequence describes the new state, the
symbols written and which ways the heads move. The set £# is obviously recursive.
Let S be a Turing machine that for an input y decides whether it is in £# and if yes
then whether it describes a legal computation accepting some word x. If yes, it outputs
x, if not it outputs a. The range of values of the recursive function defined by S is
obviously just L. m

4.2 Witnesses and the complexity of
non-deterministic algorithms

Let us fix a finite alphabet ¥y and consider a language £ over it. Let us investigate
first, what it really means if £ is recognizable within some time by a non-deterministic
Turing machine. We will show that this is connected with how easy it is to “prove” for
a word that it is in L.

We say that the language £y € DTIME(g(n)) is a witness (or certificate) for lan-
guage L if we have x € L if and only if there is a word y € X and z&y € L. (Here,
& is a new symbol serving the separation of the words z and y.)

Moreover, if f and g are two functions with g(n) > n, then say that the language
Ly € DTIME(g(n)) is a witness of length f(n) and time g(n) for language £ if it is a
witness and we have z € £ if and only if there is a word y € ¥ with |y| < f(|z|) and
x&y € Ly. (Here, & is a new symbol serving the separation of the words x and y.)

Theorem 4.2.1. Let g(n) > n.

a) Every language £ € NTIME(f(n)) has a witness of length O(f(n)) and time
O(n).

b) If language L has a witness of length f(n) and time g(n) then L is in
NTIME(g(f(n) + n + 1)).

Proof. a) Let T' be the non-deterministic Turing machine recognizing the language £
in time f(n) with, say, two tapes. Following the pattern of the proof of Theorem BT,
let us assign to each word x in £ the description of a legal computation of T accepting
x in time f(]z|). It is not difficult to make a Turing machine deciding about a string
of length N in O(NNV) steps whether it is the description of a legal computation and if
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yes then whether this computation accepts the word x. Thus, the witness is composed
of the pairs z&y where y is a legal computation accepting z.

b) Let Ly be a witness of £ with length f(n) and time g(n), and consider a determin-
istic Turing machine S deciding Ly in time g(n). Let us construct a non-deterministic
Turing machine T" doing the following. If z is written on its first tape then it first
writes the symbol & at the end of x and then writes a word y after word x& by picking
each letter and the end of y non-deterministically. After this it makes a transition into
state START?2.

From state START2, on the first tape, the machine moves the head on the starting
cell, and then proceeds to work as the Turing machine S.

This machine T has an accepting legal computation if and only if there is a word
y € ¢ for which S accepts word x&y, i.e., if z € £ and in this case such a y exists of
length at most f(|z|). The running time of this computation for such a y is obviously

at most O(f(|z])) + g(|z] + 1+ f(|z])) = Olg(|z[ + 1 + f(x))). 0

Corollary 4.2.2. For an arbitrary language £ C X, the following properties are
equivalent:

e L is recognizable on a non-deterministic Turing machine in polynomial time.

e L has a witness of polynomial length and time.

Remark. We mention it without proof (even without exact formulation) that these
properties are also equivalent to the following: one can give a definition of £ in the
formal axiom system of set theory such that, for a word = € L, the statement “x € L”
can be proved from the axioms of set theory in a number of steps polynomial in |z|.

We denote the class of languages having the property stated in Corollary B2 by
NP. The languages £ whose complement ¥\ £ is in NP form the class co—NP. As
we mentioned earlier, with these classes of languages, what is easy is not the solution
of the recognition problem of the language, only the verification of the witnesses for
the solution. We will see later that these classes are fundamental: they contain a large
part of the algorithmic problems important from the point of view of practice.

Figure B illustrates the relationship between the classes P, NP and co-NP. There
are, however, significant differences. First, we don’t know whether or not P fills the
whole intersection NP N co—NP. Second, we don’t know whether the difference NP \
co—NP is empty or nonempty (i.e., it could be that NP = co—NP). We will discuss
this issue later.

Many important languages are given by their witnesses — more precisely, by the
language Ly and function f(n) in our definition of witnesses (we will see many examples
for this later). In such cases we are asking whether a given word z is in £ (i.e., whether
there is a y with |y| < f(n) and z&y € Ly). Without danger of confusion, the word
y itself will also be called the witness word, or simply witness, belonging to x in the
witness language Ly. Very often, we are not only interested whether a witness word
exists but would also like to produce one. This problem can be called the search problem
belonging to the language £. There can be, of course, several search problems belonging
to a language. A search problem can make sense even if the corresponding decision
problem is trivial. For example, every natural number has a prime decomposition but
this is not easy to find.
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~

Figure 4.1: The classes of NP and co-NP

Since every deterministic Turing machine can be considered non-deterministic it is
obvious that

DTIME(f(n)) € NTIME(f(n)).

In analogy with the fact that there is a recursively enumerable but not recursive lan-
guage (i.e., without limits on time or storage, the non-deterministic Turing machines
are “stronger”), we would expect that the above inclusion is strict. This is proved,
however, only in very special cases (e.g., in case of linear functions f, by Paul, Pip-
penger, Trotter and Szemeredi). Later, we will treat the most important special case,
the relation of the classes P and NP in detail.

The following simple relations connect the non-deterministic time- and space com-
plexity classes:

Theorem 4.2.3. Let [ be a well-computable function. Then

NTIME(f(n)) € DSPACE(f(n)) € NSPACE(f(n)) C | J DTIME(2*/™).

c>0

Proof. NTIME(f(n)) € DSPACE(f(n)): The essence of the construction is that all
legal computations of a non-deterministic Turing machine can be tried out one after
the other using only as much space as needed for one such legal computation; above
this, we need some extra space to keep track of which computation we are trying out
at the moment.

More exactly, this can be described as follows. Let T' be a non-deterministic Turing
machine recognizing language £ in time f(n). As mentioned in the first remark of this
chapter, we can assume that all legal computations of T take at most f(n) steps where
n is the length of the input. Let us modify the work of 7" in such a way that (for
some input x) it will always choose first the lexicographically first action (we fix some
ordering of ¥ and I', this makes the actions lexicographically ordered). We give the
new (deterministic) machine called S an extra “bookkeeping” tape on which it writes
up which legal action it has chosen. If the present legal computation of T" does not
end with the acceptance of z then machine S must not stop but must look up, on
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its bookkeeping tape, the last action (say, this is the j-th one) which it can change
to a lexicographically larger legal one. Let it perform a legal computation of 7" in
such a way that up to the j-th step it performs the steps recorded on the bookkeeping
tape, in the j-th step it performs the lexicographically next legal action, and after
it, the lexicographically first one (and, of course, it rewrites the bookkeeping tape
accordingly).

The modified, deterministic Turing machine S tries out all legal computations of
the original machine 7" and uses only as much storage as the original machine (which
is at most f(n)), plus the space used on the bookkeeping tape (which is again only
O(f(n))).

NSPACE(f(n)) € U,-, DTIME(2¢/®): Let T = (k, %, T, ®) be a non-deterministic
Turing machine recognizing £ with storage f(n). We can assume that 7" has only one
tape. We want to try out all legal computations of 7. Some care is needed since a
legal computation of 7' can last as long as 2/ steps, so there can even be 92/t legal
computations; we do not have time for checking this many computations.

To better organize the checking, we illustrate the situation by a graph as follows.
Let us fix the length n of the input. By configuration of the machine, we understand
a triple (g,p, h) where g € I', —f(n) < p < f(n) and h € L2/(MW+1 The state g is
the state of the control unit at the given moment, the number p says where is the
head and h specifies the symbols on the tape (since we are interested in computations
whose storage need is at most f(n) it is sufficient to consider 2f(n) + 1 cells). It can
be seen that the number of configurations is at most |['|(2f(n) + 1)m2/(W+1 = 20(/(),
Therefore, every configuration can be coded by a word of length O(f(n)) over X.

Prepare a directed graph GG whose vertices are the configurations; we draw an edge
from vertex u to vertex v if the machine has a legal action leading from configuration
u to configuration v. Add a vertex vy and draw an edge to vy from every configuration
in which the machine is in state STOP and has 1 on cell 0 of its tape. Denote u, the
starting configuration corresponding to input . Word z is in £ if and only if in this
directed graph, a directed path leads from u, to vy.

On the RAM, we can construct the graph G in time 2°¢/(™) and (e.g., using breadth-
first search) we can decide in time O(|V(G)|) = 2°() whether it contains a directed
path from wu, to vy. Since the RAM can be simulated by Turing machines in quadratic
time, the time bound remains 2°¢/() also on the Turing machine. O]

The following interesting theorem shows that the storage requirement is not essen-
tially decreased if we allow non-deterministic Turing machines.

Theorem 4.2.4 (Savitch’s Theorem). If f(n) is a well-computable function and f(n) >
logn then

NSPACE(f(n)) € DSPACE(f(n)?).

Proof. Let T'= (1,%,', ®) be a non-deterministic Turing machine recognizing £ with
storage f(n). Let us fix the length n of inputs. Consider the graph G defined in the
previous proof; we want to decide whether it contains a directed path leading from wu,
to vg. Now, of course, we do not want to construct this whole graph since it is very big.
We will therefore view it as given by a certain “oracle”. Here, this means that about
any two vertices, we can decide in a single step whether they are connected by an edge.
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More exactly, this can be formulated as follows. Let us extend the definition of Turing
machines. A Turing machine with oracle for G is a special kind of machine with three
extra tapes reserved for the “oracle”. The machine has a special state ORACLE. When
it is in this state then in a single step, it writes onto the third oracle-tape a 1 or 0
depending on whether the words written onto the first and second oracle tapes are
names of graph vertices (configurations) connected by an edge, and enters the state
START. In every other state, it behaves like an ordinary Turing machine. When the
machine enters the state ORACLE we say it asks a question from the oracle. The
question is, of course, given by the pair of strings written onto the first two oracle
tapes, and the answer comes on the third one.

Lemma 4.2.5. Suppose that a directed graph G is given with an oracle on the set of
words of length t. Then there is a Turing machine with an oracle for G which for given
vertices u,v and natural number q decides, using O(qt + qlogq) storage, whether there
is a path of length at most 27 from u to v.

Proof. The Turing machine to be constructed will have two tapes besides the three
oracle-tapes. At start, the first tape contains the pair (u,q), the second one the pair
(v,q). The work of the machine proceeds in stages. At the beginning of some interme-
diate stage, both tapes will contain a few pairs (x,r) where x is the name of a vertex
and r < ¢ is a natural number.

Let (z,7) and (y,s) be the last pair on the two tapes. In the present stage, the
machine asks the question whether there is a path of length at most min{2", 25} from x
to y. If min{r, s} = 0 then the answer can be read off immediately from an oracle-tape.
If min{r, s} > 1 then let m = min{r, s} —1. We write the pair (w, m) to the end of the
first tape and determine recursively whether there is a path of length at most 2™ from
w to y, where w is the lexicographically first vertex initially. If there is one then we
write (w, m) to the end of the second tape, erase it from the end of the first tape and
determine whether there is a path of length at most 2™ from x to w. If there is one
then we erase (w, m) from the end of the second tape: we know that there is a path of
length at most min{2",2°} from z to y. If there is no path of length at most 2™ either
between x and w or between w and y then we try the lexicographically next w. If we
have tried all w’s then we know that there is no path of length min{2",2°} between x
and .

It is easy to see that the second elements of the pairs are decreasing from left to
right on both tapes, so at most ¢ pairs will ever get on each tape. One pair requires
O(t + log q) symbols. The storage thus used is only O(qlogq + ¢t). This finishes the
proof of the lemma. O

Returning to the proof of the theorem, note that the question whether there is an
edge between two vertices of the graph G can be decided easily without the help of
additional storage; we might as well consider this decision as an oracle. The Lemma is
therefore applicable with values ¢,q = O(f(n)), and we obtain that it can be decided
with at most tq + qlog g = O(f(n)?) storage whether from a given vertex u, there is a
directed path into vy, i.e., whether the word z is in L. Il

As we noted, the class PSPACE of languages decidable on a deterministic Turing
machine in polynomial storage is very important. It seems natural to introduce the class
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NPSPACE which is the class of languages recognizable on a non-deterministic Turing
machine with polynomial storage. But the following corollary of Savitch’s theorem
shows that this would not lead to any new notion:

Corollary 4.2.6. PSPACE = NPSPACE.

4.3 Examples of languages in NP

In this section, by a graph we mean a simple graph: an undirected graph without
multiple edges or loops. n is always the number of nodes. Unless we say otherwise,
we assume that the graph is described by its adjacency matrix, which we consider as
a string in {0, 1}”2. In this way, a graph property can be considered a language over
{0,1}. We can thus ask whether a certain graph property is in NP. (Notice that
describing a graph in one of the other usual ways, e.g., by giving a list of neighbors
for each node, would not affect the membership of graph properties in NP. It is
namely easy to compute these representations from each other in polynomial time.)
The following graph properties are in NP.

a) Graph-connectivity. Witness: a set of (g) paths, one for each pair of nodes.

b) Graph non-connectivity. Witness: a proper subset of the set of nodes that is
not connected by any edge to the rest of the nodes.

c) Planarity. The natural witness is a concrete diagram, though some analysis is
needed to see that in case such a diagram exists then one exists in which the coordinates
of every node are integers whose number of bits is polynomial in n.

It is interesting to remark the fact known in graph theory that this latter diagram
can be realized using single straight-line segments for the edges and thus, it is enough to
specify the coordinates of the nodes. We must be careful, however, since the coordinates
of the nodes used in the drawing may have too many bits, violating the requirement
on the length of the witness. (It can be proved that every planar graph can be drawn
in the plane in such a way that each edge is a straigh-line segment and the coordinates
of every node are integers whose number of bits is polynomial in n.)

It is possible, however, to give a purely combinatorial way of drawing the graph.
Let G be a graph with n nodes and m edges which we assume for simplicity to be
connected. After drawing it in the plane, the edges partition the plane into domains
which we call “countries” (the unbounded domain is also a country). We need the
following fact, called Euler’s formula:

Theorem 4.3.1. A connected planar graph with n nodes and m edges has n +m — 2
countries.

Thus to specify the drawing we give a set of m — n + 2 country names and for
every country, we specify the sequence of edges forming its boundary (note that an
edge can occur twice in a sequence). In this case, it is enough to check whether every
edge appears in exactly two boundaries.

The fact that the existence of such a set of edge sequences is a necessary condition
of planarity follows from Euler’s formula. The sufficiency of this condition requires
somewhat harder tools from topology; we will not go into these details. (Specifying
a set of edge sequences as country boundaries amounts to defining a two-dimensional
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surface with the graph drawn onto it. A theorem of topology says that if a connected
graph drawn on that surface satisfies Euler’s formula then the surface is topologically
equivalent (homeomorphic) to the plane.)

d) Non-planarity. Let us review the following facts.

1. Let K5 be the complete graph on five vertices, i.e., the graph obtained by connect-
ing five nodes in every possible way. Let K33 be the complete balanced bipartite
graph on six vertices, i.e., the 6-node bipartite graph containing two sets A, B of
three nodes each, with every possible edge between A and B. This graph is also
called “three houses, three wells” after a certain puzzle with a similar name. It is
easy to see that K5 and K33 are nonplanar.

2. Given a graph GG, we say that a graph G’ is a subdivision of G if it is obtained
from G by replacing each edge of G with arbitrarily long non-intersecting paths.
It is easy to see that if G is nonplanar then any subdivision is nonplanar.

3. If a graph is nonplanar then, obviously, every graph containing it is also nonpla-
nar.

The following fundamental theorem of graph theory says that the nonplanar graphs
are just the ones obtained by the above operations:

Theorem 4.3.2 (Kuratowski’s Theorem). A graph is nonplanar if and only if it con-
tains a subgraph that is a subdivision of either K5 or Ks3.

If the graph is nonplanar then the subgraph whose existence is stated by Kura-
towski’s Theorem can serve as a certificate for this.

e) Existence of perfect matching. Witness: the perfect matching itself.

f) Non-existence of a perfect matching. Witnesses for the non-existence in case
of bipartite graphs are based on a fundamental theorem. Let G be a bipartite graph
consisting of bipartition classes A and B. Recall the following theorem.

Theorem 4.3.3 (Frobenius’s Theorem). A bipartite graph G has a perfect matching if
and only if |A| = |B| and for any k, any k nodes in B have at least k neighbors in A.

Hence, if in some bipartite graph there is no perfect matching then this can be
certified either by noting that A and B have different cardinality, or by a subset of A
violating the conditions of the theorem.

Now let GG be an arbitrary graph. If there is a perfect matching then it is easy to see
that for any k, if we delete any k£ nodes, there remain at most k& connected components
of odd size. The following fundamental (and deeper) theorem says that this condition
is not only necessary for the existence of a perfect matching but also sufficient.

Theorem 4.3.4 (Tutte’s Theorem). A graph G has a perfect matching if and only if
for any k, if we delete any k nodes, there remain at most k connected components of
odd size.

This way, if there is no perfect matching in the graph then this can be certified by
a set of nodes whose deletion creates too many odd components.
A Hamiltonian cycle of a graph is a cycle going through each node exactly once.

g) Existence of a Hamiltonian cycle. Witness: the Hamitonian cycle itself.
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A coloring of a graph is an assignment of some symbol called “color” to each node
in such a way that neighboring nodes get different colors.

h) Colorability with three colors If a graph can be colored with three colors the
coloring itself is a certificate. Of course, this is valid for any number of colors.

The properties listed above from a) to f) can be solved in polynomial time (i.e.,
they are in P). For the Hamiltonian cycle problem and the three-colorability problem,
no polynomial algorithm is known (we return to this later).

To show that many fundamental problems in arithmetic and algebra also belong
to the class NP, we recall that every natural number can be considered as a word in
{0,1}* (representing the number in binary). We start with the problem of deciding
whether a natural number is a prime.

i) Compositeness of an integer. Witness: a proper divisor.

j) Primality. It is significantly more difficult to find witnesses for primality. We use
the following fundamental theorem of number theory:

Theorem 4.3.5. An integer n > 2 is prime if and only if there is a natural number a
such that a”' =1 (mod n) but a™ # 1 (mod n) for any m such that 1 <m <n — 1.

(This theorem says that there is a so-called “primitive root” a for n, whose powers
run through all non-0 residues mod n.)

With this theorem in mind,we would like to use the number a to be the witness for
the primality of n. Since, obviously, only the remainder of the number a after division
by n is significant here, there will also be a witness a with 1 < a < n. In this way, the
restriction on the length of the witness is satisfied: a does not have more bits than n
itself. Let k& be the number of bits of n. As we have seen in Chapter B, we can check
the condition

a”'=1 (mod n) (4.1)

in polynomial time. It is, however, a much harder question how to verify the further
conditions:

a™#1 (mod n) (I1<m<n-1). (4.2)

We have seen that we can do this for each specific m, but it seems that we must do
this n — 2 times, i.e., exponentially many times in terms of k. We can use, however, the
(easy) number-theoretical fact that if () holds then the smallest m = myq violating
(E22) (if there is any) is a divisor of n—1. It is also easy to see that then (E22) is violated
by every multiple of mq smaller than n — 1. Thus, if the prime factor decomposition of
n—1isn—1=p"---p;* then (A2) is violated by some m = (n — 1)/p;. It is enough
therefore to verify that for all ¢ with 1 < <,

a™V/Pi £ 1 (mod n).

Now, it is obvious that ¢ < k and therefore we have to check (E=4) for at most k values
which can be done in the way described before, in polynomial total time.

There is, however, another difficulty: how are we to compute the prime decomposi-
tion of n — 17 This, in itself, is a harder problem than to decide whether n is a prime.
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We can, however, add the prime decomposition of n — 1 to the “witness”; this consists
therefore, besides the number a, of the numbers py, 71, ..., ps, 7 (it is easy to see that
this is at most 3k bits). The only problem that remains to be checked is whether this
is indeed a prime decomposition, i.e., that n — 1 = pi*---p;* (this is easy) and that
P1,---,p¢ are indeed primes. We can do this recursively.

We still have to check that this recursive method gives witnesses of polynomial
length and it can be decided in polynomial time that these are witnesses. Let L(k)
denote the maximum length of the witnesses in case of numbers n of k bits. Then,
according to the above recursion,

L(k) < 3k + i L(k,)

where k; is the number of bits of the prime p;. Since p;---p; < n —1 < n it follows
easily that

Also obviously k; < k — 1. Using this, it follows from the above recursion that L(k) <
3k?. This is obvious for k¥ = 1 and if we know that it holds for all numbers less than
k, then

t t
L(k) <3k+ Y L(k) <3k+» 3k
=1 =1
t
<3k+3(k—1)> ki <3k+3(k—1) -k <3k

i=1

We can prove similarly that it is decidable about a string in polynomial time whether
it is a certificate defined in the above way.

Usually we are not satisfied with knowing whether a given number n is a prime
or not, but if it is not a prime then we might also want to find one of its proper
divisors. (If we can solve this problem then repeating it, we can find the complete prime
decomposition.) This is not a decision problem, but it is not difficult to reformulate it
as a decision problem:

k) Existence of a bounded divisor. Given two natural numbers n and k; does n
have a proper divisor not greater than k7

It is clear that this problem is in NP: the certificate is the divisor.

The complementary language is also in NP: This is the set of all pairs (n, k) such
that every proper divisor of n is greater than k. A certificate for this is the prime
decomposition of n, together with a certificate of the primality of every prime factor.

It is not known whether the existence of a bounded divisor is in P, moreover not
even a randomized polynomial algorithm was yet found. However, in 2002 primality
was proved to be in P by Agrawal, Kayal and Saxena.

Now we turn to some basic questions in algebra. A notion analogous for primality of
a positive integer is irreducibility of a polynomial (for simplicity, with a single variable,
and with rational coefficients). A polynomial is reducible if it can be written as the
product of two non-constant polynomials with rational coefficients.
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1) Reducibility of a polynomial over the rational field. Witness: a proper
divisor; but some remarks are in order.

Let f be the polynomial. To prove that this problem is in NP we must convince
ourselves that the number of bits necessary for writing down a proper divisor can be
bounded by a polynomial of the number of bits in the representation of f. (We omit
the proof of this here.)

It can also be shown that this language is in P.

A system Az < b of linear inequalities (where A is an integer matrix with m rows
and n columns and b is a column vector of m elements) can be considered a word
over the alphabet consisting of the symbols “0”, “1”, “.” and “;” when e.g., we represent
its elements in the binary number system, write the matrix row after row, placing a
comma after each number and a semicolon after each row. The following properties of
systems of linear inequalities are in NP:

m) Existence of solution. The solution offers itself as an obvious witness of solvabil-
ity but we must be careful: we need that if a system of linear equations with integer
coefficients has a solution then it has a solution among rational numbers, moreover,
even a solution in which the numerators and denominators have only a polynomial
number of bits. These facts follow from the elements of the theory of linear program-
ming.

n) Nonexistence of solution. Witnesses for the non-existence of solution can be
found using the following fundamental theorem known from linear programming;:

Theorem 4.3.6 (Farkas’s Lemma). The system Ax < b of inequalities is unsolvable if
and only if the following system of inequalities is solvable: y' A =0, yI'b = —1, y > 0.

In words, this lemma says that a system of linear inequalities is unsolvable if and
only if a contradiction can be obtained by a linear combination of the inequalities with
nonnegative coefficients.

Using this, a solution of the system of inequalities given in the lemma (the non-
negative coefficients) is a witness of the nonexistence of a solution for the original
system.

o) Existence of an integer solution. The solution itself is a witness but we need
some reasoning again to limit the size of witnesses, which is difficult here. The argu-
ments needed are similar to the ones seen at the discussion of Gaussian elimination in
Section B and are based on Cramer’s rule.

It is not known whether the non-existence of an integer solution is in NP, i.e., if this
fact can be certified by a polynomial length and polynomial time verifiable certificate.

It is important to note that the fundamental problem of linear programming, i.e.,
looking for the optimum of a linear object function under linear conditions, can be
easily reduced to the problem of solvability of systems of linear inequalities. Similarly,
the search for optimal integer solutions can be reduced to the decision of the existence
of integer solutions.

For a long time, it was unknown whether the problem of solvability of systems of
linear inequalities is in P (the well-known simplex method is not polynomial). The
first polynomial algorithm for this problem was the ellipsoid method of L. G. Khachian
(relying on work by Yudin and Nemirovskii).
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The running time of this method led, however, to a very high-degree polynomial;
it could not therefore compete in practice with the simplex method which, though is
exponential in the worst case, is on average (in practice) much faster than the ellipsoid
method.

Several polynomial time linear programming algorithms have been found since;
among these, Karmarkar’s method can compete with the simplex method even in prac-
tice.

No polynomial algorithm is known for solving systems of linear inequalities in inte-
gers; one cannot even hope to find such an algorithm (see the notion of NP-completeness
below).

Reviewing the above list of examples, the following observations can be made.

e For many properties that are in NP, their negation (i.e., the complement of the
corresponding language) is also in NP. This fact is, however, generally non-trivial;
in various branches of mathematics, often the most fundamental theorems assert
this for certain languages.

e [t is often the case that if some property (language) turns out to be in NPNco—NP
then sooner or later it also turns out to be in P. This happened, for example,
with the existence of perfect matchings, planarity, the solution of systems of linear
inequalities. Research is very intensive on prime testing. If NP is considered an
analog of “recursively enumerable” and P an analog of “recursive” then we can
expect that this is always the case. However, there is no proof for this; moreover,
this cannot really be expected to be true in full generality.

e In case of other NP problems, their solution in polynomial time seems hopeless,
they are very hard to handle (Hamiltonian cycle, graph coloring, and integer
solution of a system of linear inequalities). We cannot prove that these are not
in P (we don’t know whether P = NP holds); but still, one can prove a certain
property of these problems that shows that they are hard. We will return to this
in a later section of this chapter.

e There are many problems in NP with a naturally corresponding search problem
and with the property that if we can solve the decision problem then we can
also solve (in a natural manner) the search problem. E.g., if we can decide in
polynomial time whether there is a perfect matching in a certain graph then we
can search for a perfect matching in polynomial time in the following way. We
delete edges from the graph as long as a perfect matching still remains in it. When
we get stuck, the remaining graph must be a perfect matching. Using similar
simple tricks, the search problem corresponding to the existence of Hamiltonian
cycles, colorability with 3 colors, etc. can be reduced to the decision problem.
This is, however, not always so. E.g., our ability to decide in polynomial time
whether a number is a prime is not applicable to the problem of finding a proper
divisor.

e A number of NP-problems have a related optimization problem which is more
natural to state, even if it is not an NP-problem by its form. For example,
instead of the general matching problem, it is more natural to determine the
maximum size of a matching in the graph. In case of the coloring problem, we
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may want to look for the chromatic number, the smallest number of colors with
which the graph is colorable. The solvability of a set of linear inequalities is
intimately connected with the problem of finding a solution that maximizes a
certain linear form: this is the problem of linear programming. Several other
examples come later. If there is a polynomial algorithm solving the optimization
problem then it automatically solves the associated NP problem. If there is
a polynomial algorithm solving the NP-problem then, using binary search, it
provides a polynomial algorithm to solve the associated optimization problem.

There are, of course, interesting problems (languages) also in other non-deterministic
complexity classes. The non-deterministic exponential time (NEXPTIME) class can be
defined as the union of the classes NTIME(2™) for all ¢ > 0. We can formulate an
example in connection with Ramsey’s Theorem. Let G be a graph; the Ramsey number
R(G) corresponding to G is the smallest N > 0 such that no matter how we color the
edges of the N-node complete graph with two colors, some color contains a copy of
G. (Ramsey’s Theorem is the non-trivial fact that such a finite number exists.) Let £
consist of the pairs (G, N) for which R(G) > N. The size of the input (G, N) (if G is
described, say, by its adjacency matrix) is O(|V (G)]* + log N).

Now, £ is in NEXPTIME since the fact (G, N) € L is witnessed by a coloring
of the complete graph on N nodes in which no homogenously colored copy of G; this
property can be checked in time O(N!V(@)) which is exponential in the size of the input
(but not worse). On the other hand, deterministically, we know no better algorithm
to decide (G, N) € L than a double exponential one. The trivial algorithm, which is,
unfortunately, the best known, goes through all 2V =1/2 colorings of the edges of the
N-node complete graph.

4.4 NP-completeness

We say that a language £ C X7 is polynomially reducible to a language Lo C 33 if
there is a function f : X7 — X3 computable in polynomial time such that for all words
x € X7 we have

r €Ly & f(zr) € Ls.

It is easy to verify from the definition that this relation is transitive:

Proposition 4.4.1. If Ly is polynomially reducible to Lo and Lo is polynomially re-
ducible to L3 then Ly is polynomially reducible to L3.

The membership of a language in P can also be expressed by saying that it is
polynomially reducible to the language {1}.

Proposition 4.4.2. If a language is in P then every language is in P that is poly-
nomially reducible to it. If a language is in NP then every language is in NP that it
polynomially reducible to it.

We call a language NP-complete if it belongs to NP and every language in NP is
polynomially reducible to it. These are thus the “hardest” languages in NP. The class
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Figure 4.2: The classes of NP-complete (NPC) and co-NP-complete languages

of NP-complete languages is denoted by NPC. Figure B2 adds the class of NP-complete
languages to figure Bl We'll see that the position of the dotted line is not a proved
fact: for example, if P = NP, then also NPC = P.

The word “completeness” suggests that such a problem contains all the complexity
of the whole class: the solution of the decision problem of a complete language contains,
in some sense, the solution to the decision problems of all other NP languages. If we
could show about even a single NP-complete language that it is in P then P = NP
would follow. The following observation is also obvious.

Proposition 4.4.3. If an NP-complete language Ly is polynomially reducible to a
language Lo in NP then Lo is also NP-complete.

It is not obvious at all that NP-complete languages exist. Our first goal is to give
an NP-complete language; later (by polynomial reduction, using Proposition B273) we
will prove the NP-completeness of many other problems.

A Boolean polynomial is called satisfiable if the Boolean function defined by it is
not identically 0. The Satisfiability Problem is to decide for a given Boolean polynomial
f whether it is satisfiable. We consider the problem when the Boolean polynomial is a
conjunctive normal form.

Exercise 4.4.1. When is a disjunctive normal form satisfiable?

Exercise 4.4.2. Given a graph G and three colors, 1,2 and 3. Let us introduce, to
each vertex v and color i a logical value x[v,i]. Give a conjunctive normal form B for
the variables x|v,i] which is satisfiable if and only if

a) G can be colored with 3 colors such that x[v,i| is true if and only if the color of
vV 1S 15
b) the coloring is also required to be proper.

Give a conjunctive normal form which s satisfiable if and only if G is 3-colorable.

We can consider each conjunctive normal form as a word over the alphabet consist-
ing of the symbols “x”, “07, “17, “+7 “=" (or “Z”), “A” and “V” (we write the indices of
the variables in binary number system, e.g., ¢ = 110). Let SAT denote the language
formed from the satisfiable conjunctive normal forms.

The following theorem is one of the central results in complexity theory.
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Theorem 4.4.4 (Cook-Levin Theorem). The language SAT is NP-complete.

Proof. Let L be an arbitrary language in NP. Then there is a non-deterministic Turing
machine 7' = (k, ¥, T", ®) and there are integers ¢,c¢; > 0 such that T recognizes L in
time ¢; - n°. We can assume k = 1. Let us consider an arbitrary word Ay ---h, € X*.
Let N = [¢; - n¢]. Let us introduce the following variables:

zlt,g) (0<t<N, gel),
ylt,p] (0<t< N, =N <p<N),
z[t,p,h] (0<t< N, =N <p<N, hel).

If a legal computation of the machine T is given then let us assign to these variables
the following values: zt, g] is true if after the ¢-th step, the control unit is in state g;
y[t, p] is true if after the ¢-th step, the head is on the p-th tape cell; z[t, p, h] is true if
after the t-th step, the p-th tape cell contains symbol h. The variables x, y, z obviously
determine the computation of the Turing machine.

However, not every possible system of values assigned to the variables will cor-
respond to a computation of the Turing machine. One can easily write up logical
relations among the variables that, when taken together, express the fact that this is
a legal computation accepting h; - - - h,. We must require that the control unit be in
some state in each step:

\zlt.g  (0<t<N);

gel

and it should not be in two states:

z[t,g) Velt,g'] (9,4 €T, 0<t<N).

We can require, similarly, that the head should be only in one position in each step
and there should be one and only one symbol in each tape cell. We write that initially
the machine is in state START and at the end of the computation, in state STOP, and
the head starts from cell 0:

x[0, START] =1, z[N,STOP] =1, y[0,0] = 1;

and, similarly, that the tape contains initially the input hq,...,h, and finally the
symbol 1 on cell 0:

2[00 —1,h] =1 (1 <i<n)
2[0,i—1,%| =1 (i <0ori>n)
2[N,0,1] = 1.
We must further express the computation rules of the machine, i.e., that for all

g, €T, hh e€X ee{-1,0,1}, - N<p< Nand 0<t < Nif (g,h, ¢, W, e) & D,
then we have

z[t,g) Vylt,pl vV zlt,p, A Vet +1,¢'| Vylt + 1, p+e| V2t + 1,p, 1],
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and to make sure that the head does not jump far, also

ylt.pl Vylt +1,p =1 Vylt + 1,p] vylt + 1,p+1].
We also need that where there is no head the tape content does not change:
ylt,p] V z[t,p, h] v 2[t + 1,p, h.

Joining all these relations by the sign “A” we get a conjunctive normal form that
is satisfiable if and only if the Turing machine 7" has a computation of at most N
steps accepting hy,...,h,. It easy to verify that for given hy,..., h,, the described
construction of a formula can be carried out in polynomial time. O]

It will be useful to prove the NP-completeness of some special cases of the sat-
isfiability problem. A conjunctive normal form is called a k-form if in each of its
components, at most k literals occur. Let k-SAT denote the language made up by the
satisfiable k-forms. Let further SAT-k denote the language consisting of those satisfi-
able conjunctive normal forms in which each variable occurs in at most k elementary
disjunctions.

Theorem 4.4.5. The language 3-SAT is NP-complete.

Proof. We reduce SAT to 3—SAT by introducing new variables. Given a B conjunctive
normal form, take one of its disjunctions. This can be expressed as £ = 21 V...V z
where each z; is a literal. Let us introduce k new variables, y¥, ... y¥ and take the

yr VEL =GV A
and
yEvz, = yP vyl =P vyE v = (i=2,.. k)

disjunctions (these express that y* = z; and y” = yF, V z;, ie, yF =21 V...V z).
These and the single component disjunctions y for each E connected with A symbols
we get a 3-form that is satisfiable if and only if B is satisfiable. n

It is natural to wonder at this point why have we considered only the 3-satisfiability
problem. The problems 4-SAT, 5-SAT, etc. are harder than 3-SAT therefore these are,
of course, also NP-complete. The theorem below shows, on the other hand, that the
problem 2-SAT is already not NP-complete (at least if P # NP). This illustrates
the fact that often a little modification of the conditions of a problem leads from a
polynomially solvable problem to an NP-complete one.

Theorem 4.4.6. The language 2-SAT 1is in P.

Proof. Let B be a 2-form on the variables zq,...,x,. Let us use the conven-
tion that the variables z; are also written as xll and the negated variables T; are
also written as new symbols z¥. Let us construct a directed graph G on the set
V(G) ={x1,..., 2, T1, ..., Ty} in the following way: we connect node 5 to node 9 if
xl e \/x? is an elementary disjunction in B. (This disjunction is equivalent to x5 = x?)
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Let us notice that then in this graph, there is also an edge from le-"s to x; . In this
directed graph, let us consider the strongly connected components; these are the classes
of nodes obtained when we group two nodes in one class whenever there is a directed
path between them in both directions.

Lemma 4.4.7. The formula B 1is satisfiable if and only if none of the strongly connected
components of G contains both a variable and its negation.

The theorem follows from this lemma since it is easy to find in polynomial time the
strongly connected components of a directed graph. O]

Proof of Lemma [Z.1. Let us note first that if an assignment of values satisfies formula
B and x5 is “true” in this assignment then every x? is “true” to which an edge leads from
z5: otherwise, the elementary disjunction z; ¢V x? would not be satisfied. It follows
from this that the nodes of a strongly connected component are either all “true” or
none of them. But then, a variable and its negation cannot simultaneously be present
in a component.

Conversely, let us assume that no strongly connected component contains both a
variable and its negation. Consider a variable z;. According to the condition, there
cannot be directed paths in both directions between z? and z}. Let us assume there
is no such directed path in either direction. Let us then draw a new edge from z} to
29, This will not violate our assumption that no connected component contains both
a node and its negation. If namely such a connected components should arise then it
would contain the new edge, but then both x} and z¥ would belong to this component
and therefore there would be a path from z¥ to z}. But then this path would also be
in the original graph, which is impossible.

Repeating this procedure, we can draw in new edges (moreover, always from a
variable to its negation) in such a way that in the obtained graph, between each variable
and its negation, there will be a directed path in exactly one direction. Let now be
z; = 1 if a directed path leads from x? to 2} and 0 if not. We claim that this assignment
satisfies all disjunctions. Let us namely consider an elementary disjunction, say, z; Vx;.
If both of its members were false then—according to the definition—there were a
directed path from z; to z7 and from z; to z9. Further, according to the definition of
the graph, there is an edge from 29 to z} and from 2 to z;}. But then, z{ and z; are
in a strongly connected component, which is a contradiction. Il

£

Theorem 4.4.8. The language SAT-3 is NP-complete.

Proof. Let B be a Boolean formula of the variables x,...,z,. For each variable z;,
replace the i-th occurrence of z; in B, with new variable yj-: let the new formula be
B'. For each j, assuming there are m occurrences of z; in B, form the conjunction

Ci=W=y)NY =y) N A" =)

(Of course, yj = ¥ is equivalent to 7; V y?, so the above can be rewritten into a
conjunctive normal form.) The formula B’ACj A- - -AC,, contains at most 3 occurrences
of each variable, is a conjunctive normal form if B is, and is satisfiable obviously if and
only if B is. O
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Exercise 4.4.3. Define 3-SAT-3 and show that it is NP-complete.
Exercise 4.4.4. Define SAT-2 and show that it is in P.

4.5 Further NP-complete problems

One might think that NP-complete problems are of logical character. In what follows,
we will show the NP-completeness of a number of important “everyday” combinatorial,
algebraic, etc. problems. When we show that a problem is NP-complete, then it follows
that it is not in P unless P = NP. Therefore, we can consider the NP-completeness of
a language as a proof of its undecidability in polynomial time.

Let us formulate a fundamental combinatorial problem:

Problem 4.5.1 (Blocking Set Problem). Given a system {A,..., An} of finite sets
and a natural number k, is there a set with at most k elements intersecting every A;?

We have met a special case of this problem, the Blocking Set Problem for the edges
of a bipartite graph in Section BXl. This special case was polynomial time solvable. In
contrast to this, we prove:

Theorem 4.5.1. The Blocking Set Problem is NP-complete.

Proof. We reduce 3-SAT to this problem. For a given conjunctive 3-normal form
B we construct a system of sets as follows: let the underlying set be the set
{z1,...,2,,%1,..., Ty} of the variable symbols occurring in B and their negations.
For each clause of B, let us take the set of literals occurring in it; let us further take
the sets {x;, T;}. The elements of this set system can be blocked with at most n nodes
if and only if the normal form is satisfiable. O]

The Blocking Set Problem remains NP-complete even if we impose various restric-
tions on the set system. It can be seen from the above construction that the Blocking
Set Problem is NP-complete even for a system of sets with at most three elements.
(We will see a little later that this holds even if the system contains only two-element
sets, i.e., the edges of a graph.) If we reduce the language SAT first to the language
SAT-3 according to Theorem BE-48 and apply to this the above construction then we
obtain a set system for which each element of the underlying set is in at most 4 sets.

With a little care, we can show that the Blocking Set Problem remains NP-complete
even for set-systems in which each element is contained in at most 3 sets. Indeed, it is
easy to reduce the Satisfiability Problem to the case when the input is a conjunctive
normal form in which every variable occurs at least once negated and at least once
unnegated; then the construction above gives such a set-system.

We cannot go further than this: if each element is in at most 2 sets then the Blocking
Set Problem is solvable in polynomial time. In fact, it is easy to reduce this special
case of the blocking set problem to the matching problem.

It is easy to see that the following problem is equivalent to the Blocking Set Problem
(only the roles of “elements” and “subsets” must be interchanged):
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Problem 4.5.2 (Covering problem). Given a system {Ai,..., Ay} of subsets of a
finite set S and a natural number k. Can k sets be selected in such a way that their
union 1s the whole set S?

According to the discussion above, this problem is NP-complete even when each of
the given subsets has at most 3 elements but it is in P if the size of the subsets is at
most 2.

For set systems, the following pair of problems is also important.

Problem 4.5.3 (k-partition problem). Given a system {Ai,..., A,} of subsets of a
finite set V' and a natural number k. Can a subsystem of k sets {A;,,..., A} be
selected that gives a partition of the underlying set (i.e., consists of disjoint sets whose
union is the whole set V' )?

Problem 4.5.4 (Partition problem). Given a system {Ay,..., A} of subsets of a
finite set S. Can a subsystem (of any size) be selected that gives a partition of the
underlying set?

If all the A;’s are of the same size, then of course the number of sets in a partition
is uniquely determined, and so the two problems are equivalent.

Theorem 4.5.2. The k-partition problem and the partition problem are NP-complete.

Proof. We reduce the Covering Problem with sets having at most 3 elements to the
k-partition problem. Thus we are given a system of sets with at most 3 elements each
and a natural number k. We want to decide whether k of these given sets can be
selected in such a way that their union is the whole S. Let us expand the system by
adding all subsets of the given sets (it is here that we exploit the fact that the given
sets are bounded: from this, the number of sets grows at most 23 = 8-fold). Obviously,
if k sets of the original system cover S then k appropriate sets of the expanded system
provide a partition of S, and vice versa. In this way, we have found that the k-partition
problem is NP-complete.

Second, we reduce the k-partition problem to the partition problem. Let U be a
k-element set disjoint from S. Let our new underlying set be S U U, and let our new
set system contain all the sets of form A; U {u} where u € U. Obviously, if from this
new set system, some sets can be selected that form a partition of the underlying set
then the number of these is k and the parts falling in S give a partition of S into k sets.
Conversely, every partition of S into k sets A; provides a partition of the set SUU into
sets from the new set system. Thus, the partition problem is NP-complete. O]

If the given sets have two elements then the Partition problem is just the perfect
matching problem and can therefore be solved in polynomial time. On the other hand,
the Partition problem for sets with at most 3 elements is NP-complete.

Next we treat a fundamental graph-theoretic problem, the coloring problem. We
have seen that the problem of coloring with two colors is solvable in polynomial time.

On the other hand:

Theorem 4.5.3. The problem whether a graph can be colored with three colors is an
NP-complete problem.
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Figure 4.3: The graph whose 3-coloring is equivalent to satisfying the expression
(T VT Vy) A (1 Vs VIT3)

Proof. Let a 3-form B be given; we construct a graph G for it that is colorable with
three colors if and only if B is satisfiable.

For the nodes of the graph GG, we first take the literals, and we connect each variable
with its negation. We take two more nodes, u and v, and connect them with each
other, further we connect u with all unnegated and negated variables. Finally, we take
a pentagon for each elementary disjunction z;, V z;, V z,; we connect two neighboring
vertices of the pentagon with v, and its three other vertices with z;,, 2;, and z;,. We
claim that the graph GG thus constructed is colorable with three colors if and only if B
is satisfiable (Figure E3).

The following observation, which can be very easily verified, plays a key role in the
proof: if for some clause z;, V z;i, V zi,, the nodes z;,, zi,, zi, and v are colored with
three colors then this coloring can be extended to the pentagon as a legal coloring if and
only if the colors of z;,, zi,, zi, and v are not identical.

Let us first assume that B is satisfiable, and let us consider the corresponding value
assignment. Color red those (negated or unnegated) variables that are “true”, and blue
the others. Color u yellow and v blue. Since every elementary disjunction must contain
a red node, this coloring can be legally extended to the nodes of the pentagons.

Conversely, let us assume that the graph G is colorable with three colors and let us
consider a “legal” coloring with red, yellow and blue. We can assume that the node v
is blue and the node u is yellow. Then the nodes corresponding to the variables can
only be blue and red, and between each variable and its negation, one is red and the
other one is blue. Then the fact that the pentagons are also colored implies that each
elementary disjunction contains a red node. But this also means that taking the red
nodes as “true”, we get a value assignment satisfying B. O]

It follows easily from the previous theorem that for every number k > 3 the k-
colorability of graphs is NP-complete.

The following is another very basic graph theory problem. A set S of nodes of a
graph is independent, if no edge connects any two of them.

Problem 4.5.5 (Independent node set problem). Given a graph G and a natural
number k, is there an independent set of nodes of size k in G?
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Theorem 4.5.4. The Independent node set problem is NP-complete.

Proof. We reduce to this problem the problem of coloring with 3 colors. Let G be
an arbitrary graph with n nodes and let us construct the graph H as follows: Take
three disjoint copies G, Gg, G3 of G and connect the corresponding nodes of the three
copies. Let H be the graph obtained, this has thus 3n nodes.

We claim that there are n independent nodes in H if and only if G is colorable with
three colors. Indeed, if G is colorable with three colors, say, with red, blue and yellow,
then the nodes in GGy corresponding to the red nodes, the nodes in G corresponding to
the blue nodes and the nodes in G35 corresponding to the yellow nodes are independent
even if taken together in H, and their number is n. The converse can be proved
similarly. ]

In the set system constructed in the proof of Theorem AL there were sets of at
most three elements, for the reason that we reduced the 3-SAT problem to the Blocking
Set Problem. Since the 2-SAT problem is in P, we could expect that the Blocking Set
Problem for two-element sets is in P. We note that this case is especially interesting
since the issue here is the blocking of the edges of graphs. We can notice that the nodes
outside a blocking set are independent (there is no edge among them). The converse
is true in the following sense: if an independent set is maximal (no other node can be
added to it while preserving independence) then its complement is a blocking set for
the edges. Our search for a minimum Blocking set can therefore be replaced with a
search for a maximum independent set, which is also a fundamental graph-theoretical
problem.

Remark. The independent vertex set problem (and similarly, the Blocking set prob-
lem) is NP-complete only if & is part of the input. It is namely obvious that if we fix k&
(e.g., k = 137) then for a graph of n nodes it can be decided in polynomial time (in the
given example, in time O(n'3")) whether it has k independent nodes. The situation is
different with colorability, where already the colorability with 3 colors is NP-complete.

Exercise 4.5.1. Prove that it is also NP-complete to decide whether in a given 2n-
vertex graph, there is an n-element independent set.

Exercise 4.5.2. Prove that it s also NP-complete to decide whether the chromatic
number of a graph G (the smallest number of colors with which its vertices can be
colored) is equal to the number of elements of its largest complete subgraph.

Exercise 4.5.3. Prove that the covering problem, if every set in the set system is
restricted to have at most 2 elements, is reducible to the matching problem.

Exercise 4.5.4. Prove that for hypergraphs, already the problem of coloring with two
colors is NP-complete: Given a system {Ay,..., A,} of subsets of a finite set. Can the
nodes of S be colored with two colors in such a way that each A; contains nodes of both
colors?

From the NP-completeness of the Independent node set problem, we get the NP-
completeness of two other basic graph-theory problems for free. First, notice that the
complement of an independent set of nodes is a blocking set for the family of edges,
and vice versa. Hence we get that the Blocking Set Problem for the family of edges of
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a graph is NP-complete. (Recall that in the special case when the graph is bipartite,
then the minimum size of a blocking set is equal to the size of a maximum matching,
and therefore it can be computed in polynomial time.)

Another easy transformation is to look at the complementary graph G of G (this is
the graph on the same set of nodes, with “adjacent” and “non-adjacent” interchanged).
An independent set in G corresponds to a clique (complete subgraph) in G and vice
versa. Thus the problem of finding a k-element independent set is (trivially) reduced
to the problem of finding a k-element clique, so we can conclude that the problem of
deciding whether a graph has a clique of size k is also NP-complete.

Many other important combinatorial and graph-theoretical problems are NP-
complete:

e Does a given graph have a Hamiltonian circuit?

e Can we cover the nodes with disjoint triangles? (For “2-angles”, this is the match-
ing problem!),

e Does there exist a family of k& node-disjoint paths connecting k given pairs of
nodes?

The book “Computers and Intractability” by Garey and Johnson (Freeman, 1979)
lists NP-complete problems by the hundreds.

A number of NP-complete problems are known also outside combinatorics. The
most important one among these is the following. In fact, the NP-completeness of this
problem was observed (informally, without an exact definition or proof) by Edmonds
several years before the Cook-Levin Theorem.

Problem 4.5.6 (Linear Diophantine Inequalities). Given a system Ax < b of linear
inequalities with integer coefficients, decide whether it has a solution in integers. (Recall
that the epithet “Diophantine” indicates that we are looking for the solution among
integers. )

Theorem 4.5.5. The solvability of a Diophantine system of linear inequalities is an
NP-complete problem.

Here we only prove that the problem is NP-hard. It is a little more involved to
prove that the problem is contained in NP, as we have already mentioned in Section
A3 at o) Existence of an integer solution.

Proof. Let a 3-form B be given over the variables z1,...,x,. Let us take the following
inequalities:
0 <uz; <1 for all 4,
Ty + Ty, + 2y > itz Vo, Vo, isin B,
L4y -+ Ly -+ (1 — LUZ'S) Z 1if Liq V Ly \/Tig is in B,
iy, + (1 =)+ (1 —ay) > 1if 2, VT, VT, is in B,
(1—zy)+ (1 —z) + (1 —ay) > 1T, VT, VT, isin B.
The solutions of this system of inequalities are obviously exactly the value assignments

satisfying B, and so we have reduced the problem 3-SAT to the problem of solvability
in integers of systems of linear inequalities. O
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We mention that already a very special case of this problem is NP-complete:

Problem 4.5.7 (Subset sum problem). Given natural numbers ay, ..., a, andb. Does

there exist a set I such that ) . ;a; = b? (The empty sum is 0 by definition.)

Theorem 4.5.6. The subset sum problem is NP-complete.

Proof. We reduce the partition problem to the subset sum problem. Let {A;,..., A,,}
be a family of subsets of the set S = {0,...,n — 1}, we want to decide whether it
has a subfamily giving a partition of S. Let ¢ = m + 1 and let us assign a number
a; = Y jeq, @ to each set A;. Further, let b = 1 + ¢+ --- +¢"'. We claim that
A;, U---UA,, is a partition of the set S if and only if

ail—l—---—i—aik:b.

The “only if” is trivial. Conversely, assume a;, + --- + a;, = b. Let d; be the number
of those sets A;, that contain the element j (0 < j <n —1). Then

ai1+---+aik:Zdjqj.
J

Each d; is at most m = ¢ —1, so this gives a representation of the integer b with respect
to the number base g. Since ¢ > m, this representation is unique, and it follows that
d; =1,1e., A;, U---UA,, is a partition of S. m

This last problem illustrates nicely that the way we encode numbers can significantly
influence the complexity of a problem. Let us assume that each number a; is encoded
in such a way that it requires a; bits (e.g., with a sequence 1---1 of length a;). In
short, we say that we use the unary notation. The length of the input will increase
this way, and therefore the number of steps an algorithm makes on it when measured
as a function of the input, will become smaller.

Theorem 4.5.7. In unary notation, the subset sum problem is polynomially solvable.

(The general problem of solving linear inequalities over the integers is NP-complete
even under unary notation; this is shown by the proof of Theorem EHH where only
coefficients with absolute value at most 2 are used.)

Proof. For every p with 1 < p <m, we determine the set 7}, of those natural numbers
t that can be represented in the form a;, +---+a;,, where 1 <i; <... <4q, <p. This
can be done using the following trivial recursion:

T():{O}, Tp+1:TpU{t+ap+1:t€Tp}.

If T}, is found then we must only check whether b € T,,, holds.

We must see yet that this simple algorithm is polynomial. This follows immediately
from the observation that 7, C {0,...,>,a;} and thus the size of the sets T}, is
polynomial in the size of the input, which is now ). a;. O]

The method of this proof, that of keeping the results of recursive calls to avoid
recomputation later, is called dynamic programming.
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Remarks. 1. A function f is called NP-hard if every problem in NP can be reduced
to it in the sense that if we add the computation of the value of the function f to the
instructions of the Random Access Machine (and thus consider it a single step) then
every problem in NP can be solved in polynomial time (the problem itself need not be
in NP).

An NP-hard function may or may not be 01-valued (i.e., the characteristic function
of a language). The characteristic function of every NP-complete language is NP-hard,
but there are languages with NP-hard characteristic functions which are not in NP,
and so are strictly harder than any problem in NP (e.g., to decide about a position of
the GO game on an n X n board, who can win).

There are many important NP-hard functions whose values are not 0 or 1. If there
is an optimization problem associated with an NP-problem, like in many important
discrete optimization problems of operations research, then in case the problem is NP-
complete the associated optimization problem is NP-hard. Some examples:

e the famous Traveling Salesman Problem: a non-negative “cost” is assigned to
each edge of a graph, and we want to find a Hamiltonian cycle with minimum
cost (the cost of a Hamiltonian cycle is the sum of the costs of its edges);

e the Steiner problem (find a connected subgraph of minimum cost (defined as
previously, non-negative on each edge) containing a given set of vertices);

e the knapsack problem (the optimization problem associated with a more general
version of the subset sum problem);

e a large fraction of scheduling problems.

Many enumeration problems are also NP-hard (e.g., to determine the number of all
perfect matchings, Hamiltonian cycles or legal colorings).

2. Most NP problems occurring in practice turn out to be either NP-complete or in
P. Nobody succeeded yet to put either into P or among the NP-complete ones the
following problems:

BOUNDED DIVISOR. Does a given natural number n have a proper divisor not
greater than k7?7

GRAPH ISOMORPHISM. Are two given graphs isomorphic?
For both problems it is expected that they are neither in P nor NP-complete.

3. When a problem turns out to be NP-complete we cannot hope to find for it such
an efficient, polynomial algorithm such as e.g., for the matching problem. Since such
problems can be very important in practice we cannot give them up because of such a
negative result. Around an NP-complete problem, a mass of partial results of various
types are born: special classes for which it is polynomially solvable; algorithms that
are exponential in the worst case but are fairly well usable for not too large inputs, or
for problems occurring in practice (whether or not we are able to describe the special
structure of “real word” problems that make them easy); heuristics, approximation
algorithms that do not give exact solution but (provably or in practice) give good
approximation. It is, however, sometimes just the complexity of the problems that can
be utilized: see Chapter 2.
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Exercise 4.5.5. Show that the Satisfiablity Problem can be reduced to the special case
when each variable occurs at least once unnegated and at least once negated.

Exercise 4.5.6. In the GRAPH EMBEDDING PROBLEM, we are given a pair
(G1,G3) of graphs. The question is whether Gy has a subgraph isomorphic to Gy.
Prove that this problem is NP-complete.

Exercise 4.5.7. Prove that if a system of sets is such that every element of the (finite)
underlying set belongs to at most two sets of the system, then the Blocking Set Problem
for this system 1s polynomial time solvable.

[Hint: reduce it to the general matching problem./

Exercise 4.5.8. An instance of the problem of 0-1 Integer Programming is defined
as follows. The input of the problem is arrays of integers a;;,b; for i = 1,...,m,
j=1,...,n. The task is to see if the set of equations

Zaijxj:bi (z:l,,m)
j=1

is satisfiable with x; = 0,1. The Subset Sum Problem is a special case with m = 1.
Make a direct reduction of the 0-1 Integer Programming problem to the Subset Sum
Problem.

Exercise 4.5.9. The SUM PARTITION PROBLEM s the following. Given a set
A ={ay,...,a,} of integers, decide whether there exists a set I such that ), , a; =
Zieﬂ a;. Prove that this problem is NP-complete. [Hint: use the NP-completeness of
the subset sum problem.|

Exercise 4.5.10. The bounded tiling problem B 1is the following language. Its words
have the form T&n&s. Here, the string T' represents a set of tile types (kit) and n is a
natural number. The string s represents a sequence of 4n — 4 tiles. The string T&n&s
belongs to B if and only if there is a tiling of an n X n square with tiles whose type is in
T in such a way that the tiles on the boundary of the square are given by s (starting,
say, at the lower left corner and going counterclockwise). Prove that the language B is
NP-complete.

Exercise 4.5.11. Consider the following tiling problem. We are given a fized finite
set of tile types with a distinguished initial tile among them. Our input is a number n
in binary and we have to decide whether an n X n square can be tiled by tiles of these
types, when all four corners must be the initial tile. Prove that there is a set of tiles
for which this problem is NEXPTIME-complete.



Chapter 5

Randomized algorithms

We cited Church’s Thesis in Chapter B: every “algorithm” (in the heuristic meaning
of the word) is realizable on a Turing machine. It turned out that other models of
computation were able to solve exactly the same class of problems.

But there is an extension of the notion of an algorithm that is more powerful than a
Turing machine, and still realizable in the real world. This is the notion of a randomized
algorithm: we permit “coin tossing”, i.e., we have access to a random number generator.
Such machines will be able to solve problems that the Turing machine cannot solve
(we will formulate and prove this in an exact sense in Chapter B); furthermore, such
machines can solve some problems more efficiently than Turing machines. We start
with a discussion of such examples. The simplest example of such an application of
randomization is checking an algebraic identity; the most important is quite certainly
testing whether an integer is a prime.

Since in this way, we obtain a new, stronger mathematical notion of a machine,
corresponding randomized complexity classes can also be introduced. Some of the
most important ones will be treated at the end of the chapter.

5.1 Verifying a polynomial identity

Let f(x1,...,2,) be a rational polynomial with n variables that has degree at most k
in each of its variables. We would like to decide whether f is identically 0 (as a function
of n variables). We know from classical algebra that a polynomial is identically 0 if and
only if, after “opening its parentheses”, all terms “cancel”. This criterion is, however,
not always useful. It is conceivable, e.g., that the polynomial is given in a parenthesized
form and the opening of the parentheses leads to exponentially many terms as in

(1 + 1) (w2 +y2) - (T +yn) + L.

It would also be good to say something about polynomials in whose definition not only
the basic algebraic operations occur but also some other ones, like the computation of
a determinant (which is a polynomial itself but is often computed, as we have seen, in
some special way).

The basic idea is that we write random numbers in place of the variables and
compute the value of the polynomial. If this is not 0 then, naturally, the polynomial
cannot be identically 0. If the computed value is 0 then though it can happen that

101
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the polynomial is not identically 0, but “hitting” one of its roots has very small proba-
bility; therefore in this case we can conclude that the polynomial is identically 0; the
probability that we make a mistake is small.

If we could give real values to the variables, chosen according to the uniform dis-
tribution e.g., in the interval [0, 1], then the probability of error would be 0. We must
in reality, however, compute with discrete values; therefore we assume that the values
of the variables are chosen from among the integers of the interval [0, N — 1], indepen-
dently and according to the uniform distribution. In this case, the probability of error
will not be 0 but it will be “small” if N is large enough. This is the meaning of the
following fundamental result.

Theorem 5.1.1 (Schwartz—Zippel Lemma). If f is a not identically 0 polynomial in
n variables with degree at most k, and the integers & (i = 1,...,n) are chosen in the
interval [0, N — 1] independently of each other according to the uniform distribution
then

k

P{f(&,...,6) =0} < ¥

(The degree of a polynomial in several variables is defined as the largest degree of
its terms (monomials); the degree of a monomial is the sum of the exponents of the
variables in it.)

Proof. We prove the assertion by induction on n. The statement is true for n = 1 since
a polynomial in one variable of degree at most k£ can have at most k roots. Let n > 1
and let us arrange f according to the powers of x:

f:f0+f1$1+f237%+"‘+ft1?i7

where fy, ..., f; are polynomials of the variables xs, . .., z,, the term f; is not identically
0, and t < k. Now,

P{f(&.,....&) =0}

< P{f(&,...,ﬁn) =0 ’ ft(§27--~7§n) :0}'P{ft(£27~--7§n> :O}
+P{f(& &) =01 filder . &) # 0} - P{fil&s ..., &) # 0}
SP{fil&s - &) =0+ P{f(&, ... &) =01 fi(&, ..., &) # 0}

Here we can estimate the first term by the induction hypothesis, using that the degree
of f; is at most k — ¢; thus the first term is at most (k — t)/N. The second term is at
most /N (since &; is independent of the variables &, ..., &,, therefore no matter how
the latter are fixed in such a way that f; # 0 ( and therefore f as a polynomial of x;
is not identically 0), the probability that ¢; is its root is at most ¢/N). Hence

P{f(gla--wgn):()}éﬁ—l—i< k

—. [l
N N~ N

This suggests the following randomized algorithm to decide whether a polynomial
f is identically 0:



5.1. VERIFYING A POLYNOMIAL IDENTITY 103

Algorithm 5.1.2. We compute f(&,...,&,) with integer values &; chosen randomly
and independently of each other according to the uniform distribution in the interval
[0,2Fk]. If the result is not 0, we stop; f is not identically 0. If we get a 0, we repeat
the computation. If 0 is obtained 100 times we stop and declare that f is identically 0.

If f is identically 0 then this algorithm will say so. If f is not identically 0 then
in every separate iteration — according to Schwartz—Zippel Lemma — the probability
that the result is 0 is less than 1/2. With 100 experiments repeated independently of
each other, the probability that this occurs every time, i.e., that the algorithm asserts
erroneously that f is identically 0, is less than 2719,

Two things are needed for us to be able to actually carry out this algorithm: on
the one hand, we must be able to generate random numbers (here, we assume that this
can be implemented, and even in time polynomial in the number of bits of the integers
to be generated), on the other hand, we must be able to evaluate f in polynomial
time (the size of the input is the length of the “definition” of f; this definition can be,
e.g., an expression containing multiplications and additions with parentheses, but also
something entirely different, e.g., a determinant form).

As a surprising example for the application of the method we present a matching
algorithm. (We have already treated the matching problem in the earlier chapters.)
Let G be a bipartite graph with the edge set F(G) whose edges run between sets A
and B, A= {a1,...,a,}, B={b1,...,b,}. Let us assign to each edge a;b; a variable
x;; and construct the n X n matrix M as follows:

0 otherwise.

The determinant of this graph is closely connected to the matchings of the graph G as
Dénes Kénig noticed while analyzing a work of Frobenius:

Theorem 5.1.3. There is a perfect matching in the bipartite graph G if and only if
det(M) is not identically 0.

Proof. Consider a term in the expansion of the determinant:

EMir1)M2r(2) " Man(n),

where 7 is a permutation of the numbers 1,...,n. For this not to be 0, we
need that a; and br; be connected for all ¢; in other words, we need that
{a1br(1y, - .., anbrny} be a perfect matching in G. In this way, if there is no perfect
matching in G then the determinant is identically 0. If there are perfect matchings in
G then to each one of them a nonzero expansion term corresponds. Since these terms
do not cancel each other (any two of them contains at least two different variables),
the determinant is not identically 0.

m

Since det (M) is a polynomial of the elements of the matrix M that is computable in
polynomial time (e.g., by Gaussian elimination) this theorem offers a polynomial time
randomized algorithm for the matching problem in bipartite graphs. We mentioned it
before that there is also a polynomial time deterministic algorithm for this problem
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(the “Hungarian method”). One advantage of the algorithm treated here is that it is
very easy to program (determinant-computation can generally be found in the program
library). If we use “fast” matrix multiplication methods then this randomized algorithm
is a little faster than the fastest known deterministic one: it can be completed in time
O(n**) instead of O(n?*%). Its main advantage is, however, that it is well suitable to
parallelization, as we will see in Chapter Q.

In non-bipartite graphs, it can also be decided by a similar but slightly more com-
plicated method whether there is a perfect matching. Let V = {vy,...,v,} be the
vertex set of the graph G. Assign again to each edge v;u; (where i < j) a variable z;
and construct an asymmetric n X n matrix 7' = (¢;;) as follows:

Tij if vjv; € E(G), and @ < j,
tij =< —zj ifvwv; € E(G), and i > 7,
0 otherwise.

The following analogue of the above cited result of Frobenius and Kénig (Theorem
613) comes from Tutte and we formulate it here without proof:

Theorem 5.1.4. There is a perfect matching in the graph G if and only if det(T') is
not identically 0.

This theorem offers, similarly to the case of bipartite graphs, a randomized algo-
rithm for deciding whether there is a perfect matching in G.

5.2 Primality testing

Let m be an odd natural number, we want to decide whether it is a prime. We have
seen in the previous chapter that this problem is in NP N co—NP. The witnesses
described there did not lead, however, (at least for the time being) to a polynomial
time prime test. We will therefore give first a new, more complicated NP description
of compositeness.

Theorem 5.2.1 (“Little” Fermat Theorem). If m is a prime then a™ * — 1 is divisible
by m for all natural numbers 1 < a <m — 1.

If the integer ™! — 1 is divisible by m (for a given m) then we say that a satisfies
the Fermat condition.

The Fermat condition, when required for all integers 1 < a < m — 1, also charac-
terizes primes:

Lemma 5.2.2. An integer m > 0 is a prime if and only if all integers 1 <a <m —1
satisfy the Fermat condition.

Indeed, if m is composite, then we can choose for a an integer not relatively prime
to m, and then a™~! — 1 is obviously not divisible by m.

A further nice feature of the Fermat condition is that it can be checked in polynomial
time for given m and a. This was discussed in Chapter @.

Of course, we cannot check the Fermat condition for every a: this would take
exponential time. The question is therefore to which a’s should we apply it?
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We could just try a = 2. This is in fact not a bad test, and it reveals the non-
primality of many (in a sense, most) composite numbers, but it may fail. For example,
561 = 3-11-17 is not a prime, but 561 | 2°° — 1. Any other specific choice of a would
have similar shortcoming.

The next idea is to select a random a and check the Fermat condition. If m is a
prime, then a will of course satisfy it. Suppose that m is not prime, then at least those
a’s not relatively prime to m will violate it. Unfortunately, the number of such a’s may
be minuscule compared to the number of all choices for a, and so the probability that
our random choice will pick one is negligible. (In fact, we can compute the greatest
common divisor of a and m right away: if we can find an a not relatively prime to m,
then this will yield a proper divisor of m.)

So we need to use a’s relatively prime to m. Unfortunately, there are composite
numbers m (the so-called pseudoprimes) for which the Fermat condition is satisfied for
all a relatively prime to m; for such numbers, it will be especially difficult to find an
integer a violating the condition. (Such a pseudoprime is e.g., 561 = 3-11-17.)

But at least if m is not a pseudoprime, then the random choice for a works. This
is guaranteed by the following lemma.

Lemma 5.2.3. If m is not a prime and not a pseudoprime then at most half of the
integers a, 1 < a < m — 1 relatively prime to m satisfies the Fermat condition.

Note that none of the non-relatively-prime a’s satisfy the Fermat condition.

Proof. Since m is not a pseudoprime, there is at least one b relatively prime to m such
that b™~! — 1 is not divisible by m. Now if a is “bad”, i.e., a™ ! — 1 is divisible by m,
then ab mod m is “good™

(ab)mfl — 1= (amfl . 1)bm71 + bmfl - 1’

and here the first term is divisible by m but the second is not.

Hence for every a that is “bad”, we find another a’ (namely ab mod m) that is
“good”. It is easy to see that different a’s yield different “good” numbers. Thus at least
half of the numbers a must be good. [

Thus, if m is not a pseudoprime then the following randomized prime test works:
check whether a randomly chosen integer 1 < a < m — 1 satisfies the Fermat condition.
If not then we know that m is not a prime. If yes then repeat the procedure. If we found
100 times, independently of each other, that the Fermat condition is satisfied then we
say that m is a prime. It can still happen that m is composite, but the probability
that we picked an integer a satisfying the condition is less than 1/2 at every step, and
hence the probability that this occurs 100 times in a row is less than 27190,

Unfortunately, this method fails for pseudoprimes (it declares them prime with
large probability). It turns out that one can modify the Fermat condition just a little
to overcome this difficulty. Let us write the number m —1 in the form 2¥M where M is
odd. We say that a satisfies the Miller—Rabin condition if at least one of the numbers

A —1,a™+1,a®M +1,a™ +1,...,a% M1

is divisible by m. Note that the product of these numbers is a™ ! — 1. Hence every
number satisfying the Miller-Rabin condition also satisfies the Fermat condition.
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If m is a prime then it divides this product, and hence it divides one of these factors,
i.e., every a satisfies the Miller—-Rabin condition. If m is composite then, however, it
could happen that some a satisfies the Fermat condition but not the Miller-Rabin
condition (m can be a divisor of a product without being the divisor of any of its
factors).

Thus the Miller-Rabin condition provides a potentially stronger primality test than
the Fermat condition. The question is: how much stronger?

We will need some fundamental facts about pseudoprimes.

Lemma 5.2.4. Fvery pseudoprime m is
(a) odd;
(b) squarefree (not divisible by any square).

Proof. (a) If m > 2 is even then a = m — 1 will violate the Fermat condition, since
(m—1)""1=—-1#£1 (mod m).

(b) Assume that p? | m; let k be the largest exponent for which p* | m. Then
a = m/p — 1 violates the Fermat condition since the last two terms of the binomial
expansion of (m/p — 1)™ % are —(m — 1)(m/p) + 1 = m/p+ 1 # 1 (mod p*) since
all earlier terms are divisible by p*. If an integer is not divisible by p* then it is not
divisible by m either, thus we are done. O]

Lemma 5.2.5. Let m = pipy---py where the p;’s are different primes. The relation
a™ 1 =1 (mod m) holds for all a relatively prime to m if and only if p; — 1 divides
m — 1 for all i with 1 <1 <t.

Proof. If p; — 1 divides m—1 for all 4 with 1 < i < t then ™! —1 is divisible by p;
according to the little Fermat Theorem and then it is also divisible by m. Conversely,
suppose that a™ ! =1 (mod m) for all a relatively prime to m. If e.g., p; — 1 would
not divide m — 1 then let g be a primitive root modulo p; (the existence of primitive
roots was stated in Theorem BZ33). According to the Chinese Remainder Theorem,
there is a residue class h modulo m with h = ¢ (mod p;) and h = 1 (mod p;) for all
i >2. Then (h,m)=1and p; fR™ ' —1,s0m Jh™ 1 —1. O

Corollary 5.2.6. The number m is a pseudoprime if and only if m = pips - - - p; where
the p;’s are different primes, t > 2, and (p; — 1) divides (m—1) for all i with 1 < i < t.

Remark. This is how one can show about the above example, 561, that it is a pseu-
doprime.

Now we can prove the main fact that makes the Miller-Rabin test better than the
Fermat test.

Theorem 5.2.7. If m is a composite number then at least half of the numbers
1,...,m — 1 wiolate the Miller—Rabin condition.

Proof. Since we have already seen that the lemma holds for non-pseudoprimes, in
what follows we can assume that m is a pseudoprime. Let p; - - - p; (¢ > 2) be the prime
decomposition of m. By the above, these primes are all odd and distinct, and we have
(pi—1)| (m—1)=2*M for all i with 1 <i <t.
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Let [ be the largest exponent with the property that none of the numbers p; — 1
divides 2'M. Since the numbers p; — 1 are even while M is odd, such an exponent
exists (e.g., 0) and clearly 0 <[ < k. Further, by the definition of [, there is a j for
which p; — 1 divides 271 M. Therefore p; — 1 divides 2°M for all s with [ < s < k, and
hence p; divides a*M — 1 for all primitive residue classes a. Consequently p; cannot
divide a*™ + 1 which is larger by 2, and hence m does not divide a®>"™ + 1 either. If
therefore a is a residue class that does not violate the Miller—Rabin condition then m
must already be a divisor of one of the remainder classes a™ —1,a™ +1, a* +1,. .,
a2 M 4 1, a2'™ 4+ 1. Hence for each such a, the number m divides either the product of
the first [ + 1, which is (a*™ — 1), or the last one, (a*™ 41). Let us call the primitive
residue class & modulo m an “accomplice of the first kind” if ™ = 1 (mod m) and
an “accomplice of the second kind” if a*™ = —1 (mod m).

Let us estimate first the number of accomplices of the first kind. Consider an index
i with 1 <4 < t. Since p; — 1 does not divide the exponent 2'M, Theorem B=3H implies
that there is a number ¢ not divisible by p; for which @M _ 1 is not divisible by p;.
The reasoning of Lemma B3 shows that then at most half of the mod p; residue
classes will satisfy the Fermat condition belonging to the above exponent, i.e., such
that a®™ — 1 is divisible by p;. According to the Chinese Remainder Theorem, there
is a one-to-one correspondence between the primitive residue classes with respect to
the product p; ---p; as modulus and the ¢t-tuples of primitive residue classes modulo
the primes py,...,p;. Thus, modulo p; - - - p;, at most a 2!-th fraction of the primitive
residue classes is such that every p; divides (anM — 1). Therefore, at most a 2'-th
fraction of the mod m primitive residue classes are accomplices of the first kind.

It is easy to see that the product of two accomplices of the second kind is one of
the first kind. Hence multiplying all accomplices of the second kind by a fixed one
of the second kind, we obtain accomplices of the first kind, and thus the number of
accomplices of the second kind is at least as large as the number of accomplices of
the first kind. (If there is no accomplice of the second kind to multiply with then the
situation is even better: zero is certainly not greater than the number of accomplices
of the first kind.) Hence even the two kinds together make up at most a 2~ '-th part
of the primitive residue classes, and so (due to ¢ > 2) at most a half. O

Lemma 5.2.8. For a given m and a, it is decidable in polynomial time whether a
satisfies the Miller—Rabin condition.

For this, it is enough to recall from Chapter 3 that the remainder of a® modulo c is
computable in polynomial time. Based on these three lemmas, the following random-
ized algorithm, called the Miller—Rabin test, can be given for prime testing:

Algorithm 5.2.9. Choose a number between 1 and m—1 randomly and check whether
it satisfies the Miller-Rabin condition. If it does not then m is composite. If it does
then choose another a. If the Miller-Rabin condition is satisfied 100 times consecutively
then we declare that m is a prime.

If m is a prime then the algorithm will certainly assert this. If m is composite then
the number a chosen randomly violates the Miller-Rabin condition with probability
at least 1/2. After hundred independent experiments the probability will therefore be
at most 2710 that the Miller-Rabin condition is not violated even once, i.e., that the
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algorithm asserts that m is a prime.

Remarks. 1. If m is found composite by the algorithm then, interestingly enough, we
see this not from finding a divisor but from the fact that one of the residues violates
the Miller—-Rabin condition. If at the same time, the residue a does not violate the
Fermat condition, then m cannot be relatively prime to each of the numbers a™ — 1,
a4+ 1,a*™M +1,a*™+1, -, a? M 1, therefore computing its greatest common
divisors with each one of them will be a proper divisor of m. No polynomial algorithm
(either deterministic or randomized) is known for finding a factorization in the case
when the Fermat condition is also violated. This problem appears to be significantly
more difficult also in practice than the testing of primality. We will see in the Chapter
[2 that this empirical fact has important applications.

2. For a given m, we can try to find an integer a violating the Miller-Rabin condition
not by random choice but by trying out the numbers 1,2, etc. It is not known how
small is the first such integer if m is composite. Using, however, a hundred year old
conjecture of analytic number theory, the so-called Generalized Riemann Hypothesis,
(which is too technical to be formulated here) one can show that it is not greater than
log m. Thus, this deterministic prime test works in polynomial time if the Generalized
Riemann Hypothesis is true.

We can use the prime testing algorithm learned above to look for a prime number
with n digits (say, in the binary number system). Choose, namely, a number k& randomly
from the interval [2"7! 2" — 1] and check whether it is a prime, say, with an error
probability of at most 2719 /n. If it is, we stop. If it is not we choose a new number k.
Now, it follows from the theory of prime numbers that in this interval, not only there is
a prime number but the number of primes is rather large: asymptotically (loge)2"~! /n,
i.e., a randomly chosen n-digit number will be a prime with probability about 1.44/n.
Repeating therefore this experiment O(n) times we find a prime number with very
large probability.

We can choose a random prime similarly from any sufficiently long interval, e.g.,
from the interval [1,2"].

5.3 Randomized complexity classes

In the previous sections, we treated algorithms that used random numbers. Now we
define a class of problems solvable by such algorithms.

First we define the corresponding machine. A randomized Turing machine is a
deterministic Turing machine which has, besides the usual (input-, work- and result-)
tapes, also a tape on whose every cell a bit (say, 0 or 1) is written that is selected
randomly with probability 1/2. The bits written on the different cells are mutually
independent. The machine itself works deterministically but its computation depends,
of course, on chance (on the symbols written on the random tape).

Every legal computation of a randomized Turing machine has some probability. We
say that a randomized Turing machine weakly decides (or, decides in the Monte-Carlo
sense) a language L if for all inputs = € ¥*, it stops with probability at least 3/4 in
such a way that in case of x € L it writes 1 on the result tape, and in case of x & L,
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it writes 0 on the result tape. Shortly: the probability that it gives a wrong answer is
at most 1/4.

In our examples, we used randomized algorithms in a stronger sense: they could err
only in one direction. We say that a randomized Turing machine accepts a language £
if for all inputs x, it always rejects the word x in case of x € L, and if x € £ then the
probability is at least 1/2 that it accepts the word z.

We say that a randomized Turing machine strongly decides (or, decides in the Las
Vegas sense) a language L if it gives a correct answer for each word x € 3* with
probability 1. (Every single computation of finite length has positive probability and
so the O-probability exception cannot be that the machine stops with a wrong answer,
only that it works for an infinite time.)

In case of a randomized Turing machine, for each input, we can distinguish the
number of steps in the longest computation and the expected number of steps. The
class of all languages that are weakly decidable on a randomized Turing machine in
polynomial expected time is denoted by BPP (Bounded Probability Polynomial). The
class of languages that can be accepted on a randomized Turing machine in polynomial
expected time is denoted by RP (Random Polynomial). The class of all languages that
can be strongly decided on a randomized Turing machine in polynomial expected time
is denoted by ZPP. Obviously, BPP 2 RP D ZPP D P.

The constant 3/4 in the definition of weak decidability is arbitrary: we could say
here any number smaller than 1 but greater than 1/2 without changing the definition of
the class BPP (it cannot be 1/2: with this probability, we can give a correct answer by
coin-tossing). If the machine gives a correct answer with probability 1/2 < ¢ < 1 then
let us repeat the computation ¢ times on input x and accept as answer the one given
more often. It is easy to see from the Law of Large Numbers that the probability that
this answer is wrong is less than ¢} where ¢; is a constant smaller than 1 depending
only on c. For sufficiently large t this can be made arbitrarily small and this changes
the expected number of steps only by a constant factor.

It can be similarly seen that the constant 1/2 in the definition of acceptance can
be replaced with an arbitrary positive number smaller than 1.

Finally, we note that instead of the expected number of steps in the definition of
the classes BPP and RP, we could also consider the largest number of steps; this would
still not change the classes. Obviously, if the largest number of steps is polynomial,
then so is the expected number of steps. Conversely, if the expected number of steps
is polynomial, say, at most |z|¢, then according to Markov’s Inequality, the probability
that a computation lasts a longer time than 8|z|? is at most 1/8. We can therefore
build in a counter that stops the machine after 8|z|? steps, and writes 0 on the result
tape. This increases the probability of error by at most 1/8.

The same is, however, not known for the class ZPP: the restriction of the longest
running time would lead here already to a deterministic algorithm, and it is not known
whether ZPP is equal to P (moreover, this is rather expected not to be the case; there
are examples for problems solvable by polynomial Las Vegas algorithms for which no
polynomial deterministic algorithm is known).

Remark. We could also define a randomized Random Access Machine: this would
have an extra cell w in which there is always a 0 or 1 with probability 1/2. We have to
add the instruction y := w to the programming language. Every time this is executed
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a new random bit occurs in the cell w that is completely independent of the previous
bits. Again, it is not difficult to see that this does not bring any significant difference.

It can be seen that every language in RP is also in NP. It is trivial that the classes
BPP and ZPP are closed with respect to the taking of complement: they contain,
together with every language £ the language >* \ L. The definition of the class RP is
not such and it is not known whether this class is closed with respect to complement.
It is therefore worth defining the class co—RP: A language L is in co—RP if ¥* \ L is
in RP.

“Witnesses” provided a useful characterization of the class NP. An analogous theo-
rem holds also for the class RP.

Theorem 5.3.1. A language L is in RP if and only if there is a language L' € P and
a polynomial f(n) such that

() L={z e :Fyex/l a&y e L'} and

(i) if x € L, then at least half of the words y of length f(|x|) are such that x&y € L'.
Proof. Similar to the proof of the corresponding theorem on NP (Theorem B—=2T). [

The connection of the classes RP and ARP is closer than it could be expected on
the basis of the analogy to the classes NP and P:

Theorem 5.3.2. The following properties are equivalent for a language L:
(i) L € ZPP;
(i) £L € RPNco—RP;

(iii) There is a randomized Turing machine with polynomial (worst-case) running time
that can write, besides the symbols “0” and “17, also the words “I GIVE UP”; the
answers “0” and “1”7 are never wrong, i.e., in case of x € L the result is “1” or
“I GIVE UP”, and in case of x & L it is “0” or “I GIVE UP”. The probability of
the answer “I GIVE UP” is at most 1/2.

Proof. 1t is obvious that (i) implies (ii). It can also be easily seen that (ii) implies
(iii). Let us submit x to a randomized Turing machine that accepts £ in polynomial
time and also to one that accepts ¥* \ £ in polynomial time. If the two give opposite
answers then the answer of the first machine is correct. If they give identical answers
then we “give it up”. In this case, one of them made an error and therefore this has a
probability at most 1/2.

Finally, to see that (iii) implies (i) we just have to modify the Turing machine 7
given in (iii) in such a way that instead of the answer “I GIVE UP”, it should start
again. If on input z, the number of steps of Tj is 7 and the probability of giving it up
is p then on this same input, the expected number of steps of the modified machine is

T

Zpt_l(l —p)tT = < 27 O
t=1

I1—-p
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For our example about polynomials not identically 0, it is only known that the
decision problem is in RP and not known whether it belongs to ZPP or P. Among the
algebraic (mainly group-theoretical) problems, there are many that are in RP or ZPP
but no polynomial algorithm is known for their solution.

Remark. The algorithms that use randomization should not be confused with the
algorithms whose performance (e.g., the expected value of their number of steps) is
being examined for random inputs. Here we did not assume any probability distribution
on the set of inputs, but considered the worst case. The investigation of the behavior
of algorithms on random inputs coming from a certain distribution is an important but
difficult area, still in its infancy, that we will not treat here.

Exercise 5.3.1. Suppose that some experiment has some probability p of success. Prove
that in n3 experiments, it is possible to compute an approzimation p of p such that the

probability of |[p—p| > \/p(1 — p)/n is at most 1/n. [Hint: Use Chebychev’s Inequality.|

Exercise 5.3.2. We want to compute a real quantity a. Suppose that we have a ran-
domized algorithm that computes an approzimation A (which is a random variable)
such that the probability that |A — a| > 1 is at most 1/20. Show that by calling the
algorithm t times, you can compute an approximation B such that the probability that
|B —a| > 1 is at most 27",

Exercise 5.3.3. Suppose that somebody gives you three n x n matrices A, B,C (of
integers of mazimum length 1) and clatims C' = AB. You are too busy to verify this
claim exactly and instead do the following. You choose a random vector x of length
n whose entries are integers chosen uniformly from some interval [0,..., N — 1], and
check A(Bz) = Cx. If this is true you accept the claim otherwise you reject it.

e How large must N be chosen to make the probability of false acceptance smaller
than 0.017

e Compare the time complexity the probabilistic algorithm to the one of the deter-
manistic algorithm computing AB.

Exercise 5.3.4. Show that if m is a pseudoprime then the Miller—Rabin test not only
discovers this with large probability but it can also be used to find a decomposition of
m into two factors.

Exercise 5.3.5. Formulate what it means that a randomized RAM accepts a certain
language in polynomial time and show that this is equivalent to the fact that some
randomized Turing machine accepts it.

Exercise 5.3.6. Let us call a Boolean formula with n variables robust if it is either un-
satisfiable or has at least 2" /n? satisfying assignments. Give a probabilistic polynomial
algorithm to decide the satisfiability of robust formulas.



Chapter 6

Information complexity: the
complexity-theoretic notion of
randomness

The mathematical foundation of probability theory appears among the already men-
tioned famous problems of Hilbert formulated in 1900. Von Mises made an important
attempt in 1919 to define the randommness of a 0-1 sequence. His attempt can be
sketched as follows. We require that the frequency of 0’s and 1’s be approximately
the same. This is clearly not enough, but we can require the same to hold also if we
select every second number of the sequence. More generally, we can require the same
for all subsequences obtained by selecting indices from an arithmetic progression. This
approach, however, did not prove sufficiently fruitful.

In 1931 Kolmogorov initiated another approach, using measure theory. His theory
was very successful from the point of view of probability theory, and it is the basis of
the rigorous development of probability theory in any textbook today.

However, this standard approach fails to capture some important aspects. For
example, in probability theory based on measure theory, we cannot speak of the ran-
domness of a single 0-1 sequence, only of the probability of a set of sequences. At
the same time, in an everyday sense, it is “obvious” that the sequence “Head, Head,
Head,...” cannot be the result of coin tossing. In the 1960’s Kolmogorov and in-
dependently Chaitin revived the idea of von Mises, using complexity-theoretic tools.
They defined the information complexity (information content) of a sequence; then
(roughly speaking) random sequences are those whose information content is as large
as possible. The importance of these results goes beyond the foundation of probability
theory; it contributes to the clarification of the basic notions in several fields like data
compression, information theory and statistics.

In this chapter we introduce the notion of information complexity first. Next we
treat the notion of self-delimiting information complexity. While this may seem just
a technical variant of the basic notion, it is important because (unlike in the case
of, say, Turing machines, where such variants turn out to be equivalent) self-delimiting
information complexity has quite different properties in many respects. Then we discuss
the notion of an informatically random sequence, and show that such sequences behave
like “usual” random sequences: they obey the Laws of Large Numbers. Finally, we
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discuss the problem of optimal encoding of various structures.

6.1 Information complexity

Fix an alphabet ¥. Let Xy = X\ {x}. It will be convenient to identify ¥ with the
set {0,1,...,m — 1}. Consider a 2-tape, universal Turing machine T over ¥. We say
that the word (program) g over ¥y prints word z if writing ¢ on the second tape (the
program tape) of T and leaving the first tape empty, the machine stops in finitely many
steps with the word z on its first tape (the data tape).

Let us note right away that every word is printable on 7'. There is namely a one-
tape (perhaps large, but rather trivial) Turing machine S, that, when started with the
empty tape, writes the word x onto it and halts. This Turing machine can be simulated
by a program ¢, that, in this way, prints x.

The information complexity (also called Kolmogorov complexity) of a word = € 3
we mean the length of the shortest word (program) that makes 7' print the word z.
We denote the complexity of the word = by Kp(z).

We can also consider the program printing = as a “code” of the word x where the
Turing machine 7" performs the decoding. This kind of code will be called a Kolmogorov
code. For the time being, we make no assumptions about how much time this decoding
(or encoding, finding the appropriate program) can take.

We would like the complexity to be a characteristic property of the word z and
to depend on the machine 7' as little as possible. It is, unfortunately, easy to make
a Turing machine that is obviously “clumsy”. For example, it uses only every second
letter of each program and “skips” the intermediate letters. Such a machine can be
universal, but every word will be defined twice as complex as on the machine without
this strange behavior.

We show that if we impose some, rather simple, conditions on the machine 7" then
it will no longer be essential which universal Turing machine is used for the definition
of information complexity. Roughly speaking, it is enough to assume that every input
of a computation performable on 7' can also be submitted as part of the program.
To make this more exact, we assume that there is a word (say, DATA) for which the
following holds:

(a) Every one-tape Turing machine can be simulated by a program that does not
contain the word DATA as a subword;

(b) If T is started so that its program tape contains a word of the form xDATAy
where the word x does not contain the subword DATA, then the machine halts
if and only if it halts when started with y written on the data tape and x on the
program tape, and in fact with the same output on the data tape.

It is easy to see that every universal Turing machine can be modified to satisfy the
assumptions (a) and (b). In what follows, we will always assume that our universal
Turing machine has these properties.

Lemma 6.1.1. There is a constant ¢y (depending only on T) such that Kr(z) <
|z| + cr.



114 CHAPTER 6. INFORMATION COMPLEXITY

Proof. T is universal, therefore the (trivial) one-tape Turing machine that does nothing
(stops immediately) can be simulated on it by a program py (not containing the word
DATA). But then, for every word z € 3§, the program poDATAz will print the word
x and stop. Thus the constant ¢ = |po| + 4 satisfies the conditions. O

Remark. We had to be a little careful since we did not want to restrict what symbols
can occur in the word x. In the BASIC programming language, for example, the
instruction PRINT "z" is not good for printing words x that contain the symbol ". We
are interested in knowing how concisely the word x can be coded in the given alphabet,
and we do not allow therefore the extension of the alphabet.

We prove now the basic theorem showing that the complexity (under the above
conditions) does not depend too much on the given machine.

Theorem 6.1.2 (Invariance Theorem). Let T' and S be universal Turing machines
satisfying conditions (a), (b). Then there is a constant crs such that for every word x
we have |Kr(x) — Kg(z)| < erg.

Proof. We can simulate the two-tape Turing machine S by a one-tape Turing machine
Sp in such a way that if on S, a program ¢ prints a word x then writing ¢ on the single
tape of Sy, it also stops in finitely many steps, with x printed on its tape. Further,
we can simulate the work of Turing machine Sy on 7" by a program pg, that does not
contain the subword DATA.

Now let z be an arbitrary word from ¥j and let g, be a shortest program printing
on S. Consider the program pg,DATAg, on T": this obviously prints x and has length
only |¢.| + |ps,| + 4. The inequality in the other direction is obtained similarly. O

On the basis of this lemma, we will not restrict generality if we consider T' fixed
and do not indicate the index T'. So, K(z) is determined up to an additive constant.

Unfortunately, the following theorem shows that in general the optimal code cannot
be found algorithmically.

Theorem 6.1.3. The function K(z) is not recursive.

Proof. The essence of the proof is a classical logical paradox, the so-called typewriter-
paradox. (This can be formulated simply as follows: let n be the smallest number that
cannot be defined with fewer than 100 symbols. We have just defined n with fewer
than 100 symbols!)

Assume, by way of contradiction, that K(x) is computable. Let ¢ be a natural
number to be chosen appropriately. Arrange the elements of Y in increasing order,
and let x(k) denote the k-th word according to this ordering. Let xy be the first word
with K(zg) > ¢. Assuming that our language can be programmed in the programming
language Pascal let us consider the following simple program.
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var k: integer;
function x(k : integer): integer;

function Kolm(k : integer): integer;

begin
k:=0;
while Kolm(k) < c do k :=k + 1;
printx(k);

end.

(The dotted parts stand for subroutines computing the given functions. The first
is easy and could be explicitly included. The second is hypothetical, based on the
assumption that K(x) is computable.)

This program obviously prints xg. When determining its length we must take
into account the subroutines for the computation of the functions x(k) and Kolm(k) =
K(z(k)) (where z(k) is the k-th string); but this is a constant (independent of ¢). Thus
the total number of all these symbols is only log c+O(1). If we take ¢ large enough, this
program consists of fewer than ¢ symbols and prints xg, which is a contradiction. [

As a simple application of the theorem, we get a new proof for the undecidability
of the halting problem. To this end, let’s ask the following question: Why is it not
possible to compute K(x) as follows? Take all words y in increasing order and check
whether T' prints  when started with y on its program tape. Return the first y for
which this happens; its length is K(x).

We know that something must be wrong here, since K(z) is not computable. The
only trouble with this algorithm is that 7" may never halt on some y. If the halting
problem were decidable, we could “weed out” in advance the programs on which T
would work forever, and not even try these. Thus we could compute K(x), therefore,
the halting problem is not decidable.

Exercise 6.1.1. Show that we cannot compute the function K(z) even approximately,
i the following sense: If f is a recursive function then there is no algorithm that for
every word x computes a natural number y(x) such that for all x

K(z) <v(x) < f(K(x)).

Exercise 6.1.2. Show that there is no algorithm that for every given number n con-
structs a 0-1 sequence of length n with K(x) > 2logn.

Exercise 6.1.3. If f : X§ — Z. is a recursive function such that f(x) < K(z) for all
strings x, then f is bounded.

In contrast to Theorem EI=3, we show that the complexity K(z) can be very well
approximated on the average.

For this, we must first make it precise what we mean by “on the average”. Assume
that the input words come from some probability distribution; in other words, every
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word z € ¥§ has a probability p(z). Thus

p) >0, Y pa) =1

z€N]

We assume that p(x) is computable, i.e., each p(z) is a rational number whose numerator
and denominator are computable from z. A simple example of a computable probability
distribution is p(z) = 2% where x;, is the k-th word in increasing order, or p(x) =
(m + 1)71*I=1 where m is the alphabet size.

Remark. There is a more general notion of a computable probability distribution that
does not restrict probabilities to rational numbers; for example, {e~!,1 — e~} could
also be considered a computable probability distribution. Without going into details
we remark that our theorems would also hold for this more general class.

Theorem 6.1.4. For every computable probability distribution there is an algorithm
computing a Kolmogorov code f(x) for every word x such that the expectation of | f(x)|—
K(x) is finite.

Proof. For simplicity of presentation, assume that p(z) > 0 for every word x. Let
Ty, Tg,... be an ordering of the words in ¥§ for which p(x;) > p(xs) > ---, and the
words with equal probability are, say, in increasing order (since each word has positive
probability, for every x there are only a finite number of words with probability at least
p(z), and hence this is indeed a single sequence).

Proposition 6.1.5. (a) Given a word x, the index i for which x = x; is computable.

(b) Given a natural number i, the word x; is computable.

Proof. (a) Let y1,ys, ... be all words arranged in increasing order. Given a word z, it
is easy to find the index j for which = y;. Next, find the first £ > j for which

plyr) + -+ plye) > 1= p(y))- (6.1)

Since the left-hand side converges to 1 while the right-hand side is less than 1, this will
occur sooner or later.

Clearly each of the remaining words yi11, Yk+2, ... has probability less than p(y;),
and hence to determine the index of x = y; it suffices to order the finite set {y1,...,yx}
according to decreasing p, and find the index of y; among them.

(b) Given an index i, we can compute the indices of y;,ys,... using (a) and wait
until ¢ shows up. Il

Returning to the proof of the theorem, the program of the algorithm in the above
proposition, together with the number ¢, provides a Kolmogorov code f(x;) for the
word x;. We show that this code satisfies the requirements of the theorem. Obviously,
()] > K(2).

Furthermore, the expected value of |f(z)| — K(x) is

Zp(wi)(!f(ﬂh‘ﬂ — K(z)).
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We want to show that this sum is finite. Since its terms are non-negative, it suffices to
show that its partial sums remain bounded, i.e., that

N

> pl)(If(z:) - K(z,)) < C

i=1

for some C' independent of N. We can express this sum as
N N
ZP(%)(V(IZH — log,,, 1) + Zp(xi)(logmi — K(z)). (6.2)
=1 =1
We claim that both sums are bounded. The difference |f(z;)| —log,, 7 is just the length
of the program computing x; without the length of the parameter ¢, and hence it is an
absolute constant C'. Thus the first sum in (62) is at most C.

To estimate the second term in (62), we use the following simple but useful princi-
ple. Let a; > ay > --- > a,, be a decreasing sequence and let by, ..., b, be an arbitrary
sequence of real numbers. Let b7 > --- > b;, be the sequence b ordered decreasingly,
and let b7* < -.- < b be the sequence b ordered increasingly. Then

Let (21, 22, ...,) be an ordering of the words so that K(z;) < K(z) < ... (we can’t
compute this ordering, but we don’t have to compute it). Then by the above principle,

The number of words z with K(x) = k is at most m*, and hence the number of words
x with K(z) < k is at most 1 +m + - +m* < m*1. This is the same as saying that

Z‘ S mK(zi)+1,

and hence

K(z;) > log,,i — 1.

Thus
N N N
> p(i)(log,, i —K(z:)) <> plai)(log,, i —K(z)) < Y pla;) = 1.
i=1 i=1 i=1
This proves the theorem. O

6.2 Self-delimiting information complexity

The Kolmogorov-code, strictly taken, uses an extra symbol besides the alphabet Xq: it
recognizes the end of the program while reading the program tape by encountering the
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symbol “x”. We can modify the concept in such a way that this should not be possible:
the head reading the program should not run beyond program. We will call a word self-
delimiting if, when it is written on the program tape of our two-tape universal Turing
machine, the head does not even try to read any cell beyond it. The length of the
shortest self-delimiting program printing  will be denototed by Hy(x). This modified
information complexity notion was introduced by Levin and Chaitin. It is easy to see
that the Invariance Theorem here also holds and therefore it is again justified to drop
the subscript and use the notation H(x). The functions K and H do not differ too
much, as it is shown by the following lemma:

Lemma 6.2.1.
K(z) < H(z) < K(z) + 2log,,(K(z)) + O(1).

Proof. The first inequality is trivial. To prove the second inequality, let p be a program
of length K(z) for printing x on some machine T'. Let n = |p|, let u; - - - uy, be the form
of the number n in the base m number system. Let u© = u10us0---u;011. Then the
prefix u of the word up can be uniquely reconstructed, and from it, the length of the
word can be determined without having to go beyond its end. Using this, it is easy to
write a self-delimiting program of length 2k 4+ n + O(1) that prints x. O

From the foregoing, it may seem that the function H is a slight technical variant
of the Kolmogorov complexity. The next lemma shows a significant difference between
them.

Lemma 6.2.2.
(a) Z:): m_K(x) = +OO

Proof. Statement (a) follows easily from Lemma BI. In order to prove (b), consider
an optimal code f(x) for each word z. Due to the self-delimiting property, neither of
these can be a prefix of another one; thus, (b) follows immediately from the simple but
important information-theoretical lemma below. O]

Lemma 6.2.3. Let L C X be a language such that neither of its words is a prefix of
another one. Let m = |Xo|. Then

Z m ! <1.

yeL

Proof. Choose letters ay, as, ... independently, with uniform distribution from the al-
phabet Yg; stop if the obtained word is in £. The probability that we obtained a word
y € L is exactly m™Y (since according to the assumption, we did not stop on any
prefix of y). Since these events are mutually exclusive, the statement of the lemma
follows. O

Some interesting consequences of these lemmas are formulated in the following
exercises.
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Exercise 6.2.1. Show that the following strengthening of Lemma G2 is not true:
H(z) < K(z) + log,, K(x) + O(1).
Exercise 6.2.2. The function H(x) is not recursive.

The next theorem shows that the function H(x) can be approximated well.

Theorem 6.2.4 (Levin’s Coding Theorem). Let p be a computable probability distri-
bution on Xj. Then for every word x we have

H(z) < —log,, p(x) + O(1).

Proof. Let us call m-ary rational those rational numbers that can be written with a
numerator that is a power of m. The m-ary rational numbers of the interval [0,1) can
be written in the form 0.a; ...a; where 0 < a; < m — 1.

Subdivide the interval [0, 1) into left-closed, right-open intervals J(xy), J(z2), ... of
lengths p(z1),p(z2), . .. respectively (where x1, o, ... is the increasing ordering of 33j).
For every x € X§ with p(z) > 0, there will be an m-ary rational number 0.a; ... a
with 0.ay...a; € J(x) and 0.a;...a,—1 € J(x). We call a shortest sequence ay ... ag
with this property the Shannon—Fano code of x.

We claim that every word x can be computed easily from its Shannon-Fano code.
Indeed, for the given sequence aq, ..., ax, for values i = 1,2, ..., we check consecutively
whether 0.a; ...ax and 0.ay ...ax_1 belong to the same interval J(x); if yes, we print
x and stop. Notice that this program is self-delimiting: we need not know in advance
the length of the code, and if a; ... a; is the Shannon-Fano code of a word x then we
will never read beyond the end of the sequence a; ... a,. Thus H(z) is not greater than
the common length of the (constant-length) program of the above algorithm and the
Shannon-Fano code of z; about this, it is easy to see that it is at most log,, p(z)+1. O

This theorem implies that the expected value of the difference between H(z) and
—log,, p(z) is bounded (compare with Theorem EI4).

Corollary 6.2.5. With the conditions of Theorem
> p(z)[H(z) +log,, p(x)| = O(1).
Proof.
> p(x)[H(z) + log,, p(z)|
=Y p(x)[H(z) +log,, p(x)|+ + Y p(x)|H() + log,, p(z)|-.
Here, the first sum can be estimated, according to Theorem E=24, as follows:

> p(@)[H(x) +log,, p()l+ < Y p(x)O(1) = O(1).

We estimate the second sum as follows:

1
|H(x) + log,, p(z)|- < m~H@)ogn (@) — _—_p~H@)
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and hence, according to Lemma G232,

> p(@)[H(z) +log,, ple)|- <Y m P& <1, O

Remark. The coding theorem can be further generalized, for this we introduce the
following definitions.

Definition 6.2.1. Let f(x) be a function on strings, taking real number values. We

say that f(x) is semicomputable if there is computable function g(x,n) taking rational

values such that g(x,n) is monotonically increasing in n and lim,_, g(x,n) = f(x).
We say that p(z) is a semimeasure if p(x) > 0 and ) p(x) < 1.

Levin proved the coding theorem for the more general case when p(z) is a semicom-
putable semimeasure. Lemma B2 shows that mH®) is a semicomputable semimea-
sure. Therefore, Levin’s theorem implies that m™®) is maximal, to within a multi-
plicative constant, among all semicomputable semimeasures. This is a technically very
useful characterization of H(z).

Let us show that the complexity H(x) can be well approximated for “almost all”
strings, where the meaning of “almost all” is given by some probability distribution.
But we will not consider arbitrary probability distributions, only such that can be
approximated, at least from below, by a computable sequence.

Proof for the semicomputable case:

Proof. Here we prove only the case m = 2. If p(z) is semicomputable then the set

{(z, k) k27" < p(x) }

is recursively enumerable. Let {(z;, k) : t = 1,2,...} be a recursive enumeration of
this set without repetition. Then

22”“ :22{2”“:2}:1’} SZZp(x) <2

Let us cut off consecutive adjacent, disjoint intervals Iy, Is, ..., where [; has length
27%=1 from the left side of the interval [0,1]. For any binary string w consider the
interval J,, delimited by the binary “decimals” 0.w and 0.wl. We define a function
F(w) as follows. If .J,, is the largest such binary subinterval of some I; then F(w) = z.
Otherwise F(w) is undefined. It follows from the construction that for every z there
is a t with 2z, = x and 0.5p(z) < 27%. Therefore, for every z there is a w such that
F(w) =z and

lw| < —logp(x) + 4.

It is easy to see that a program ¢ can be written for our universal self-delimiting
Turing machine such that for every w, the string qw is a self-delimiting program for
F(w). (For this, it is enough to see that if F'(v) and F(w) are both defined then v is
not a prefix of w.) O



6.3. THE NOTION OF A RANDOM SEQUENCE 121

6.3 The notion of a random sequence

In this section, we assume that Xy = {0, 1}, i.e., we will consider only the complexity
of 0-1 sequences. Roughly speaking, we want to consider a sequence random if there is
no “regularity” in it. Here, we want to be as general as possible and consider any kind
of regularity that would enable a more economical coding of the sequence (so that the
complexity of the sequence would be small).

Remark. Note that this is not the only possible idea of regularity. One might consider
a 0-1-sequence regular if the number of 0’s in it is about the same as the number of
I’s. This kind of regularity is compatible with (in fact implied by) randomness: we
should really consider only regularities that are shared only by a small minority of the
sequences.

Let us bound first the complexity of “average” 0-1 sequences.

Lemma 6.3.1. The number of 0-1 sequences x of length n with K(x) < n — k is less
than 2"k+L,

Proof. The number of “codewords” of length at most n—k is at most 1+2+4---4+2"7% <
2"=k+1 hence only fewer than 2" **! strings x can have such a code. O]

Corollary 6.3.2. The complexity of 99% of the n-digit 0-1 sequences is at least n — 8.
If we choose a 0-1 sequence of length n randomly then |K(z)—n| < 100 with probability
1 — 100,

Another corollary of this simple lemma is that it shows, in a certain sense, a “coun-
terexample” to Church’s Thesis, as we noted in the at the beginning of Chapter B.
Consider the following problem: For a given n, construct a 0-1 sequence of length n
whose Kolmogorov complexity is greater than n/2. According to Exercise 12, this
problem is algorithmically undecidable. On the other hand, the above lemma shows
that with large probability, a randomly chosen sequence is appropriate.

According to Theorem G173, it is algorithmically impossible to find the best code.
There are, however, some easily recognizable properties indicating about a word that
it is codable more efficiently than its length. The next lemma shows such a property:

Lemma 6.3.3. If the number of 1’s in a 0-1 sequence x of length n is k then
K(z) <log (Z) + O(logn).
Let k =pn (0 < p < 1), then this can be estimated as
K(z) < (=plogp — (1 —p)log(1l —p))n + O(log n).
In particular, if £ > (1/2+¢e)n or k < (1/2 — )n then
K(z) < en+ O(logn)

where ¢ = —(1/2 +¢) - log(1/2 4+ ¢€) — (1/2 — ¢) - log(1/2 — ¢) is a positive constant
smaller than 1 and depending only on €.
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Proof. = can be described as the “lexicographically ¢-th sequence among all sequences of
length n containing exactly £ 1’s”. Since the number of sequences of length n containing
k1’sis (Z), the description of the numbers ¢, n and k needs only log (Z) +2logn+2logk
bits. (Here, the factor 2 is due to the need to separate the three pieces of information
from each other; we leave it to the reader to find the trick.) The program choosing the
appropriate sequence needs only a constant number of bits.

The estimate of the binomial coefficient is done by a method familiar from proba-
bility theory. O

On the basis of the above, one can consider either |z| — K(z) or |z|/K(x) as a
measure of the randomness (or, rather, non-randomness) of the word z. The larger
are these numbers, the smaller is K(z) relative to |z|, which means that x has more
“regularity” and so it is less random.

In case of infinite sequences, a sharper difference can be made: we can define
whether a given sequence is random. Several definitions are possible; we introduce
here the simplest version. Let z be an infinite 0-1 sequence, and let z, denote its
starting segment formed by the first n elements. We call the sequence x informatically
(weakly) random if K(x,)/n — 1 when n — oo.

It can be shown that every informatically weakly random sequence satisfies the
laws of large numbers. We consider here only the simplest such result. Let a, denote
the number of 1’s in the string z,,, then the previous lemma immediately implies the
following theorem:

Theorem 6.3.4. If = is informatically random then a,/n — 1/2 (n — oo).

The question arises whether the definition of an informatically random sequence is
not too strict, whether there are any informatically random infinite sequences at all.
Let us show that not only there are such sequences but that almost all sequences have
this property:

Theorem 6.3.5. Let the elements of an infinite 0-1 sequence x be 0’s or 1’s, inde-
pendently from each other, with probability 1/2. Then x is informatically random with
probability 1.

Proof. For a fixed € > 0, let S, be the set of all those length n sequences y for which
K(y) < (1 —e)n, and let A,, denote the event z,, € S,, . Then by Lemma B3I,

() £ 30 <20 omt e e

yESn

and hence the sum Y~ P(A,) is convergent. But then, the Borel-Cantelli Lemma
from probability theory implies that with probability 1, only finitely many of the events
A,, occur, which means that K(z,)/n — oc. O

Remark. If the members of the sequence = are generated by an algorithm, then =z,
can be computed from the program of the algorithm (constant length) and from the
number n (can be given in logn bits). Therefore, for such a sequence K(z,,) grows very
slowly.



6.4. KOLMOGOROV COMPLEXITY, ENTROPY AND CODING 123

6.4 Kolmogorov complexity, entropy
and coding

Let p = (p1,p2,...) be a discrete probability distribution, i.e., a non-negative (finite or
infinite) sequence with ). p; = 1. Its entropy is the quantity

H(p) = _ —pilogp;

7

(the term p; log p; is considered to be 0 if p; = 0). Notice that in this sum, all terms are
nonnegative, so H(p) > 0; equality holds if and only if the value of some p; is 1 and the
value of the rest is 0. It is easy to see that for fixed alphabet size m, the probability
distribution with maximum entropy is (1/m,...,1/m) and the entropy of this is log m.

Entropy is a basic notion of information theory and we do not treat it in detail in
these notes, we only point out its connection with Kolmogorov complexity. We have
met with entropy for the case m = 2 in Lemma EZ373. This lemma is easy to generalize
to arbitrary alphabets as

Lemma 6.4.1. Let x € ¥§ with |z| = n and let p, denote the relative frequency of the
letter h in the word x. Let p= (pn : h € ¥y). Then

H 1
K(z) < 2P, 4 o (mlosn)
logm logm

Proof. Let us give a different proof using Theorem 6224. Consider the probability dis-
tribution over the strings of length n in which each symbol & is chosen with probability
pn. The probabilities pj, are fractions with denominator n, hence their description needs
at most O(mlogn) bits, what is O(”folé)fn =) symbols of our alphabet. The distribution

over the strings is therefore an enumerable probability distribution P whose program
has length O(mlogn). According to Theorem 624, we have

K(z) <H(z) < —log,, P(x) + O(mlogn).

nH(p) ]

logm °

But —log,, P(x) is exactly

Remark. We mention another interesting connection between entropy and complexity:
the entropy of a computable probability distribution over all strings is close to the
average complexity. This reformulation of Corollary 6224 can be stated as

H(p) = pla)H()| = 0(1),

for any computable probability distribution p over the set X.

Let £ C X be a recursive language and suppose that we want to find a short
program, “code”, only for the words in £. For each word x in £, we are thus looking for
a program f(x) € {0,1}* printing it. We call the function f : £ — ¥* a Kolmogorov
code of L. The conciseness of the code is the function

n(n) = max{|f(x)| : 2 € £, || <n}.
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We can easily get a lower bound on the conciseness of any Kolmogorov code of any
language. Let L£,, denote the set of words of £ of length at most n. Then obviously,

n(n) > log|L,|.

We call this estimate the information theoretical lower bound.

This lower bound is sharp (to within an additive constant). We can code every
word z in £ simply by telling its serial number in the increasing ordering. If the word
x of length n is the ¢-th element then this requires logt < log |£,| bits, plus a constant
number of additional bits (the program for taking the elements of ¥* in lexicographic
order, checking their membership in £ and printing the ¢-th one).

We arrive at more interesting questions if we stipulate that the code from the word
and, conversely, the word from the code should be polynomially computable. In other
words: we are looking for a language £’ and two polynomially computable functions:

f:L— L, g: L =L

with g o f = id, for which, for every x in £ the code |f(x)| is “short” compared to |z|.
Such a pair of functions is called a polynomial time code. (Instead of the polynomial
time bound we could, of course, consider other complexity restrictions.)

We present some examples when a polynomial time code approaches the information-
theoretical bound.

Example 6.4.1. In the proof of Lemma B33, for the coding of the 0-1 sequences of
length n with exactly m 1’s, we used the simple coding in which the code of a sequence
is the number giving its place in the lexicographic ordering. We will show that this
coding is polynomial.

Let us view each 0-1 sequence as the obvious code of a subset of the n-element set
{n—1,n—2,...,0}. Each such set can be written as {ay,...,a,} witha; > as > --- >
ap. Then the set {by,...,b,} precedes the set {ay,...,a,} lexicographically if and
only if there is an ¢ such that b, < a; while a; = b; holds for all j < i. Let {a1,...,an}
be the lexicographically ¢-th set. Then the number of subsets {by,...,b,} with the
above property for a given 7 is exactly ( i ) Summing this for all ¢ we find that

m—i+1

aq a9 A,
t=1 e . 6.3
() )= () 0
So, given ag,...,a,,, the value of t is easily computable in time polynomial in n.

Conversely, if t < (:1) is given then ¢ is easy to write in the above form: first we
find, using binary search, the greatest natural number a; with (fé) <t —1, then the
greatest number a, with (Wffl) <t—1-— (E), etc. We do this for m steps. The numbers

obtained this way satisfy a; > as > ---; indeed, according to the definition of a; we
have (alnjl) = (") +(,,) > t—1 and therefore (")) > ¢t—1— (%) implying a; > as.

It follows similarly that as > a3 > --- > a,, > 0 and that there is no “remainder” after
m steps, i.e., that 623 holds. It can therefore be determined in polynomial time which
subset is lexicographically the ¢-th.

Example 6.4.2. Consider trees, given by their adjacency matrices (but any other
“reasonable” representation would also do). In such representations, the vertices of the
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tree have a given order, which we can also express saying that the vertices of the tree
are labeled by numbers from 0 to (n —1). We consider two trees equal if whenever the
nodes 7, 7 are connected in the first one they are also connected in the second one and
vice versa (so, if we renumber the nodes of the tree then we may arrive at a different
tree). Such trees are called labeled trees. Let us first see what does the information-
theoretical lower bound give us, i.e., how many trees are there. The following classical
result, called Cayley’s Theorem, applies here:

Theorem 6.4.2 (Cayley’s Theorem). The number of n-node labeled trees is n" 2.

Consequently, by the information-theoretical lower bound, for any encoding of trees
some n-node tree needs a code with length at least [log(n" 2)] = [(n — 2)logn]. But
can this lower bound be achieved by a polynomial time computable code?

(a) Coding trees by their adjacency matrices takes n? bits. (It is easy to see that (7))
bits are enough.)

(b) We fare better if we specify each tree by enumerating its edges. Then we must
give a “name” to each vertex; since there are n vertices we can give to each one
a 0-1 sequence of length [logn]| as its name. We specify each edge by its two
endnodes. In this way, the enumeration of the edges takes cca. 2(n — 1) log n bits.

(c) We can save a factor of 2 in (b) if we distinguish a root in the tree, say the node 0,
and we specify the tree by the sequence (a(1),...,a(n — 1)) in which «(7) is the
first interior node on the path from node i to the root (the “father” of 7). This is
(n — 1)[logn]| bits, which is already nearly optimal.

(d) There is, however, a procedure, the so-called Priifer code, that sets up a bijection
between the n-node labeled trees and the sequences of length n—2 of the numbers
0,...,n—1. (Thereby it also proves Cayley’s theorem). Each such sequence can
be considered the expression of a natural number in the base n number system,;
in this way, we order a “serial number” between 0 and n"~2 — 1 to the n-node
labeled trees. Expressing these serial numbers in the base two number system, we
get a coding in which the code of each number has length at most [(n — 2) logn].

The Priifer code can be considered as a refinement of procedure (c). The idea is
that we order the edges [i,a(7)] not by the value of i but a little differently. Let us
define the permutation (i, ...,i,) as follows: let i; be the smallest endnode (leaf) of
the tree; if 71, ...,7; are already defined then let 75,1 be the smallest endnode of the
graph remaining after deleting the nodes i1,...,it. (We do not consider the root 0
an endnode.) Let 4, = 0. With the i;’s thus defined, let us consider the sequence
(a(iy),...,a(in—1)). The last element of this is 0 (the “father” of the node 7,_; can
namely be only i,), it is therefore not interesting. We call the remaining sequence
(a(iy),...,a(in_o)) the Prifer code of the tree.

Claim 6.4.3. The Priifer code of a tree determines the tree.

For this, it is enough to see that the Priifer code determines the sequence iy, ... i,;
then we know all the edges of the tree (the pairs [, a(7)]).

The node 7; is the smallest endnode of the tree; hence to determine iy, it is enough
to figure out the endnodes from the Priifer code. But this is obvious: the endnodes are
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exactly those that are not the “fathers” of other nodes, i.e., the ones that do not occur
among the numbers a(i1), ..., a(i,—2),0. The node i, is therefore uniquely determined.

Assume that we know already that the Priifer code uniquely determines iy, ..., 1.
It follows similarly to the above that 4, is the smallest number not occurring neither
among iy, . ..,4g_1 nor among «(ix),...,a(i,—2),0. So, i is also uniquely determined.

Claim 6.4.4. Every sequence (by,...,b,_2), where 0 < b; < n — 1, occurs as the
Priifer code of some tree.

Using the idea of the proof above, let b,_; = 0 and let us define the permutation
i1, ...,%, by the recursion that i; is the smallest number not occurring neither among
i1y ... ,ik_1 nor among by, ...,b, 1, where (1 < k < n — 1); and let i, = 0. Connect
ir, with by, for all 1 < k < n — 1 and let v(ix) = by. In this way, we obtain a graph
G with n — 1 edges on the nodes 0,...,n — 1. This graph is connected, since for
every i the (i) comes later in the sequence iy, ..., 4, than i and therefore the sequence
i,7(2),v(7(7)), ... is a path connecting ¢ to the node 0. But then G is a connected
graph with n — 1 edges, therefore it is a tree. That the sequence (b, ...,b, o) is the
Priifer code of G is obvious from the construction.

Remark. An exact correspondence like the Priifer code has other advantages besides
optimal Kolmogorov coding. Suppose that our task is to write a program for a random-
ized Turing machine that outputs a random labeled tree of size n in such a way that
all trees occur with the same probability. The Priifer code gives an efficient algorithm
for this. We just have to generate randomly a sequence by, ..., b,_o, which is easy, and
then decode from it the tree by the above algorithm.

Example 6.4.3. Consider now the unlabeled trees. These can be defined as the
equivalence classes of labeled trees where two labeled trees are considered equivalent if
they are isomorphic, i.e., by a suitable relabeling, they become the same labeled tree.
We assume that we represent each equivalence class by one of its elements, i.e., by
a labeled tree (it is not interesting now, by which one). Since each labeled tree can
be labeled in at most n! ways (its labelings are not necessarily all different as labeled
trees!) therefore the number of unlabeled trees is at least n"~2/n! > 2"=2 (if n > 25).
The information-theoretical lower bound is therefore at least n — 2. (According to a
difficult result of George Poélya, the number of n-node unlabeled trees is asymptotically
clcgn?’/ 2 where ¢; and ¢, are constants defined in a certain complicated way:.)

On the other hand, we can use the following coding procedure. Consider an n-node
tree F'. Walk through F' by the “depth-first search” rule: Let xq be the node labeled 0
and define the nodes x1, xs, ... as follows: if x; has a neighbor that does not occur yet
in the sequence then let x;,; be the smallest one among these. If it does not have such
a neighbor and x; # xy then let z;,, be the neighbor of x; on the path leading from
x; to xg. Finally, if x; = ¢ and every neighbor of xy occured already in the sequence
then we stop.

It is easy to see that for the sequence thus defined, every edge occurs among the
pairs [z;, x;11], moreover, it occurs once in both directions. It follows that the length
of the sequence is exactly 2n — 1. Let now ¢; = 1 if x;, is farther from the root
than x; and ; = 0 otherwise. It is easy to understand that the sequence ey -+ - €953
determines the tree uniquely; passing trough the sequence, we can draw the graph and
construct the sequence zy, ..., z; of nodes step-for-step. In step (i + 1), if &; = 1 then
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we take a new node (this will be z;,1) and connect it with z;; if ¢, = 0 then let x;
be the neighbor of x; in the “direction” of xy.

Remarks. 1. With this coding, the code assigned to a tree depends on the labeling
but it does not determine it uniquely (it only determines the unlabeled tree uniquely).

2. The coding is not bijective: not every 0-1 sequence will be the code of an unlabeled
tree. We can notice that

(a) there are as many 1’s as 0’s in each tree;

(b) in every starting segment of every code, there are at least as many 1’s as 0’s.

(The difference between the number of 1’s and the number of 0’s among the first
i numbers gives the distance of the node x; from the node 0). It is easy to see that
for each 0-1 sequence having the properties (a)—(b), there is a labeled tree whose code
it is. It is not sure, however, that this tree, as an unlabeled tree, is given with just
this labeling (this depends on which unlabeled trees are represented by which of their
labelings). Therefore, the code does not even use all the words with properties (a)—(b).
3. The number of 0-1 sequences having properties (a)—(b) is, according to a well-known
combinatorial theorem, %(2::12) (the so-called Catalan number). We can formulate a
tree notion to which the sequences with properties (a)—(b) correspond exactly: these
are the rooted planar trees, which are drawn without intersection into the plane in such
a way that their distinguished vertex — their root — is on the left edge of the page.
This drawing defines an ordering among the “sons” (neighbors farther from the root)
“from the top to the bottom”; the drawing is characterized by these orderings. The
above described coding can also be done in rooted planar trees and creates a bijection
between them and the sequences with the properties (a)—(b).

Exercise 6.4.1. (a) Let © be a 0-1 sequence that does not contain 3 consecutive 0’s.
Show that K(x) < .99|z| + O(1).

(b) Find the best constant in place of .99. [Hint: you have to find approzimately the
number of such sequences. Let A(n) and B(n) be the number of such sequences ending
with 0 and 1, respectively. Find recurrence relations for A and B.]

(c) Give a polynomial time coding-decoding procedure for such sequence that com-
presses each of them by at least 1 percent.

Exercise 6.4.2. (a) Prove that for any two strings z,y € ¥,

K(zy) < 2K(z) + K(y) + ¢,

where ¢ depends only on the universal Turing machine in the definition of infromation
complexity.
(b) Prove that the stronger and more natural looking inequality

K(zy) <K(z) + K(y) +¢
is false.

Exercise 6.4.3. Suppose that the universal Turing machine used in the definition of
K(x) uses programs written in a two-letter alphabet and outputs strings in an s-letter
alphabet.

(a) Prove that K(x) < |z|logs + O(1).
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(b) Prove that, moreover, there are polynomial time functions f, g mapping strings x
of length n to binary strings of length nlog s+O(1) and vice versa with g(f(x)) =
x.

Exercise 6.4.4.

(a) Give an upper bound on the Kolmogorov complexity of Boolean functions of n
variables.

(b) Give a lower bound on the complexity of the most complex Boolean function of n
variables.

(c) Use the above result to find a number L(n) such that there is a Boolean function
with n variables which needs a Boolean circuit of size at least L(n) to compute it.

Exercise 6.4.5. Call an infinite 0-1 sequence x (informatically) strongly random if
n — H(z,) is bounded from above. Prove that every informatically strongly random
sequence 1s also weakly random.

Exercise 6.4.6. Prove that almost all infinite 0-1 sequences are strongly random.



Chapter 7

Pseudorandom numbers

We have seen that various important algorithms use random numbers (or, equivalently,
independent random bits). But how do we get such bits?

One possible source is from outside the computer. We could obtain “real” random
sequences, say, from radioactive decay. In most cases, however, this would not work:
our computers are very fast and we have no physical device giving the equivalent of
unbiased coin-tosses at this rate.

Thus we have to resort to generating our random bits by the computer. However, a
long sequence generated by a short program is never random, according to the notion of
randomness introduced in Chapter B using information complexity. Thus we are forced
to use algorithms that generate random-looking sequences; but, as Von Neumann (one
of the first mathematicians to propose the use of these) put it, everybody using them
is inevitably “in the state of sin”. In this chapter, we will understand the kind of
protection we can get against the graver consequences of this sin.

There are other reasons besides practical ones to study pseudorandom number
generators. We often want to repeat some computation for various reasons, including
error checking. In this case, if our source of random numbers was really random, then
the only way to use the same random numbers again is to store them, using a lot of
space. With pseudorandom numbers, this is not the case: we only have to store the
“seed”, which is much shorter. Another, and more important, reason is that there are
applications where what we want is only that the sequence should “look random” to
somebody who does not know how it was generated. The collection of these applications
called cryptography is to be treated in Chapter 2.

The way a pseudorandom bit generator works is that it turns a short random string
called the “seed” into a longer pseudorandom string. We require that it works in
polynomial time. The resulting string has to “look” random: and the important fact
is that this can be defined exactly. Roughly speaking, there should be no polynomial
time algorithm that distinguishes it from a truly random sequence. Another feature,
often easier to verify, is that no algorithm can predict any of its bits from the previous
bits. We prove the equivalence of these two conditions.

But how do we design such a generator? Various ad hoc methods that produce
random-looking sequences (like taking the bits in the binary representation of a root
of a given equation) turn out to produce strings that do not pass the strict criteria we
impose. A general method to obtain such sequences is based on one-way functions:

129
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functions that are easy to evaluate but difficult to invert. While the existence of such
functions is not proved (it would imply that P is different from NP), there are several
candidates, that are secure at least against current techniques.

7.1 Classical methods

There are several classical methods that generate a “random-looking” sequence of bits.
None of these meets the strict standards to be formulated in the next section; but
due to their simplicity and efficiency, they (especially linear congruential generators,
example T2 below) can be used well in practice. There is a large amount of practical
information about the best choice of the parameters; we don’t go into this here, but
refer to Volume 2 of Knuth’s book.

Example 7.1.1. Shift registers are defined as follows. Let f : {0,1}" — {0,1} be a

function that is easy to compute. Starting with a seed of n bits ag,aq,...,a,_1, we
compute bits a,, ani1,anyo, ... recursively, by
ar = fak—1, a2, .., k).

The name shift register comes from the fact that we only need to store n + 1 bits:
after storing f(ag,...,a,-1) in a,, we don’t need ay any more, and we can shift a; to
ag, as to ap, etc. The most important special case is when f is a linear function over
the 2-element field, and we’ll restrict ourselves to this case.

Looking at particular instances, the bits generated by a linear shift register look
random, at least for a while. Of course, the sequence ag.aq,... will eventually have
some n-tuple repeated, and then it will be periodic from then on; but this need not
happen sooner than asn, and indeed one can select the (linear) function f so that the
period of the sequence is as large as 2".

The problem is that the sequence has more hidden structure than just periodicity.
Indeed, let

f(ZL‘O, Ce ;xn—l) = bo[L‘O + bllL‘l + ... bn—lxn—l

(where b; € {0,1}). Assume that we do not know the coefficients by, ..., b,—1, but
observe the first n bits a,, . . ., as,_1 of the output sequence. Then we have the following
system of linear equations to determine the b;:

b[)a() + b1a1 + ... bn_lan_l = Qp
boay + biag + ... bp_1a, = Gpp
botn—1 +biay, + ... bp_102,—2 = a2,

Here are n equations to determine the n unknowns (the equations are over the 2-
element field). Once we have the b;, we can predict all the remaining elements of the
sequence sy, Aopii, - - -

It may happen, of course, that this system is not uniquely solvable, because the
equations are dependent. For example, we might start with the seed 00...0, in which
case the equations are meaningless. But it can be shown that for a random choice of
the seed, the equations determine the coefficients b; with positive probability. So after
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seeing the first 2n elements of the sequence, the rest “does not look random” for an
observer who is willing to perform a relatively simple (polynomial time) computation.

Example 7.1.2. The most important pseudorandom number generators in practice
are linear congruential generators. Such a generator is given by three parameters a, b
and m, which are positive integers. Starting with a seed X, which is an integer in the
range 0 < Xy < m — 1, the generator recursively computes integers X, Xo,... by

XZ' = GX,L',l +b (mod m)

One might use all the X; or extract, say, the middle bit of each, and output this
sequence.

It turns out that the output of these generators can also be predicted by a poly-
nomial time computation, after observing a polynomial number of output bits. The
algorithms to do so are much more involved, however, and due to their fastness and
simplicity, linear congruential generators can be used for most practical applications.

Example 7.1.3. As a third example, let us look at the binary expansion of, say, v/5:
V5 = 10.001111000110111 . ..

This sequence looks rather random. Of course, we cannot use the same number all
the time; but we can pick, say, an n-bit integer a as our “seed”, and output the bits of
va—|+/a|. Unfortunately, this method turns out to be “breakable” by rather advanced
(but polynomial time) methods from algorithmic number theory.

7.2 The notion of a pseudorandom number
generator

In general, a pseudorandom bit generator transforms a short, truly random sequence s
(the “seed”) into a longer sequence g(s) that still “looks” random. The success of using
g(s) in place of a random sequence depends on how severely the randomness of g(s) is
tested by the application. If the application has the ability to test all possible seeds
that might have generated g(s) then it finds the true seed and not much randomness
remains. For this, however, the application may have to run too long. We would like
to call g a pseudorandom bit generator if no applications running only in polynomial
time can distinguish g(s) from truly random strings.

To make the definition precise, we need some preparation. We say that a function
f: Z, — Ris negligible, if n*f(n) — 0 as n — oo for each fixed k. In other words, f
tends to 0 faster than the reciprocal of any polynomial. It will be convenient to denote
this (analogously to the “big-O” notation), by

f(n) = NEGL(n).
Note that a polynomial multiple of a negligible function is still negligible; thus

n"NEGL(n) = NEGL(n)
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for each fixed r.

Consider a polynomial time computable function G : {0,1}* — {0, 1}*, where we
assume that the length |G(z)| depends only on the length |z| of z, and |z| < |G(z)| <
clx|® for some constant ¢. (So G stretches string but not too much.) We call such
a function a generator. Let A be a randomized polynomial time algorithm (Turing
machine) that accepts any 0-1 string z as input and computes a bit A(z) from it. (We
will interpret A(z) = 0 as “not random”, and A(x) = 1 as “random”.) Fix an n > 1.
Let z be chosen uniformly from {0,1}" and let y be chosen uniformly from {0, 1}",
where N = |G(z)|. We flip a coin, and depending on its result, we either feed G(z) or
y to A. We say that A is successful if either G(z) was fed to A and it output 0 or y
was fed and the output is 1.

The generator G is called a (safe) random number generator if for every randomized
polynomial time algorithm A that takes a 0-1 string x as input and computes a bit
A(x) from it, the probability that A is successful is at most 1/2 + NEGL(n).

This definition says that G(x) passes every “reasonable” test (any test computable
in randomized polynomial time) in the sense that the probability that such a test
recognizes that G(x) is not truly random is only negligibly larger than 1/2 (which can
of course be achieved by guessing randomly). The probability in (b) is taken over the
random choice of x and y, over the coin flip determining which one is fed to A, and
over the internal coin flips of A.

This requirement is so strong that it is unknown whether safe random number
generators exist at all (if they do, then P # NP; see the Exercise [23). But we will
see in the next section that they exist under some complexity-theoretic assumptions.

Our definition of a safe random number generator is very general and the condition
is difficult to verify. The following theorem of Yao provides a way to establish that a
function is a safe random number generator that is often more convenient. What it
says is that every bit of G(x) is highly unpredictable from the previous bits, as long as
the prediction algorithm does not use too much time.

We say that a generator g is unpredictable if the following holds. Let n > 1 and
let # be a random string chosen uniformly from {0,1}". Let g(x) = G1Gs...Gy.
Every G; is a random bit, but these bits are in general dependent. Let ¢ be a random
integer chosen uniformly from {1,..., N}. Then for every randomized polynomial time
algorithm B that accepts the number n and a string z € {0, 1}* as input, and computes
a bit from it,

1
Pr(B(n; Gi...Gy) = GM) = 5 + NEGL(n). (7.1)
Informally: we try to use B to predict a bit of G;...Gy from the previous bits.
Then the probability that we succeed is only negligibly larger than 1/2 (again, we could

achieve a success rate of 1/2 just by guessing randomly).

Theorem 7.2.1 (A. Yao). A generator g is a safe random number generator if and
only if it is unpredictable.

Before giving the proof, let us point out an interesting consequence of this theorem.
Obviously, if we reverse the output of a safe random number generator, we get another
safe random number generator—any algorithm that could distinguish it from a truly
random sequence could easily start with reversing it. But this implies that if a generator
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is unpredictable, then also this reverse is unpredictable—and there is no easy way to
see this.

Proof. 1. Suppose that g is not unpredictable. This means that there is a randomized
polynomial time algorithm B, a constant k£ > 0, and infinitely many values n, such

that for an ¢ chosen randomly from {1,..., N}, we have
P (B( G G) =G > > ! + !
r(B(n;Gy...G;) =G, -+ —
ik i 2 nk

(where z € {0,1}" is a uniformly chosen random string and g(z) = G;...Gpy).

Using this, we can perform the following randomness test A on strings y = y1 ... yn:
Choose arandom ¢ € {1,..., N}. If B(n;y1 ... y;) = yir1, then declare y “non-random”,
else declare it “random”.

Let us argue that this test works. Suppose that we give A either a truly random
string R ... Ry or the string g(x) (each with probability 1/2). Then the probability
of success is

%Pr(B(n; Ri...R;) # Ri+1> + % Pr(B(n; Gy...G;) = G@'+1>

>1 1+1 1+1 —1+ 1
—2 2 2\2 nk) 2 opk’

Since this is non-negligibly larger than 1/2, the generator is not safe.

IT. Assume that there exists a randomized polynomial time algorithm A that, for
infinitely many values of n, distinguishes the pseudorandom sequence g(x) = Gy ... Gy
from a truly random sequence r = Ry ... Ry with a success probability that is at least
1/2 +n~* for some constant k& > 0. We want to show that in this case we can predict
the i-th bit of G;...Gy for a random 3.

For a fixed choice of i, the success probability of A is

3 Pr(A() = 1)+ 5 Pr(A(g(a)) = 0).

(Success means that A accepts r, but rejects g(z).) After a simple transformation this
success probability is

1 1

5+ 5 (Pr(A@) = 1) = Pr(A(g(@)) = 1)).

So it follows that
Pr(A(r) = 1) = Pr(A(g(z)) = 1) =
The trick of the prediction algorithm B is to consider the mixed sequences
y'=Gy...GiRis1... Ry

and subject them to the test A. We have y° = r and y" = g(x). We also need the
sequences

F=G... Gi_@Rm ... Ry where G; denotes 1 — G;.
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Suppose that we have seen Gy,...,G; 1. Let us flip a coin several times to get
independent random bits R;, ..., Ry. We run algorithm A on !, and predict

. i—1\
B(n7 Gl e Gifl) = {El lf A(y ) 07

R; otherwise.

The probability that this prediction is successful is

Pr(G; = Ri, A(y"!) = 0) + Pr(G; = R, A(y"™") = 1)
=Pr(A(y" ") =0| G; = R) Pr(G; = R))+
Pr(A(y" ") =1]|G; = R)Pr(G; = R))

1 1 i _ .
2 5 PrAG) =11 Gi = R)
= 2 Pr(A() = 0) + 5 Pr(A() = 1),

since if G; = R;, then vy~ ' = ¢, while if G; = R;, then v ' = 2%, and the events
A(y') = 0 and A(2%) = 1 are independent of the event G; = R;. Let us use also that

Pr(A(y'™) = 0) = 5 Pr(A(y) = 0) + 5 Pr(A(=) = 0)
= &+ 5 Pr(A() = 0) — 5 Pr(AG) = 1)

Expressing the last term from this equation and substituting in the previous, we get
1 ‘ .
Pr(B is successful) = 5t Pr(A(y") =1) — Pr(A(y") = 1).

This is valid for every fixed i. Choosing ¢ at random, we have to average the
right-hand sides, and get

N
11 Z.
Pr(B is successful) = 5 + N ;( =1)—Pr(A(y") = 1))
1 1 1 1
—(p 1) —Pr(AGN) = 1 ) Sy
2+N(r<A< ")=1)=Pr(AW") = 1)> 5 + .
which is non-negligibly larger than 1/2. [

So we have defined in an exact way what a pseudorandom number generator is, and
have proved some basic properties. But do such generators exist? It turns out that such
generators can be constructed using some (unproved) complexity-theoretic assumptions
(which are nevertheless rather plausible). This complexity-theoretic background is
discussed in the next section.

7.3 One-way functions

A one-way function is a function that is “easy to compute but difficult to invert”. The
exact definition can be given as follows.
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Definition 7.3.1. A function f:{0,1}* — {0, 1}* is called a one-way function if

e there is a constant ¢ > 1 such that |z|'/¢ < | f(z)| < |z|°;
o f(x) is polynomial time computable;

e for every randomized polynomial time algorithm A that computes 0 — 1 strings
from 0—1 strings, and for a string y randomly and uniformly chosen from {0,1}",

Pr(f(A(f(y) = f(y)) = NEG(n). (7.3)

The third condition means that if we pick a random string y of length n, compute
f(y), and then try to use A to compute a pre-image of f(y), the probability that we
succeed is negligible. Note that we don’t assume that f is invertible, so we cannot
simply write A(f(y)) = .

But why don’t we write simply

Pr(f(A(z)) = z) = NEG(n) (7.4)

for a uniformly chosen 27 The point is that since f may not be onto, it could be the
case that most strings z are not in the range of f. Then the above probability would
be small, even if in the cases when z is in the range, a pre-image could always be
easily computed. Thus (33) concentrates on the cases when a pre-image exists, and
stipulates that even these are hard.

A one-way permutation is a one-way function that is one-to-one and satisfies
|f(x)| = |z| for every z. It is clear that under this assumption, (IZ4) is equivalent
to (3).

The main conclusion of this section is that, informally, “safe random number gen-
erators are equivalent to one-way functions”. In one direction, the connection is easy
to state and relatively easy to prove.

Theorem 7.3.1. Let g be a safe random number generator, and assume that N =
lg(x)| > 2n where n = |x|. Then g is one-way.

Proof. Suppose that g is not one-way, then there exists a constant k£ > 0, a randomized
polynomial time algorithm A, and infinitely many values n such that for a string y
randomly and uniformly chosen from {0, 1},

Pr(g(Alg(v)) = 9(v)) > —-
Now consider the following randomness test B: we declare a string z € {0, 1} “non-
random” if g(A(z)) = z, and “random” otherwise. If we give B either a truly random
string r = Ry ... Ry or g(z) (each with probability 1/2), the probability of success is

% Pr(g(A(r) # r) + % Pr(g(A(g(x))) = g(x))

The first term is very close to 1/2; indeed, the total number of strings in the range of
g is 2", so the probability that r is one of these of 2"~ < 27" (and of course even if r
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is in the range of g, it may not be equal to g(.A(r)), which would help us but we don’t
have to use it). The second term is at least 1/n* by assumption. Thus the probability
of success is at least

1 1 1 +11>1+1
2 on 2nk = 2 4nk’

which is non-negligibly larger than 1/2. O

In the reverse direction we describe how to use a one-way permutation f to construct
a safe random number generator. (This construction is due to Goldreich and Levin.)
For two 0-1 strings u = uy ... u, and v = vy ...v,, define u - v = uvy - -+ B ULV,

We describe a random number generator. We start with a function f : {0,1}" —
{0,1}"™. The seed of the generator is a pair (z,p) of random sequences x = (z1,...,z,)
and p = (p1,...,pn) (so the seed consists of 2n bits), and we stretch this to a pseudo-
random sequence of length N as follows. Compute the strings

y' = f(2)
fort =1,..., N (here f' is the function f iterated ¢ times), and let
Gt:p'ytv G(va):GlGN

Theorem 7.3.2. If f is a one-way permutation, then g is a safe random number
generator.

Proof. Using Theorem [21, and the remark after it, it suffices to show that for every
1 <4 < N, and for every randomized polynomial time algorithm B computing a bit
from Gy ...G;;1, the probability that this bit is G; is only negligibly larger than 1/2.
We can be generous and give the algorithm not only these bits, but all the strings
ft(x) for t > i+ 1 and also the string p (from which Gy ... Gy, is easily computed).
But then, we do not have to give fi™2(x)..., f¥(z); these are easily computed from
[ ().

Since f is a permutation of {0,1}", the vector f'(z) is also uniformly distributed
over {0,1}" for every t. We consider the two special vectors y = f'(z) and z =
fi*(x) = f(y). From the assumption that f is one-way, we know that no polynomial
time algorithm can compute y from z with non-negligible success probability.

Thus the algorithm B gets 2 = f*!(z) and p, and guesses G; = p-f~1(2). We denote
this guess by B(p, z) or simply by B(p) (the dependence on z will not be essential). We
show that any polynomial time algorithm that can do this with non-negligible success
probability over 1/2 can be used to compute y = f~!(z) with non-negligible success
probability.

To warm up, let us assume that we have a polynomial time algorithm B that always
gets p -y right. Then it is easy to compute y: its i-th bit is exactly y; = e; - y = B(e;),
where e; = 0°"'10""* (the string with exactly one 1 in the i-th position).

Unfortunately, we face a more difficult task: we can’t be sure that B computes p-y
correctly; all we know is that it computes a guess of this bit that is correct a little
more than half of the time (when we average over p, z and the coin-flips that B may
use). In particular, there is no guarantee that the algorithm gives the right result for
the very special choice p = e;.
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The next idea is to use that
yi=e-y=@®e) ydp-y
for any p. This suggests that we can try to use
B(p @ e;) @ B(p)

as our guess for y;. Choosing p at random here (uniformly over {0,1}"), we know that
that we have a little, but non-negligible chance over 1/2 to get p - y right; and since
along with p, the vector p@e; is also uniformly distributed over {0, 1}", the same holds
for the first term on the right-hand side. Unfortunately, this implies only a very bad
bound on the chance of getting both of them right.

The main trick is to consider the values

gp) =Blp®e) Dp-y. (7.5)

If for a p, B(p @ e;) guesses right, then this bit is y;; if it guesses wrong, then it is
—y;. Since on the average, B guesses more often right than wrong, we get that on the
average, the number of vectors v for which this is y; is at least (1 4+ n~¢) times larger
than the number of terms for which it is —y;. So it suffices to determine what is the
majority of the bits g(p).

There are two troubles with this approach: first, we cannot evaluate g(p), since in
(3), y is unknown! Second, it would take too long to consider all the values g(p) to
determine whether 0 or 1 is the majority.

Even though the first problem seems to kill the whole approach, we start with
addressing the second, and — surprisingly — this will also suggest a way to treat the
first one.

We can try to determine y; by sampling: choose randomly and independently a suf-
ficiently large number of vectors py, ..., pg, and output the majority of g(p1),. .., g9(px)
as the guess for y;. Probability theory (the Law of Large Numbers) tells us that the
majority of the samples will be the same as the majority of all values, with large
probability.

The exact computation is standard probability theory, but we go through it for
later reference. Suppose (say) that x; = 0, so that the majority of g(p), over all vectors
p, is 0, and in fact the number of vectors p with g(p) =1is M < (1/2—n"°)2". In the
sample, we expect to see g(p;) = 1 about kM2™" < (1/2 — n™°)k times. If sampling
gives the wrong conclusion, then

k

> glp) >

J=1

DO | T

9

and hence

(Z(g(pj) — M2‘")> > n %2, (7.6)

i=1

Set Z; = g(p;) — M27", then we have E(Z;) = 0, E(Z;2;) = E(Z,)E(Z)) = 01if j # 1
(since Z; and Z; are independent) and E(Z7) = M27" — M?27*" < 1. From this it is
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easy to compute the expectation of the left-hand side of ([C8):

E (Z Zj> =Y E(Z))-2 ) E(ZZ)<k

1<j<i<n

Thus the probability that (Z8) occurs is, by Markov’s inequality, less than k/(n=%k?) =
n*/k.

An important point to make is that to reach this conclusion we don’t need indepen-
dent samples: it suffices to assume that the vectors pq, ..., py are pairwise independent.
This will be significant, because to generate pairwise independent samples, we need “less
randomness”. In fact, let £ = 2" — 1, and pick only r vectors py, ..., p, uniformly and
independently from {0,1}", let p,41,...,pr be all non-trivial linear combinations of
them over GF(2) (say pr41 = p1 @ pa, Praa = p1 D pa P ps ete.; it does not matter in
which order we go through these linear combinations). Then it is easy to check that the
vectors pq,...,p, are pairwise independent, and hence can be used as sample vectors.

It may be nice to save on coin flips, but this way of generating pi,...,p; has a
further, much more substantial advantage: it provides a way out from the trouble that
we don’t know y in ([Z33). Indeed, only need to know the values p; -y, ..., px - y; and for
this, it suffices to know the values p;-y, ..., p,-y (since then we have p,1-y = p1-ySpa-y
etc.).

So we need only r bits of information about y; this is much less than n, but how
are we going to get it? The answer is, that we don’t. We just try all possible r-tuples
of 0 and 1. This is only 2/ = k + 1 = O(n?*®) cases to consider. For each such trial, we
try to reconstruct y as described above. We'll know when we succeed, since then we
find f(y) = z, and we are done. And this happens with non-negligible probability. [

7.4 Candidates for one-way functions

Number theory provides several candidates of one-way functions. The length of inputs
and outputs will not be exactly n, only polynomial in n.

Problem 7.4.1 (The factoring problem). Let x represent a pair of primes of length n
(say, along with a proof of their primality). Let f(n,z) be their product. Many special
cases of this problem are solvable in polynomial time but still, a large fraction of the
istances remains difficult.

Problem 7.4.2 (The discrete logarithm problem). Given a prime number p, a prim-
itive oot g for p and a positive integer i < p, we output p, g and y = ¢* mod p. The
wwversion problem for this is called the discrete logarithm problem since given p,q,vy,
what we are looking for is i which is also known as the index, or discrete logarithm, of
y with respect to p.

Problem 7.4.3 (The discrete square root problem). Given positive integers m and
x < m, the function outputs m and y = x*> mod m. The inversion problem is to find a
number x with x> =y (mod m). This is solvable in polynomial time by a probabilistic
algorithm if m is a prime but is considered difficult in the general case.
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7.4.1 Discrete square roots

In this section we discuss a number theoretic algorithm to extract square roots.
We call the integers 0,1, ..., p— 1 residues (modulo p). Let p be an odd prime. We
say that y is a square root of z (modulo p), if

y* =12 (mod p).
If x has a square root then it is called a quadratic residue.

Obviously, 0 has only one square root modulo p: if y*> =0 (mod p), then p|y?, and
since p is a prime, this implies that p|y. For every other residue z, if y is a square
root of z, then so is p —y = —y (mod p). There are no further square roots: indeed,
if 2% = z for some residue z, then ply? — 22 = (y — 2)(y + 2) and so either ply — z or
ply + 2. Thus z =y or z = —y as claimed.

This implies that not every integer has a square root modulo p: squaring maps the
non-zero residues onto a subset of size (p—1)/2, and the other (p—1)/2 have no square
root.

The following lemma provides an easy way to decide if a residue has a square root.

Lemma 7.4.1. A residue x has a square root if and only if
V2 =1 (mod p). (7.7)
Proof. The “only if” part is easy: if = has a square root y, then
P2 = yp=l = (mod p)

by Fermat’s Little Theorem. Conversely, the polynomial z®~1/2 — 1 has degree (p —
1)/2, and hence it has at most (p — 1)/2 roots modulo p (this can be proved just like
the well-know theorem that a polynomial of degree n has at most n real roots). Since
all quadratic residues are roots of z~1/2 — 1, none of the quadratic non-residues can
be. O]

But how to find a square root? For some primes, this is easy.

Lemma 7.4.2. Assume that p = 3 (mod 4). Then for every quadratic residue x,
@D/ s square root of .

Proof. (x(p+1)/4>2 = gPD/2 = 5. g@=1/2 = 1 (mod p). O

The case when p = 1 (mod 4) is more difficult, and the only known polynomial time
algorithms use randomization. In fact, randomization is only needed in the following
auxiliary algorithm:

Lemma 7.4.3. Let p be an odd prime. Then we can find a quadratic non-residue
modulo p in randomized polynomial time.

This can be done by selecting a random residue z # 0, and then testing (using
Lemma [Z71 whether it is a quadratic residue. If not, we try another z. Since the
chance of hitting one is 1/2, we find one in an average of two trials.
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Remark. One could, of course, try to avoid randomization by testing the residues
2,3,5,7,... to see if they have a square root. Sooner or later we will find a quadratic
non-residue. However, it is not known whether the smallest quadratic non-residue will
be found in polynomial time this way. It is conjectured that one never has to try more
than O(log? p) numbers this way.

Now let us return to the problem of finding the square root of a residue x, in the
case when p is a prime satisfying p = 1 (mod 4). We can write p — 1 = 2¥q, where ¢ is
odd and k > 2.

We start with finding a quadratic non-residue z. The trick is to find an even power
2% such that 72% =1 (mod p). Then we can take y = 2(@*V/22¢ (mod p). Indeed,

y? =272 =2 (mod p).

To construct such a power of z, we construct for all j < k — 1 an integer ¢; > 0 such
that

2?97 =1 (mod p). (7.8)

For 7 = 0, this is just what we need. For j = k — 1, we can take t;_, = ¢:
2?72 = g0 D/2- 1 = 1 (mod p),

since x is a quadratic residue and 27~! =1 (mod p) by Fermat’s “Little” theorem. This
suggests that we construct the number ¢; “backwards” for j =k -2,k —3,...
Suppose that we have t;, 7 > 0, and we want to construct ¢,_;. We know that

J J+1y. Jj—1 It j—1 It .
pla¥iz?h —1 = <x2 1,2t _ 1) (az2 ¥ 4 1)

We test which of the two factors is a multiple of p. If it is the first, we can simply take
tj—1 = t;. So suppose that it is the second. Now take

tj,1 = tj + 2k7j71q.

Then 22 9221 = g "0, 24425 e — 52700, 270 ,(0-1)/2 = (_1)(=1) = 1, since z is a
quadratic non-residue.
This completes the description of the algorithm.

Exercise 7.4.1. Show that squaring an integer is not a safe random number generator.

Exercise 7.4.2. For a string x, let rev(x) denote the reverse string. Show that if g(s)
is a safe random number generator, then so is rev(g(s)).

Exercise 7.4.3. If P=NP then no one-way function exists.

Exercise 7.4.4. Somebody proposes the following random number generator: it takes
an integer x with n bits as the seed, and outputs |z®/2"|. Show that this random
number generator is not safe.
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Decision trees

The logical framework of many algorithms can be described by a tree: we start from
the root and in every internal node, the result of a certain “test” determines which way
we continue. E.g., most sorting algorithms make comparisons between certain pairs of
elements and continue the work according to the result of the comparison. We assume
that the tests performed in such computations contain all the necessary information
about the input, i.e., when we arrive at a leaf of the tree, all that is left is to read off
the output from the leaf. The complexity of the tree gives some information about the
complexity of the algorithm; for example, the depth of the tree (the number of edges
in the longest path leaving the root) tells us how many tests must be performed in
the worst case during the computation. We can describe, of course, every algorithm
by a trivial tree of depth 1 (the test performed in the root is the computation of the
end result). This algorithmic scheme makes sense only if we restrict the kind of tests
allowed in the nodes.

We will see that decision trees not only give a graphical representation of the struc-
ture of some algorithms but are also suitable for proving lower bounds on their depth.
Such a lower bound can be interpreted as saying that the problem cannot be solved (for
the worst input) in fewer steps than some given number, if we assume that information
on the input is available only by the permissible tests (for example, in sorting we can
only compare the given numbers with each other and cannot perform e.g., arithmetic
operations on them).

141
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8.1 Algorithms using decision trees

Consider some simple examples.

Binary search

Perhaps the simplest situation in which decision trees are used is binary search. We
want to compute an integer a, about which at the beginning we only konw that it lies,
say, in the interval [1, N]. We have an algorithm that, given any integer m, 1 < m < N,
can decide whether a < m is true. Then by calling this algorithm [log N| times, we
can determine a. We have used this method when we showed that factoring an integer
can be reduced to the problem of finding a bounded divisor.

We can describe this algorithm by a rooted binary tree: every node will correspond
to an interval [u,v] C [1, N]. The root corresponds to the interval [1, N|, and each node
corresponds to the interval of integers that are still possible values for a if we arrive at
the node. The leaves correspond to one-element intervals, i.e., the possible values of
a. For an internal node corresponding to the interval [u, v], we select w = | (u + v)/2]
and test if @ < w. Depending on the outcome of this test, we proceed to one of the
children of the node, which correspond to the intervals [u,w]| and [w + 1, v].

a) Finding a false coin with a one-armed scale

We are given n coins looking identical from the outside. We know that each must weigh
1 unit; but we also know that there is a false one among them that is lighter than the
rest. We have a one-armed scale; we can measure with it the weight of an arbitrary
subset of the coins. How many measurements are enough to decide which coin is false?

The solution is simple: with one measurement, we can decide about an arbitrary
set of coins whether the false one is among them. If we put [n/2] coins on the scale,
then after one measurement, we have to find the false coin only among at most [n/2]
ones. This recursion ends in [log, n]| steps.

We can characterize the algorithm by a rooted binary tree. Every vertex v corre-
sponds to a set X, of coins; arriving into this vertex we already know that the false
coin is to be found in this set. (The root corresponds to the original set, and the leaves
to the 1-element sets.) For every internal node v, we divide the set X, into two parts,
with [|X,|/2] and ||X,|/2] elements, respectively. These correspond to the children
of v. Measuring the first one we learn which one contains the false coin.

b) Finding a false coin with a two-armed scale

Again, we are given n identically looking coins. We know that there is a false one
among them that is lighter than the rest. This time we have a two-armed scale but
without weights. On this, we can find out which one of two (disjoint) sets of coins is
lighter, or whether they are equal. How many measurements suffice to decide which
coin is false?

Here is a solution. One measurement consists of putting the same number of coins
into each pan. If one side is lighter then the false coin is in that pan. If the two sides
have equal weight then the false coin is among the ones left out. It is most practical
to put [n/3] coins into both pans; then after one measurement, the false coin must be
found only among at most [n/3] coins. This recursion terminates in [logs n] steps.
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Since one measurement has 3 possible outcomes, the algorithm can be characterized
by a rooted tree in which each internal node has 3 children. Every node v corresponds
to a set X, of coins; arriving into this node we already know that the false coin is
in this set. (As above, the root corresponds to the original set and the leaves to the
one-element sets.) For each internal node v, we divide the set X, into three parts, with
[ X,]/3], T1X,|/3] and | X, | — 2[|X,|/3] elements. These correspond to the children of
v. Comparing the two first ones we can find out which one of the three sets contains
the false coin.

Exercise 8.1.1. Prove that fewer measurements do not suffice in either problem a) or

b).

c) Sorting

Given are n elements that are ordered in some way (unknown to us). We know a
procedure to decide the order of two elements; this is called a comparison and considered
an elementary step. We would like to determine the complete ordering using as few
comparisons as possible. Many algorithms are know for this basic problem of data
processing; we treat this question only to the depth necessary for the illustration of
decision trees.

Obviously, (Z) comparisons are enough: with these, we can learn about every pair
of elements, which one in the pair is greater, and this determines the complete order.
These comparisons are not, however, independent: often, we can infer the order of
certain pairs using transitivity. Indeed, it is enough to make > 7, [logk]| ~ nlogn
comparisons. Here is the simplest way to see this: suppose that we already determined
the ordering of the first n — 1 elements. Then already only the n-th element must be
“inserted”; which can obviously be done with [logn| comparisons.

This algorithm, as well as any other sorting algorithm working with comparisons,
can be represented by a binary tree. The root corresponds to the first comparison;
depending on its result, the algorithm branches into one of the children of the root.
Here, we make another comparison, etc. Every leaf corresponds to a complete ordering.

Remark. In the above sorting algorithm, we only counted the comparisons. For a
real implementation, one should also take into account the other operations, e.g., the
movement of data, etc. From this point of view, the above algorithm is not good since
every insertion may require the movement of all elements placed earlier and this may
cause Q(n?) extra steps. There exist, however, sorting algorithms requiring altogether
only O(nlogn) steps.

d) Convex hull

The determination of the convex hull of n planar points is as basic among the geometri-
cal algorithms as sorting for data processing. The points are given by their coordinates:

p1 = (x1,Y1), - Pn = (Tn,yn). We assume, for simplicity, that the points are in gen-
eral position, i.e., no 3 of them is on one straight line. We want to determine those
indices 4, . . ., k1, % = %o for which p;,,...,p;,_,,pi, are the vertices of the convex hull

of the given point set, in this order along the convex hull (starting anticlockwise, say,
from the point with the smallest abscissa).
The idea of “insertion” gives a simple algorithm here, too. Sort the elements by their
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Ja

Figure 8.1: A simple convex hull algorithm

x; coordinates; this can be done in time O(nlogn). Suppose that py, ..., p, are already
indexed in this order. Delete the point p,, and determine the convex hull of the points
D1, --,DPn—1: let this be the sequence of points pj,,...,pj.. ., Pj. where jo = j, = 1.

Now, the addition of p, consists of deleting the arc of the polygon pj,, ..., pj,.
“visible” from p,, and replacing it with the point p,. Let us determine the first and last
elements of the sequence pj,, ..., p;,. visible from p,, let these be p;, and p;,. Then the
convex hull sought for is pj,, ..., Pj.. Pn, Djy,» Pin (Figure ).

How to determine whether some vertex p;, is visible from p,? The point p,_; is
evidently among the vertices of the polygon and is visible from p,; let j, = n — 1. If
s < t then, obviously, p;, is visible from p,, if and only if p, is below the line p; p;, ., .
Similarly, if s > ¢ then p;, is visible from p,, if and only if p, is above the line p; p;, ,.
In this way, it can be decided about every p;, in O(1) steps whether it is visible from
Pn-

Using this, we can determine a and b in O(logn) steps and we can perform the
“insertion” of the point p,. This recursion gives an algorithm with O(nlogn) steps.

It is worth separating here the steps in which we do computations with the coor-
dinates of the points, from the other steps (of combinatorial character). We do not
know namely, how large are the coordinates of the points, whether multiple-precision
computation is needed, etc. Analysing the described algorithm, we can see that the
coordinates needed to be taken into account only in two ways: at the sorting, when we
had to make comparisons among the abscissas, and at deciding whether point p, was
above or below the straight line determined by the points p; and p;. The last one can
be also formulated by saying that we must determine the orientation of the triangle
pipjpPr- This can be done in several ways using the tools of analytic geometry without
division.

The above algorithm can again be described by a binary decision tree: each of its
nodes corresponds either to the comparison of the abscissas of two given points or to
the determination of the orientation of a triangle given by three points. The algorithm
gives a tree of depth O(nlogn). (Many other algorithms looking for the convex hull
lead to a decision tree of similar depth.)

Exercise 8.1.2. Show that the problem of sorting n real numbers can be reduced in a
linear number of steps to the problem of determining the convex hull of n planar points.

Exercise 8.1.3. Show that the determination of the convex hull of the points py, ..., Dn
can be performed in O(n) steps provided that the points are already sorted by their x
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coordinates.

To formalize the notion of a decision tree let us be given the set A of possible
inputs, the set B of possible outputs and a set ® of functions defined on A with values
in {1,...,d}, the test-functions. A decision tree is a rooted tree whose internal nodes
(including the root) have d children (the tree is d-regular), its leaves are labeled with
the elements of B, the other nodes with the functions of ®. We assume that for every
vertex, the edges to its children are numbered in some order.

Every decision tree determines a function f : A — B. For any a € A, starting from
the root, we walk down to a leaf as follows. If we are in an internal node v then we
compute the test function assigned to v at the place a; if its value is ¢ then we step
further to the i-th child of node v. In this way, we arrive at a leaf w; the value of f(a)
is the label of w.

The question is that for a given function f, what is the decision tree with minimum
depth computing it.

In the simplest case, we want to compute a Boolean function f(zy,...,z,) and
every test that can be made in the vertices of the decision tree is testing the value
of one of the variables. In this case, we call the decision tree simple. Every simple
decision tree is binary, the internal nodes are indexed with the variables, the leaves
with 0 and 1.

The decision tree corresponding to binary search over the interval [1,2"] can be
considered as simple, if the variables are the bits of the number and we regard the con-
secutive comparisons as asking for the next bit of the unknown number a. The decision
tree for sorting is not simple: there, the tests (comparisons) are not independent since
the ordering is transitive. We denote by D(f) the minimal depth of a simple decision
tree computing a Boolean function f.

Example 8.1.1. Consider the Boolean function

f(]fl,x27 s, SL’4> = (SL’l V LL’Q) VAN (I‘Q V $3) VAN (SL’g V (L’4).

This is computed by the simple decision tree in Figure B2. This shows that D(f) < 3.
It is easy to see that we cannot compute this funtion by a simple decision tree of depth
2, and hence D(f) = 3.

Every decision tree can also be considered a two-person “twenty questions™like
game. One player (Xavier) thinks of an element a € A, and it is the task of the
other player (Yvette) to determine the value of f(a). For this, she can pose questions
to Xavier. Her questions cannot be, however, arbitrary, she can only ask the value of
some test function in . How many questions do suffice for her to compute the answer?
Yvette’s strategy corresponds to a decision tree, and Xavier plays optimally if with his
answers, he drives Yvette to the leaf farthest away from the root. (Xavier can “cheat,
as long as he is not caught”™—i.e., he can change his mind about the element a € A as
long as the new one still makes all his previous answers correct. In case of a simple
decision tree, Xavier has no such worry at all.)
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Figure 8.2: A simple decision tree

8.2 Non-deterministic decision trees

The notion learned in Chapter 5, non-determinism, helps in other complexity-theoretic
investigations, too. In the decision-tree model, the same idea can be formulated as fol-
lows (we will only consider the case of simple decision trees). Let f : {0,1}" — {0, 1} be
the function to be computed. Two numbers characterize the non-deterministic decision-
tree complexity (similarly to having two complexity classes for non-deterministic poly-
nomial time, namely NP and co-NP). For every input z, let D(f,x) denote the min-
imum number of those variables whose value already determines the value of f(x).
Let

Do(f) = max{D(f,x): f(z) =0}, Di(f) = max{D(f,z): f(x) = 1}.

In other words, Dy(f) is the smallest number with the property that for all inputs z
with f(z) = 0, we can test Dy(f) variables in such a way that knowing these, the value
of the function is already determined (it may depend on x which variables we will test).
The number D;(f) can be characterized similarly. Obviously,

D(f) = max{Do(f), D1(f)}-

It can be seen from the examples below that equality does not necessarily hold here.

Example 8.2.1. Assign a Boolean variable x. to each edge e of the complete graph
K,. Then every assignment corresponds to an n-point graph (we connect with edges
those pairs whose assigned value is 1). Let f be the Boolean function with (g) variables
whose value is 1 if in the graph corresponding to the input, the degree of every node
is at least one and 0 otherwise (i.e., if there is an isolated point). Then Dy(f) <n—1
since if there is an isolated point in the graph it is enough to know about the n — 1
edges leaving it that they are not in the graph. It is also easy to see that we cannot
infer an isolated point from the adjacency or nonadjacency of n — 2 pairs, and thus

Similarly, if there are no isolated points in a graph then this can be proved by the
existence of n — 1 edges (it is enough to know one edge leaving each node and at least
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one of the edges even covers 2 nodes). If the input graph is an (n — 1)-star then fewer
than n — 1 edges are not enough. Therefore

Thus, whichever is the case, we can know the answer after n — 1 lucky questions. On
the other hand, if we want to decide which one is the case then we cannot know in
advance which edges to ask; it can be shown that the situation is as bad as it can be,
namely

o = (3).

We return to the proof of this in the next section (exercise B233).

Example 8.2.2. Let now G be an arbitrary n-point graph an let us assign a variable
to each of its vertices. An assignment of the variables corresponds to a subset of the
vertices. Let the value of the function f be 0 if this set is independent in the graph
and 1 otherwise. This property can be simply expressed by a Boolean formula:

fly, . m,) = \/ (@i A xj).

ijEE(G)

If the value of this Boolean function is 1 then this can be found out already from testing
2 vertices, but of course not from testing a single point, i.e.

Di(f) =2.

On the other hand, if after testing certain points we are sure that the set is independent
then the vertices that we did not ask must form an independent set. Thus

Do(f)>n—a

where « is the maximum number of independent points in the graph. It can also be
proved (see Theorem BZ38) that if n is a prime and a cyclic permutation of the points
of the graph maps the graph onto itself, and the graph has some edges but is not
complete, then

D(f) =n.

We see therefore that D(f) can be substantially larger than the maximum of Dy(f)
and D;(f), moreover, it can be that D;(f) = 2 and D(f) = n. However, the following
beautiful relation holds:

Theorem 8.2.1. D(f) < Do(f)D1(f) if f is non-constant.

Proof. We use induction over the number n of variables. If n = 1 then the inequality is
trivial. It is also trivial if f is constant, so from now on we suppose f is not constant.

Let, say, f(0,...,0) = 0; then k < Dq(f) variables can be chosen such that fixing
their values to 0, the function is 0 independently of the other variables. We can assume
that the first k variables have this property.
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Next, consider the following decision algorithm. We ask the value of the first k

variables; let the obtained answers be aq,...,a;. Fixing these, we obtain a Boolean
function
9(Tps1y -y Tn) = fla1, oo, Qs Tty -+ 5 Tp)-

Obviously, Dy(g) < Do(f) and D1(g) < D1(f). We claim that the latter inequality
can be strengthened:

Di(g) < Di(f) — 1.

Consider an input (agi1,...,a,) of g with g(ags1,...,a,) =1. (If g = 0, then the
above inequality is trivially true, so we can suppose such (agy1,...,a,) exist.) To-
gether with the bits aq, ..., ax, this gives an input of the Boolean function f for which
f(ay,...,a,) = 1. According to the definition of the quantity D;(f), one can choose
m < Dy(f) variables, say, x;,,...,;, of f such that fixing them some values a;;, the
value of f becomes 1 independently of the other variables. One of the first k£ variables
must occur among these m variables; otherwise, f(0,...,0,ax1,...,a,) would have to
be 0 (due to the fixing of the first k variables) but would also have to be 1 (due to the
fixing of x;,, ..., x;, ), which is a contradiction. Thus, in the function g, at the position
Q11,---,ak, only m — 1 variables must be fixed to obtain the identically 1 function.
From this, the claim follows. From the induction hypothesis,

D(g) < Do(9)D1(g) < Do(f)(D1(f) — 1),

and hence
D(f) <k+D(g) < Do(f) + D(g) < Do(f)D1(f)- O

In Example B2, we could define the function by a disjunctive 2-normal form and
then D;(f) = 2 follows. This is not an accidental coincidence.

Proposition 8.2.2. If f is expressible by a disjunctive k-normal form then Di(f)<k.
If f is expressible by a conjunctive k-normal form then Do(f)<k.

Proof. Tt is enough to prove the first assertion. Let (a4, ...,a,) be an input for which
the value of the function is 1. Then there is an elementary conjunction in the disjunctive
normal form whose value is 1. If we fix the variables occurring in this conjunction then
the value of the function will be 1 independently of the values of the other variables. [

In fact, the reverse is also true.

Proposition 8.2.3. A non-constant Boolean function is expressible by a disjunctive
[resp. conjunctive] k-normal form if and only if D1(f) < k [resp. Do(f) < k.

Proof. Let {x;,,...,x;, } be a subset of the variables minimal with respect to contain-
ment, that can be fixed in such a way as to make the obtained function is identically
1. (Such a subset is called a minterm.)

We will show that m < k. Let us namely assign the value 1 to the variables
Tiyy -, x;, and 0 to the others. According to the foregoing, the value of the function



8.3. LOWER BOUNDS ON THE DEPTH OF DECISION TREES 149

is 1. By the definition of the quantity D;(f), we can fix in this assignment k values in
such a way as to make the function identically 1. We can assume that we only fix 1’s,
i.e., we only fix some of the variables z; ,...,x; . But then, due to the minimality of
the set {z;,,...,x;, }, we had to fix all of them, and hence m < k.

Let us prepare for every minterm S the elementary conjunction Fg = /\x cg i and
take the disjunction of these. We obtain a disjunctive k-normal form this way. It is
easy to check that this defines the function f. O

8.3 Lower bounds on the depth of decision trees

We mentioned that decision trees as computation models have the merit that non-trivial
lower bounds can be given for their depth. First we mention, however, a non-trivial
lower bound also called information-theoretic estimate.

Lemma 8.3.1. If the range of f has t elements then the depth of every decision tree
of degree d computing f is at least log,t.

Proof. A d-regular rooted tree of depth h has at most d”" leaves. Since every element
of the range of f must occur as a label of a leaf it follows that t > d”. O

As an application, let us take an arbitrary sorting algorithm. The input of this is
a permutation aq, ..., a, of the elements 1,2, ..., n, its output is the ordered sequence
1,2,...,n, while the test functions compare two elements:

( ) 1 if a; < a;
i\ A1y v oy Qp) = .
P 0 otherwise.

Since there are n! possible outputs, the depth of any binary decision tree computing
the complete order is at least logn! ~ nlogn. The sorting algorithm mentioned in the
introduction makes at most [logn]+ [log(n — 1)]+4-- -+ [log 1] ~ nlogn comparisons.
This bound is often very weak; if e.g., only a single bit must be computed then it says
nothing. Another simple trick for proving lower bounds is the following observation.

Lemma 8.3.2. Assume that there is an input a € A such that no matter how we
choose k test functions, say, v1,..., ¢k, there is an o' € A for which f(a’) # f(a) but
wi(a') = p;i(a) holds for all 1 <1i < k. Then the depth of every decision tree computing
f s greater than k.

For application, let us see how many comparisons suffice to find the largest one
of n elements. In a championship by elimination n — 1 comparisons are enough for
this. Lemma B3 gives only logn for lower bound; but we can apply Lemma BZ3
as follows. Let a = (ay,...,a,) be an arbitrary permutation, and consider k < n — 1
comparison tests. The pairs (7, ) for which a; and a; will be compared form a graph
G over the underlying set {1,...,n}. Since it has fewer than n — 1 edges this graph
falls into two disconnected parts, G; and G,. Without loss of generality, let G; contain
the maximal element and let p denote its number of vertices. Let o’ = (af,...a)) be
the permutation containing the numbers 1,...,p in the positions corresponding to the
vertices of G; and the numbers p + 1,...,n in those corresponding to the vertices of
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(G2; the order of the numbers within both sets must be the same as in the original
permutation. Then the maximal element is in different places in a and in @’ but the
given k tests give the same result for both permutations.

Exercise 8.3.1. Show that to pick the median of 2n + 1 numbers,
(a) at least 2n comparisons are needed;
(b)* O(n) comparisons suffice.

In what follows we show estimates for the depth of some more special decision trees,
applying, however, some more interesting methods. First we mention a result of Best,
Schrijver and van Emde-Boas, and Rivest and Vuillemin, which gives a lower bound of
unusual character for the depth of decision trees.

Theorem 8.3.3. Let f : {0,1}" — {0,1} be an arbitrary Boolean function. Let N
denote the number of those substitutions making the value of the function “17 and let
2% be the largest power of 2 dividing N. Then the depth of any simple decision tree
computing [ is at least n — k.

Proof. Consider an arbitrary simple decision tree of depth d that computes the function
f, and a leaf of this tree. Here, m < d variables are fixed, therefore there are at least
2"~ inputs leading to this leaf. All of these correspond to the same function value,
therefore the number of inputs leading to this leaf and giving the function value “1”
is either 0 or 2"~™. This number is therefore divisible by 2"~¢. Since this holds for
all leaves, the number of inputs giving the value “1” is divisible by 2"~ and hence
k>n—d. O

With the suitable extension of the above argument we can prove the following
theorem (details of the proof are left as an exercise to the reader).

Theorem 8.3.4. Given an n-variable Boolean function f, construct the following

polynomial: We(t) = > f(x1,...,x,)t" T where the summation extends to all
(x1,...,2,) € {0,1}". Prove that if f can be computed by a simple decision tree
of depth d, then W ;(t) is divisible by (t + 1)" . O

We call a Boolean function f of n variables evasive if it cannot be computed by a
decision tree of length smaller than n. It follows from Theorem BZ33 that if a Boolean
function has an odd number of substitutions making it “1” then the function is evasive.

We obtain another important class of evasive functions by symmetry-conditions.
A Boolean function is called symmetric if every permutation of its variables leaves its
value unchanged. E.g., the functions 1 +---+z,, 21 V---Vz, and z; A --- Az, are
symmetric. A Boolean function is symmetric if and only if its value depends only on
how many of its variables are 0 or 1.

Proposition 8.3.5. Every non-constant symmetric Boolean function is evasive.

Proof. Let f : {0,1}" — {0,1} be the Boolean function in question. Since f is not
constant, there is a j with 1 < 7 < n such that if j — 1 variables have value 1 then the
function’s value is 0 but if j variables are 1 then the function’s value is 1 (or the other
way around).

Using this, we can propose the following strategy to Xavier. Xavier thinks of a
0-1-sequence of length n and Yvette can ask the value of each of the x;. Xavier answers



8.3. LOWER BOUNDS ON THE DEPTH OF DECISION TREES 151

1 on the first 7 — 1 questions and 0 on every following question. Thus after n — 1
questions, Yvette cannot know whether the number of 1’sis 7 — 1 or 7, i.e., she cannot
know the value of the function. O

Symmetric Boolean functions are very special; the following class is significantly
more general. A Boolean function of n variables is called weakly symmetric if for all
pairs x;, x; of variables, there is a permutation of the variables that takes z; into z;
but does not change the value of the function. e.g., the function

(Il /\.I‘Q) V (IQ /\333) VeV (xn—l /\fL’n) V (ZEn/\fL’l)

is weakly symmetric but not symmetric. The question below (the so-called generalized
Aandera—Rosenberg—Karp conjecture) is open:

Conjecture 8.3.1. If a non-constant monotone Boolean function is weakly symmetric
then it is evasive.

We show that this conjecture is true in an important special case.

Theorem 8.3.6. If a non-constant monotone Boolean function is weakly symmetric
and the number of its variables is a prime number then it is evasive.

Proof. Let p be the number of variables (emphasizing that this number is a prime). We
use the group-theoretic result that if a prime p divides the order of a group, then the
group has an element of order p. In our case, those permutations of the variables that
leave the value of the function invariant form a group, and from the week symmetry it
follows that the order of this group is divisible by p. Thus the group has an element
of order p. This means that with a suitable labeling of the variables, the substitution
1 — To — -+ — T, — 1 does not change the value of the function.
Now consider the number

M= f@n,..,a)(p— P+ = Uy (p— 1). (8.1)

It follows that in the definition of M, if in some term, not all the values z4,...,,
are the same, then p identical terms can be made from it by cyclic substitution. The
contribution of such terms is therefore divisible by p. Since the function is not constant
and is monotone, it follows that f(0,...,0) =0 and f(1,...,1) = 1, from which it can
be seen that M gives remainder (—1)” modulo p, which contadicts Theorem B=34. [

Important examples of weakly symmetric Boolean functions are any graph proper-
ties. Consider an arbitrary property of graphs, e.g., planarity; we only assume that
if a graph has this property then every graph isomorphic to it also has it. We can
specify a graph with n points by fixing its vertices (let these be 1,...,n), and for all
pairs {i,7} C {1,...,n}, introduce a Boolean variable x;; with value 1 if ¢ and j are
connected and 0 if they are not. In this way, the planarity of n-point graph can be
considered a Boolean function with (g) variables. Now, this Boolean function is weakly
symmetric: for every two pairs, say, {i,7} and {u,v}, there is a permutation of the
vertices taking ¢ into u and 7 into v. This permutation also induces a permutation on
the set of point pairs that takes the first pair into the second one and does not change
the planarity property.
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A graph property is called trivial if either every graph has it or no one has it. A
graph property is monotone if whenever a graph has it each of its subgraphs has it. For
most graph properties that we investigate (connecivity, the existence of a Hamiltonian
circuit, the existence of complete matching, colorability etc.) either the property itself
or its negation is monotonic.

The Aandera—Rosenberg—Karp conjecture, in its original form, concerns graph prop-
erties:

Conjecture 8.3.2. Fvery non-trivial monotonic graph property is evasive, i.e., every
decision tree that decides such a graph property and can only test whether two nodes
are connected, has depth (g)

This conjecture is proved for a number of graph properties: for a general property,
what is known is only that the tree has depth (n?) (Rivest and Vuillemin) and that the
theorem is true if the number of points is a prime power (Kahn, Saks and Sturtevant).
The analogous conjecture is also proved for bipartite graphs (Yao).

Exercise 8.3.2. Prove that the connectedness of a graph is a evasive property.

Exercise 8.3.3.

(a) Prove that if n is even then on n fized points, the number of graphs not con-
taining isolated points is odd.

(b) If n is even then the graph property that in an n-point graph there is no isolated
point, 1S evasive.

(c)* This statement holds also for odd n.

Exercise 8.3.4. A tournament is a complete graph each of whose edges is directed.
FEach tournament can be described by (;) bits saying how the individual edges of the
graph are directed. In this way, every property of tournaments can be considered an (g) -
variable Boolean function. Prove that the tournament property that there is a 0-degree
vertex 15 evasive.

Among the more complex decision trees, the algebraic decision trees are important.
In this case, the input is n real numbers 1, ..., z, and every test function is described
by a polynomial; in the internal nodes, we can go in three directions according to
whether the value of the polynomial is negative, 0 or positive (sometime, we distinguish
only two of these and the tree branches only in two). An example is provided for the
use of such a decision tree by sorting, where the input can be considered n real numbers
and the test functions are given by the polynomials z; — x;.

A less trivial example is the determination of the convex hull of n planar points.
Recall that the input here is 2n real numbers (the coordinates of the points), and the
test functions are represented either by the comparison of two coordinates or by the
determination of the orientation of a triangle. The points (x1, 1), (z2,y2) and (z3,y3)
form a triangle with positive orientation if and only if

oy 1
To Y2 1]1>0.
r3 y3 1

This can be considered therefore the determination of the sign of a second-degree
polynomial. The algorithm described in Section BTl gives thus an algebraic decision
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tree in which the test functions are given by polynomials of degree at most two and
whose depth is O(nlogn).

The following theorem of Ben-Or provides a general lower bound on the depth
of algebraic decision trees. Before the formulation of the theorem, we introduce an
elementary topological notion. Let U C R™ be a set in the n-dimensional space.
Two points x1,x9 of the set U are called equivalent if there is no decomposition U =
U, U U, for which x; € U; and the closure of U; is disjoint from the closure of U;. The
equivalence classes of this equivalence relation are called the components of U. We call
a set connected if it has only a single connected component.

Theorem 8.3.7 (Ben-Or). Suppose that the set U C R"™ has at least N connected
components. Then every algebraic decision tree deciding x € U whose test functions
are polynomials of degree at most d, has depth at least log N/log(6d) —n. Ifd =1 then
the depth of every such decision tree is at least logs N.

Proof. We give the proof first for the case d = 1. Consider an algebraic decision tree
of depth h. This has at most 3" leaves. Consider a leaf reaching the conclusion z € U.
Let the results of the tests on the path leading here be, say,

fl(ZE) =0, ..., f]([E) =0, fj+1(l’) >0, ..., fh<l’) > 0.

Let us denote the set of solutions of this set of equations and inequalities by K. Then
every input x € K leads to the same leaf and therefore we have K C U. Since every
test function f; is linear, the set K is convex and is therefore connected. So, K is
contained in a single connected component of U. It follows that the inputs belonging
to different components of U lead to different leaves of the tree. Therefore N < 3",
which proves the statement referring to the case d = 1.

In the general case, the proof must be modified because K is not necessarily convex
and so not necessarily connected either. Instead, we can use an important result from
algebraic geometry (a theorem of Milnor and Thom) implying that the number of
connected components of K is at most (2d)"*". From this, it follows similarly to the
first part that

N > 3"2d)"t" > (6d)" ",
which implies the statement of the theorem. Il

For an application, consider the following problem: given n real numbers x4, ..., x,;
let us decide whether they are all different. We consider an elementary step the com-
parison of two given numbers, z; and x;. This can have three outcomes: z; < z;,
x; = x; and x; > ;. What is the decision tree with the smallest depth solving this
problem?

It is very simple to give a decision tree of depth nlogn. Let us namely apply an
arbitrary sorting algorithm to the given elements. If anytime during this, two compared
elements are found to be equal then we can stop since we know the answer. If not then
after n logn steps, we can order the elements completely, and thus they are all different.

Let us convince ourselves that Q(nlogn) comparisons are indeed needed. Consider
the following set:

U=A{(x1,...,x,) : x1,..., 1z, are all different }.
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This set has exactly n! connected components (two n-tuples belong to the same com-
ponent if they are ordered in the same way). So, according to Theorem BZ37, every
algebraic decision tree deciding x € U in which the test functions are linear, has depth
at least logs(n!) = Q(nlogn). The theorem also shows that we cannot gain an order of
magnitude with respect to this even if we permitted quadratic or other bounded-degree
polynomials as test polynomials.

We have seen that the convex hull of n planar points in general position can be
determined by an algebraic decision tree of depth nlogn in which the test polynomials
have degree at most two. Since the problem of sorting can be reduced to the problem
of determining the convex hull it follows that this is essentially optimal.

Exercise 8.3.5. (a) If we allow a polynomial of degree n? as test function then a
decision tree of depth 1 can be given to decide whether n numbers are different.

(b) If we allow degree n polynomials as test functions then a depth n decision tree
can be given to decide whether n numbers are different.

Exercise 8.3.6. Given are 2n different real numbers: xi,...,Tn, Y1, .., Yn. We want
to decide whether it is true that after ordering them, there is a x; between every pair
of y;’s. Prove that this needs Q(nlogn) comparisons.



Chapter 9

Algebraic computations

Performing algebraic computations is a fundamental computational task, and its com-
plexity theory is analogous to the complexity theory of Turing machine computations,
but in some respects it is more complicated. We have already discussed some aspects
of algebraic computations (power computation, Euclidean Algorithm, modulo m com-
putations, Gaussian elimination) in Section BZI.

9.1 Models of algebraic computation

In the algebraic model of computation the input is a sequence of numbers (x1, ..., z,),
and during our computation, we can perform algebraic operations (addition, subtrac-
tion, multiplication, division). The output is an algebraic expression of the input
variables, or perhaps several such expressions. The numbers can be from any field, but
we usually use the field of the reals in this section. Unlike e.g., in Section 3, we do
not worry about the bit-size of these numbers, not even whether they can be described
in a finite way (except in Section B271 and at the end of Section 21, where we deal
with multiplication of very large integer numbers).

To be more precise, an algebraic computation is a finite sequence of instructions,
where the k-th instruction is one of the following:

(Al) Ry =xz; (1<j<n) (reading an input),

(A2) Ry =c (c € R) (assigning a constant),

(A3) Ry = R; xR, (1 <i,j <k) (arithmetic operations)

(here % is any of the operations of addition, subtraction, multiplication or division).
The length of this computation is the number of instructions of type (A2) and (A3).
We must make sure that none of the expressions we divide with is identically 0, and
that the result of the algebraic computation is correct whenever we do not divide by
zZero.

We sometimes refer to the values R; as the partial results of the computation. The
result of the computation is a subsequence of the partial results: (R;,,..., R;,). Often
this is just one value, in which case we may assume that this is the last partial result
(whatever comes after is superfluous).

As an example, the expression 22 — 3% can be evaluated using three operations:

Rl =T, R2 = Y; R3:R1'R1; R4:R2'R2; R5 :Rg—R4. (91)
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Figure 9.1: Algebraic circuits representing computations (81) and (F2)

An alternate evaluation, using a familiar identity, is the following:
R1 = T; R2 =, Rg == R1 + RQ; R4 = Rl - Rz; R5 = R3 . R4. (92)

Sometimes we want to distinguish multiplying by a constant from multiplying two
expressions; in other words, we consider as a separate operation

(A4) R, = cR; (c e R, 1 <i < k) (multiplying by a constant),

even though it can be obtained as an operation of type (A2) followed by an operation
of the type (A3).

Often, one needs to consider the fact that not all operations are equally costly: we
do not count (A1) (reading the input); furthermore, multiplying by a constant, adding
or subtracting two variables (called linear operations) are typically cheaper than multi-
plication or division (called nonlinear operations). For example, (&) and (82) use the
same number of operations, but the latter computation uses fewer multiplications. We
will see that counting non-linear operations is often a better measure of the complexity
of an algorithm, both in the design of algorithms and in proving lower bounds on the
number of steps.

An algebraic computation can also be described by a circuit. An algebraic circuit
is a directed graph that does not contain any directed cycle (i.e., it is acyclic). The
sources (the nodes without incoming edges) are called input nodes. We assign a variable
or a constant to each input node. The sinks (the nodes without outgoing edges) are
called output nodes. (In what follows, we will deal most frequently with circuits that
have a single output node.) Each node v of the graph that is not a source has indegree
2, and it is labeled with one of the operation symbols +, —, -, /, and it performs the
corresponding operation on the two incoming numbers (whose order is specified, so
that we know which of the two is, e.g., the dividend and the divisor). See Figure G

Every algebraic computation translates into an algorithm on the RAM machine
(or Turing machine), if the input numbers are rational. However, the cost of this
computation is then larger, since we have to count the bit-operations, and the number
of bits in the input can be large, and the partial results can be even larger. If we
want to make sure that such a computation takes polynomial time, we must make sure
that the underlying algebraic computation has polynomial length (as a function of the
number of input numbers), and also that the number of bits in every partial result is
bounded by a polynomial in the number of bits in the input.
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9.2 Multiplication

We start with discussing the operation of multiplication of numbers, matrices and poly-
nomials (and also the related topic of inverting matrices). Multiplication of numbers is
trivial as an algebraic computation (it is a single step in this model), so we discuss its
bit-complexity; while this is a diversion, the tricks and methods applicable here are in
many ways analogous to the algebraic computation algorithms for the multiplication
of matrices and polynomials.

9.2.1 Arithmetic operations on large numbers

Suppose that we want to do arithmetic operations with really large integers, with
thousands, perhaps even millions of bits, and we want to do it more efficiently than
the method we learn in elementary school. (Forty years ago this would have been
a theoretical exercise; now, with cryptography using such numbers, it has become a
very important issue.) In our analysis, we count only operations between the input
bits of the two numbers, and ignore the additional work involved in organizing the
computation (shifting around the numbers etc.). This extra cost would not change
the order of magnitude of the work to be performed, but would make the analysis
machine-dependent.

To be more exact, suppose that the numbers are given in their binary representa-
tions:

Y EE— 2 -1
U:Un_l...U1U0:UQ—|—2U,1—|—2 u2+,—|—2" Up—1,

R 2 1
V=Tp_1...0100 = Vg + 201 + 2°vy + ..., +2" 0,1

(for simplicity, we assume they have the same number of bits). We want the result in
binary form too, e.g., for multiplication:

2 2n—1
W= UV = Way_1 ... W1We = Wy + 2wy + 2°wy + - - - + 27" w4

For addition and subtraction, we cannot gain any substantial time: the method we
learn in school takes 4n bit-operations, and just to read the numbers takes 2n time.
But, somewhat surprisingly, the situation is quite different for multiplication. Using
the traditional method for multiplication, this takes about n? bit operations (every bit
of w must be multiplied with every bit of v; while these multiplications are trivial in
binary, we have to write down about n? bits).

One would think that there is nothing better, but in fact we can save some work.
We start with a simple idea. Suppose that n = 2m is even, then we can write

u=2"U; + Uy, v=2"Vi +V,

where Uy = Uap—1 .. Um, Uy = Up—_1 ... Ug, and similarly Vi = 09,1 ...0,, and V =
Um—1...0g. Then

uv = 22mU1Vv1 + 2m<UO‘/1 + Ul%) + Ug%

We could try to use this formula to compute the product recursively; but it seems
that to evaluate this expression, even if we ignore additions, we have to perform four
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multiplications on m-bit integers, and it is easy to see that this does not lead to any
gain in the number of bit-operations. The key observation is that with a little algebra,
three multiplications are enough: Since

UgVi + UiVo = (U — Up)(Vo — V1) + UV + Ui V4,
we can express the product as
(27" + 2™ UL Vi + 2™(Uy — Up) (Vo — Vi) + (2™ + 1)Up V.

This way we have reduced the multiplication of two 2m-bit integers to three multipli-
cations of m-bit integers, and a few additions and multiplications by powers of 2. It
is easy to count these additional operations, to get that they involve at most 22m bit
operations.

If we denote by T'(n) the number of operations used by this recursive algorithm,
then

T(2m) < 3T (m) + 22m.

This formula gives, by induction, an upper bound on the number of bit-operations, at
least if the number of bits is a power of 2:

T(2%) <3T(28 1) +22- 281 < ... <3k p29(2F 1 3. 282 ... 1 38
= 3% 4+ 22(3% — 2F) < 23. 3%,
To multiply two integers with n bits for a general n, we can “pad” the numbers with

leading 0-s to increase the number of their bits to the next power of 2. If k = [logn],
then this algorithm will compute the product of two n-bit integers using

T(n) < T(2F) < 23 - 3% < 23 . 318" — 69 . plogd < 69 . p! 585

bit-operations.

This simple method to compute the product of two large integers more efficiently
than the method learned in elementary school can be improved substantially. We
will see that using more advanced methods (discrete Fourier transforms) much less
bit-operations suffice.

9.2.2 Matrix multiplication

Assume that we want to multiply the matrices

ayp ... Q1n b11 N bln
A= : : and B =

Ap1 -+ Qpp bnl ce bnn

for snnph(zlty, we consider only the case when the matrices are square). The pI'OdllCt
matrix is

C = where Cij = Clilblj + 4 ainbnj~ (93>
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Performing these arithmetic operations in the simple way takes n® multiplications and
n*(n — 1) ~ n? additions. Normally, we think of multiplications as more costly than
additions, so it could be useful to reduce the number of multiplications, even if it would
mean to increase the number of additions. (However, we will see that, surprisingly, we
can also reduce the number of additions.)

Strassen noticed that the multiplication of 2 x 2 matrices can be carried out using
7 multiplications and 18 additions, instead of the 8 multiplications and 4 additions in
(83). We form 7 products:

ug = (@11 + ag2)(br1 + baz),

uy = (@g1 + ag)biy,

Ug = a11<b12 - 522)7

U3z = Cbzz(bm - b11)>

uy = (@11 + a12)bae,

us = (a21 — a11) (b1 + b12),

ug = (@12 — a22)(ba1 + bag). (9.4)

Then we can express the entries of the product matrix as follows:

C11 = Up + Uz — Uyg + Usg,
Co1 = U1 + Us,
C12 = U + Uy,

Co2 = Ug + Ug — Up —+ Uus. (95)

To have to perform 14 extra additions to save one multiplication does not look
like a lot of gain, but we see how this gain is realized once we extend the method to
larger matrices. Similarly as for multiplication of integers, we show how to reduce the
multiplication of (2n) X (2n) matrices to the multiplication of n x n matrices. Let A,
B and C = AB be (2n) x (2n) matrices, and let us split each of them into four n x n
matrices:

A Ap Bi1 B Cnn Cha
A= <A21 A22)  B= (321 322) 0= (021 sz) '

Then C;; = Aj1Byj + Ai2Bsj, and we can use the formulas (04) and (93) to compute
these four matrices using only 7 multiplications and 18 additions of n x n matrices.
(Luckily, the verification of the formulas (84) and (E3), which we did not write down,
does not use commutativity of multiplication, so it remains valid for matrices.) As-
suming that we start with a 2¥ x 2% matrix, we can do this splitting recursively, until
we get down to 1 x 1 matrices (which can be multiplied using a single multiplication
of numbers). If the number of rows and columns is not a power of 2, we start with
adding all-0 rows and columns to increase the size to the nearest power of 2.

Do we save any work by this more complicated algorithm? Let M (n) denote the

number of multiplications, and S(n) the number of additions, when this algorithm is
applied to n X n matrices. Then

M(2n) = 7TM(n) and S(2n) = 18n* + 7S(n).
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Clearly M(1) =1, S(1) = 0, and it is easy to prove by induction on k that
M@2%) =7 and S(2%) = 6(7F — 4%).

Let k = [logn], then
M(n) = M(2F) = 7% < 7itlosn — 7plesT 7281

and similarly
S(n) < 42n°87 < 42n281,

We see that while for n = 2 Strassen’s method only gained a little in the number of
multiplications (and lost a lot in the number of additions), through this iteration we
improved both the number of multiplications and the number of additions, at least for
large matrices.

It is not easy to explain where the formulas (84) and (E3H) come from; in a sense,
this is not even understood today, since it is open how much the exponent of n in the
complexity of matrix multiplication can be reduced by similar methods. The current
best algorithm, due to Williams, uses O(n*3™7) multiplications and additions.

9.2.3 Inverting matrices

Let B be a (2n) x (2n) matrix, which we partition into 4 parts:
Bi1 B
B = 9.6
(321 BQQ) (5:6)
We can bring B to a block-diagonal form similarly as we would do for a 2 x 2 matrix:

I 0\ (Bu B\ (I —By'Bi\_(Bn 0 ©.7)
—By B! 1)\ By Bx)\0 I 0 By — ByuB'Bi)

To simplify notation, let C' = By, — By By;' Bio. Inverting and expressing B!, we get

g (! —B'B\ (B! 0 I 0
0 I 0 O Y \=BuB I

Bii' + Bi'B1sC~'By By —By'BioC~!
- (9.8)
—C_lBngl_ll C—l

This is a messy formula, but it describes how to compute the inverse of a (2n) x (2n)
matrix using two matrix inversions (for By; and C'), 6 matrix multiplications and 2
additions (one of which is in fact a subtraction), all performed on n x n matrices. We
could use this recursively as before, but there is a problem: how do we know that Bi;
is invertible? This does not follow even if we assume that B is invertible.

The way out is to use the identity

ATt =(ATA)TIAT, (9.9)
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This shows that if we can invert the matrix B = AT A, then, at the cost of a further
matrix multiplication, we can compute the inverse of A. (We do not count the cost of
computing the transpose of A, which involves only moving numbers around, no alge-
braic operations.) Now if A is nonsingular, then B is symmetric and positive definite.
Hence the principal submatrix By in the decomposition (88) is also symmetric and
positive definite. Furthermore, identity (874) implies that C' is also symmetric and
positive definite.

These facts have three important consequences. First, it follows that By, and C'
are nonsingular, so the inverses B;;' and C~! in (I8) make sense. Second, it follows
that when computing B;;' and C~! recursively, then we stay in the territory of invert-
ing symmetric and positive definite matrices, and so we don’t have to appeal to the
trick () any more. Third, it follows that By = Bj,, which saves us two multiplica-
tions, since By By = (By{'B12)" and C~'By B;' = (B;' B12C™)T do not need to be
computed separately.

Let I (n) denote the minimum number of multiplications needed to invert an n x n
positive definite matrix, and let L(n) denote the minimum number of multiplications
needed to compute the product of two n x n matrices. It follows from formula (IR)
that

It (2n) < 21" (n)+4L(n).

Using the matrix multiplication algorithm given in Section B2, we get that
IT(2M) <21t (2F) +4- 7",

which implies by induction that
(2% <7~

Using (E9), we get that a nonsingular 2% x 2F matrix can be inverted using 3 - 7"
multiplications. Just as in Section B2, this implies a bound for general n: an n x n
matrix can be inverted using no more than 21 - n'°87 multiplications. The number of
additions can be bounded similarly.

9.2.4 Multiplication of polynomials

Suppose that we want to compute the product of two real polynomials in one variable,
of degree n. Given

P(z) =ao+ a1z +---+a,2”, and Q(x)=0by+bx+ -+ bya",
we want to compute their product

R(z) = P(2)Q(z) = co + 12 + - - + conz®™.
The coefficients of this polynomial can be computed by the formulas

C; = aobi + albi_l + -+ Cbibo. (910)
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This is often called the convolution of the sequences (ag, a1, ..., a,) and (by, b1, ..., b,).
To compute every coefficient by these formulas takes (n + 1)? multiplications.

We can do better using the fact that we can substitute into a polynomial. Let us
substitute the values 0,1,...,2n into the polynomials. In other words, we compute
the values P(0), P(1),...,P(2n) and Q(0),Q(1),...,Q(2n), and then compute their
products R(j) = P(7)Q(j). From here, the coefficients of R can be determined by
solving the equations

COZR<O)
co+crt+ceat o+ e =R
o+ 2¢1 + 2%y + -+ + 27"y, = R(2)

: (9.11)
co+ (2n)cr + (2n)%cy + - -+ + (2n)*"can, = R(2n)

This does not seem to be a great idea, since we need about n? multiplications (and
about the same number of additions) to compute the values P(0), P(1),..., P(2n) and
Q(0),Q(1),...,Q(2n); it takes a small number of multiplications to get the values
R(0), R(1),...,R(2n), but then of the order of n® multiplications and additions to
solve the system (L) if we use Gaussian elimination (fewer, if we use the more so-
phisticated methods discussed in Section 8722, but still substantially more than n?).
We see some gain, however, if we distinguish two kinds of multiplications: multiplica-
tion by a fixed constant, or multiplication of two expressions containing the parameters
(the coefficients a; and b;). Recall, that additions and multiplications by a fixed con-
stant are linear operations. The computation of the values P(0), P(1),..., P(2n) and
Q(0),Q(1),...,Q(2n), as well as the solution of equations (1), takes only linear
operations. Nonlinear operations are needed only in the computation of the R(j), so
their number is only 2n + 1.

It would be very useful to reduce the number of linear operations too. The most
time-consuming part of the above is solving equations (AI); it takes of the order
of n® operations if we use Gaussian elimination (these are all linear, but still a lot).
Using more of the special structure of the equations, this can be reduced to O(n?)
operations. But we can do even better, if we notice that there is nothing special about
the substitutions 0,1,...,2n, we could use any other 2n + 1 real or even complex
numbers. As we are going to discuss in Section B2Z3, substituting appropriate roots of
unity leads to a much more efficient method for the multiplication of polynomials.

9.2.5 Discrete Fourier transform

Let P(z) = ag+aiz+- - -+a,x" be a real polynomial, and fix any r > n. Let & = 2™/

be the first r-th root of unity, and consider the values

ar, = P(e") = ag + a1 + aoe® + - - + ape™ (k=0,....,7r—1). (9.12)
The sequence (G, G1, - - ., G,_1) is called the discrete Fourier transform of order r of the
sequence of coefficients (ag, ay,...,a,). We will often append r — n — 1 zeros to this

sequence, to get a sequence (ag, @y, ..., a,_1) of length r.
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Discrete Fourier transforms have a number of very nice properties and important
applications, of which we only discuss those related to polynomial multiplication.

We start with some simple but basic properties. First, the inverse transformation
can be described by similar formulas:

1
ap = ;(do taeFtape™ o+ a, e OR) (k= 0,...,r—1). (9.13)

This can be verified by substituting the definition of a; into these formulas. Second,
assume that r > 2n, and let (by, ...,b,—1) and (co, . . ., ¢,—1) be the coefficient sequences
of the polynomials Q(z) and R(x) = P(z)Q(x), and let (bg,...,b,—1) and (¢, ..., ¢-1)

be their Fourier transforms of order r. Since ay, is a the value of P at ¥, we get that
& = agby. (9.14)

The main point in using discrete Fourier transforms is that they can be computed
very fast; this method is one of the most successful algorithmic tools in computations.
To describe a fast method for computing the discrete Fourier transform, suppose that
r = 2s is even. The Fourier transform (of order r) of a sequence (ag, ay,...,a,_1) can
be split into two parts:

- k —1)k
ar = ap+ are® 4+ -+ ap_e" Y

= (ap + ae™ + -+ - + agy_pe* )

+ ef(ay + age® 4 - + age_1e® IR, (9.15)

Both expressions in parenthesis are Fourier transforms themselves: since ¢* is the
first s-th root of unity, they are Fourier transforms of order s of the two sequences
(ag,ag, . ..,ass—2) and (ay,as,...,ass—1). So we have reduced the computation of a
Fourier transform of order r = 2s to the computation of two Fourier transforms of
order s. We can do this recursively.

How much work is involved? Let K (r) denote the number of arithmetic operations
this algorithm uses to perform a Fourier transform of order r = 2s. Recursively, we
need 2K (s) operations to compute the two smaller Fourier transforms. We need 2s — 2
multiplications to compute the powers of . Once we have these powers, we need only
two further arithmetic operations to apply (8I3), but we have to do so for every k, so
we need 4s operations. Putting these together, we get

K(2s) < 2K (s) + 6s.

If s = 2™ is a power of 2, then this inequality implies, by induction, that
K(2™) < 3m - 2™,

For a general r, we can choose m = [logr]|, and get
K(r) < K(2™) < 3(1 +logr)2't°8™ = 6(1 4 log r)r-

This is a much better bound than the O(r?) operations we get from the definition.
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As an application, let us return to multiplying two polynomials P and () of degree
n. This can be done by computing Fourier transforms of order r = 2n + 2 (this takes
O(nlogn) arithmetic operations), then computing the product of the values P(g*) and
Q(g*) (this takes O(n) further operations), and then computing the inverse Fourier
transform by essentially the same method as for the “forward” Fourier transform (this
takes O(nlogn) operations). So the product of two polynomials of degree n can be
computed using O(nlogn) arithmetic operations.

As another application of discrete Fourier transforms, we show that two n-bit num-
bers can be multiplied using O(nlog®n) bit-operations. (This bound can be improved
to O(nlognloglogn) bit-operations with more care.) We can use the multiplication
of polynomials. Let u = w,_1...uug and v = 7,1 ...010p be two positive integers,
given in binary. Consider the polynomials

U(x) = ug +wx + ugx® + - + 2™t

and

V(z) = vg +v1x + vex® + -+ v, 2"
Then v = U(2) and v = V(2), and hence uv = U(2)V(2). As we have seen, the
product polynomial UV can be computed using O(nlogn) arithmetic operations. The
substitution of 2 can be computed using O(n) further arithmetic operations.

However, here we are counting not arithmetic operations, but bit-operations. The
integers that we compute (the 2n + 1 coefficients of the product polynomial) are not
larger than n, and so the substitution of 2 into the product UV (computing the result
in binary) takes no more than O(nlogn) bit-operations.

One has to be more careful with computing the Fourier transform and its inverse,
since the roots of unity are complex irrational numbers, which have to be computed
with some finite but suitably large precision. Computing with complex numbers just
means computing with twice as many real numbers, and arithmetic operations between
complex numbers just mean two or six arithmetic operations between real numbers, so
using complex numbers does not cause any trouble here. But we have to address the
issue of precision.

If we compute the binary representations of the real and complex parts of the roots
of unity up to 6log n bits, then the error we make is less than n=¢. Even when multiplied
by an integer not larger than O(n), the error is still only O(n"), and if O(n) such terms
are added up, the error remains only O(n~*). Thus we get the values of U(e¥) and
V (e*) with error O(n™?), and since |U(e¥)| < n and |V (¥)| < n, it follows that we get
the product U(eF)V (e*) with error O(n™3). Applying inverse Fourier transformation
to these values, we get the result with error O(n™!). Rounding these values to the
nearest integer, we get the value uv. All numbers involved in these computations have
O(logn) bits, so an arithmetic operation between them takes O(log®n) bit-operations.
This means a total of O(nlog®n) bit-operations.

9.3 Algebraic complexity theory

We return to the notations introduced in Section Ol
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9.3.1 The complexity of computing square-sums

As a warm-up, we prove the following lower bound:

Theorem 9.3.1. Every algebraic computation for x2 + - - -+ 22 from inputs x1,. .., z,
must contain at least n nonlinear operations.

If you feel that this must be trivial, recall that the expression 7 — 22 can be
computed using a single multiplication, from the formula z? — 23 = (11 — x2) (2, + T2).

Proof. The main idea is to replace nonlinear (A3) operations (multiplications and di-
visions) by operations of type (A4) (multiplication with a constant) and show that the
output is still correct for several inputs, which will lead to a contradiction.

Suppose that there is an algebraic computation for 2 + -+ + 22, having m < n
nonlinear operations, which we label 1,2, ..., m. We fix some real numbers, a4, ..., a,,
such that if we input x; = a;, then there are no divisions by zero in the circuit. We
denote the value of R; by u; for this input. Then we replace (in acyclic order) every
operation of the form R, = R, - R; by Ry, = u; - R; (operation of type (A4)) and write
down the equation R; = u; where R; is a linear function of the input variables z;, as
all earlier nonlinear operations have been already replaced by linear ones. We similarly
replace operations of the form Ry = R;/R; by R, = (1/u;) - R; and write down the
equation R; = u;.

The m equations that we wrote down can be viewed as a system of linear equations
for the unknowns x1,...,x,. This system is solvable, since the values z; = a; satisfy
it. Furthermore, the number of equations is m, which is less than the number n of
unknowns, and hence the system has an at least one-dimensional family of solutions.
A one-dimensional subspace of the solutions can be represented as x; = a; + tb;, where
the b; are real numbers, not all zero, and ¢ ranges over all reals.

Let us substitute x; = a; + tb;. The R; = u; equations remain valid (for any t),
thus the circuit makes the same computations as the original one. The output will be
also the same, linear expression in x1,...,z,. This means that

((11 =+ tbl)2 + -4 (CLn + tbn)2

is a linear function of t. But this is a contradiction, since the coefficient of ¢? is
b3 + - -+ + b2, which is positive. O

9.3.2 Evaluation of polynomials

Let f(x,y) = z1y + --- + z,y™ be a polynomial in one variable y. We denote the
coefficients by x1,...,x,, to emphasize that they are not fixed, but real parameters.
We want to evaluate f at a given value y = u with some x = a. The following familiar
identity, called the Horner scheme achieves this with just n multiplications and n — 1
additions:

fla,u) = (... ((apu + Tp_1)u + Tp_o)u- -+ + x1)u.

Of course, there are many concrete polynomials that can be evaluated faster. For
example, the value of

n
y" + (n_l)y"1+'--+ny+1:(y+1)”
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can be computed using a single addition and O(logn) multiplications. However, in the
general case, the Horner scheme is best possible:

Theorem 9.3.2. Fvery algebraic computation computing f(x,y) from inputs x =
(x1,...,2,) and y must contain at least n nonlinear operations.

Proof. The proof is based on the same idea as Theorem 231, but we have to do it
differently. The nonlinear operations will be replaced by a sum of two quantities, the
first of which will be linear in x and the second a a rational function of y with real
coefficients.

Suppose that there is an algebraic computation involving m nonlinear operations,
where m < n. Going through the computation in the order in which it is given, we
modify the nonlinear operations as follows.

The output of the k-th operation will be replaced by an expression of the special
form

Rk =u; X+ dk(y), (916)

where u; € R", and dj(y) is a rational function of y with real coefficients (so it is linear
in x1,...,x,, but not necessarily in y). Furthermore, for some of these operations (not
necessarily for all of them) we write down a dependence relation between the input
numbers of the form

Vi X = hi(y), (9.17)

where again vi, € R", and h(y) is a rational function of y with real coefficients.

The operations R, = z; and R, = y are already in the above form, while in case
of R, = R; = R, the equations u, = w; = u; and di(y) = d;(y) = d;(y) are suitable
choices, while for Ry = cR; the equations u;, = cu; and di(y) = cd;(y) are good. For
these we do not have to write down a dependence relation BT4.

To describe how this replacement is done, let us start with the most difficult case,
when the k-th step is the division Ry = R;/R;. We have some subcases to consider.

(1) Suppose that uy (in the output Ry of the k-th step) is linearly independent of
the vectors v, (r < k) of the previous conditions (EI74). We add a new condition to
the list (9172):

u;-x+d;(y) =1,

(in other words, we take v = u; and hy(y) = 1 — d;(y)). The new output of the
operation will be R; (in other words, uy = u; and di(y) = d;(y)).

(2) Suppose that u; is a linear combination of the vectors v, (r < k):

k—1
u; = E Qr Vo,
r=1

but u; is not. Define the rational function

k—1

di(y) = dj(y) + Y _ b (y)

r=1
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(where a,, = 0 if we did not write down a new equation at the computation of R,).
Add a new condition to the list (811):

ui -z +di(y) = 1,

and let the new output of the operation be 1/d;(y). (So u; = 0 in this case.)

(3) Finally, suppose that both u; and uy are a linear combinations of the vectors
v, (r < k):

k—1 k—1
u; = E QpVy, u; = § /BTVT'
r=1 r=1

Define the rational functions

L) = di(y) + S ahe), &) = dly) + 3 Behe(y),

and let the new output be d;(y)/d;(y). There is no new condition of the type (1) to
record.

Multiplication steps are modified similarly. From the construction the following
statement follows directly.

Claim 9.3.3. The vectors vy in the conditions (EI4) are linearly independent.

Claim 9.3.4. For every input satisfying conditions (I1), the modified algorithm com-
putes the same values as the original at each step.

Proof. The proof is by induction on the index of the step. Suppose that the Claim holds
for the first £ — 1 outputs. If the k-th step is an addition, subtraction or multiplication
by a constant, then the Claim holds for the k-th output trivially. If the k-th step is a
division, and (1) holds, then

u; - x + di(y)

M XTOW) x4 dify) = w - x + di(y):
uj'x+dj(y) u; - X+ <y> u - X+ k(y)

If (2) applies, then

d;(y) = d;(y) + iarhr(y) = iar(vr -x) = ;- x+d;(y),

and so

ui-x+di(y) 1 1
wox+d;(y)  wox+di(y)  d(y) = (y).

In case (3), and in the case of multiplication, the argument is similar. O
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In particular, if we apply this computation with any input that satisfies the condi-
tions (EI7), then the modified computation will have the same output as the original.
Fixing an arbitrary value of y, the conditions (8I17) give a system of linear equations
on the coefficients x;. The number of these equations is at most m < n. Since the left
hand sides are linearly independent, this system has an infinite number of solutions; in
fact, it has a one-parameter linear family x; = a;(y) + tb; of solutions. Here the a;(y)
are rational functions of y and the b; can be obtained as solutions of the homogeneous
system of equations ¢ - x = 0, and therefore they are independent of y. Not all the b,
are 0.

For every t, the original algorithm computes on input x; = a;(y) + tb; and y the
value

n n

D (aily) + )y’ =Y aiy)y’ +1 Z biy'.

i=1 i=1
On the other hand, these inputs satisfy the conditions (8I1), and so the output is
u-(a(y)+tb)+d(y) =u-a(y)+tu-b+d(y)

for every ¢. So the coefficient of ¢ must be the same in both expressions: > i by’ =
u - b. But since b and u are independent of y, and not all b; are 0, this cannot hold
for every y. m

9.3.3 Formula complexity and circuit complexity

Let P(xy,...,x,) be a polynomial with real coefficients. Most often, such a polynomial
is given by a formula, using addition, subtraction and multiplication. A formula can
be defined as an algebraic circuit (without divisions) where every outdegree is at most
1.

The complezity of a formula is the number of arithmetic operations in it. Different
formulas representing the same polynomials can have very different complexity. For
example, consider the expansion

(1 +y1)(Ta+ o) (T +Yn) = T1To .. Ty +Y1T2 . T+ + Y1Y2 - Yn

Both sides are formulas representing the same polynomial, but the left side has com-
plexity 2n — 1, while the right side has complexity (n — 1)2". We define the formula
complezity of a polynomial as the minimum complexity in any formula representing the
polynomial. We define the circuit complexity of a polynomial as the minimum number
of non-source nodes in any algebraic circuit computing the polynomial. Clearly this is
at most as large as the formula complexity, but it can be smaller, as the next example
shows.

Let us illustrate the subtleties of circuit complexity and formula complexity on two
important polynomials. The determinant

r11 ... Tip
det(X) =

Tnl --- Tpn
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is a polynomial in n? variables. Using the familiar expansion of the determinant, it

takes (n — 1)n! multiplications to evaluate it. On the other hand, using Gaussian
elimination, it can be evaluated with O(n®) multiplications, and in fact this can be
improved to O(M(n)) = O(n*3™7) multiplications (see Exercise H33).

There is no compact (polynomial-size) formula to describe the determinant. In fact,
there is no easy substantial improvement over the full expansion. But it can be proved
that the determinant does have a formula of size n®1°¢™ It is not known, however,
whether the determinant has a polynomial-size formula (probably not).

The other polynomial to discuss here is the permanent. This is very similar to the
determinant: it has a similar expansion into n! terms, the only difference is that all
expansion terms are added up with positive sign. So for example

Ti1 T2\
per = T11%22 + T12%21-
To1 T2

The permanent plays an important role in various questions in combinatorics as
well as in statistical physics. We mention only one: the permanent of the adjacency
matrix of a bipartite graph G (in the bipartite sense) with n nodes in each class is the
number of perfect matchings in G.

It turns out that the evaluation of the permanent is NP-hard, even if its entries
are 0 or 1. This implies that there is no hope to find an algebraic computation of
polynomial length for the evaluation of the permanent. It is even less likely to find a
polynomial size formula for the permanent, but (quite frustratingly) this is not proved.

Exercise 9.3.1. (a) Show by an example that in an algebraic computation of length
n, where the input numbers are rational with bit complexity polynomaial in n, the bit
complexity of the result can be exponentially large.

(b) Prove that if an algebraic computation of length at most n, the constants (in
operations of type (A2)) as well as the input numbers are rational with bit complexity
at most n, and we know that the output is an integer with at most n bits, then the
output can be computed using a polynomial number of bit operations.

Exercise 9.3.2. An LUP-decomposition of an n x n matriz A is a triple (L,U, P)
of n X n matrices such that A = LUP, where L is a a lower triangular matrix with
1’s in the diagonal, U s an upper triangular matriz, and P is a permutation matrix
(informally, this means that we represent the matriz as the product of a lower triangular
and an upper triangular matriz, up to a permutation of the columns). Show that if we
can multiply two matrices with M (n) arithmetic operations, then we can compute the
LUP-decomposition of an n x n matriz with O(M(N)) arithmetic operations.

Exercise 9.3.3. Show that if we can multiply two n xn matrices with M (n) arithmetic
operations, then we can compute the determinant of a matriz using O(M(n)) arithmetic
operations.

Exercise 9.3.4. Show that if we can invert an n X n matriz with I(n) arithmetic
operations, then we multiply two n X n matrices using O(1(3n)) arithmetic operations.
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Exercise 9.3.5. Prove that to compute the product of an n X n matriz and a vector:

11 ... Zin U1

Tnlt -- Tpn Yn

takes at least n? nonlinear operations.



Chapter 10

Parallel algorithms

New technology makes it more urgent to develop the mathematical foundations of
parallel computation. In spite of the energetic research done, the search for a canon-
ical model of parallel computation has not settled on a model that would strike the
same balance between theory and practice as the Random Access Machine. The main
problem is the modeling of the communication between different processors and sub-
programs: this can happen on immediate channels, along paths fixed in advance, “radio
broadcast” like, etc.

A similar question that can be modeled in different ways is the synchronization of
the clocks of the different processors: this can happen with some common signals, or
not even at all.

In this chapter, we treat only one model, the so-called parallel Random Access
Machine, which has been elaborated most from a complexity-theoretic point of view.
Results achieved for this special case expose, however, some fundamental questions
of the parallelizability of computations. The presented algorithms can be considered,
on the other hand, as programs written in some high-level language: they must be
implemented according to the specific technological solutions.

10.1 Parallel random access machines

The most investigated mathematical model of machines performing parallel compu-
tation is the parallel Random Access Machine (PRAM). This consists of some fixed
number p of identical Random Access Machines (processors), see Section 3. The
program store of the machines is common and they also have a common memory con-
sisting, say, of the cells z[i] (where i runs through the integers). It will be convenient
to assume (though it would not be absolutely necessary) that each processor owns an
infinite number of program cells u[i]. At the beginning «[0] contains the serial number
of the processor (otherwise all processor would execute the same operations). Each
processor can read and write its own cells u[i] as well as the common memory cells z[i].

We write the input into the cells z[0], z[1], z[2], ..., x[n] where x[0] = n, the length
of the input. In addition to the input and the common program, we must also specify
how many processors will be used; we can write this into the cell [—1]. The processors
carry out the program in parallel but in lockstep. (Since they can refer to their own
name they will not necessarily compute the same thing.)

171
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In other words, to the instructions allowed for the Random Access Machine, we
must add the instructions

uli] == 0; il = wfi] + 1 uli] = uli] - 1
uld] == uli] + ulj]; wli] := wli] — ulj]; ululi]] := ul5]; uli] == ulul7]];
uli] = afuljll;  zfufi]] ==ulfl;  IF wu[if <0 THEN GOTO p

Furthermore, we also add multiplication and division to the instructions, that is we
can also use u[i] := u[i] * u[j] and uli] := u[i] = u[j] where * denotes multiplication and
a = b is the largest ¢ for which |a| > |b] * ¢. These are added so that each processor
can compute from its serial number in a single step x(f(x[—1], z[0],u[0])), the cell of
the input it has to read first, if f is some simple function (e.g., f(x[—1],z[0], u[0]) =
(u[0] = 2[0]) mod x[—1]).

The next step begins after each processor has finished the previous step. The
machine stops when each processor arrives at a program line in which there is no
instruction. The output is the content of the cells x[i].

An important question to decide is how to regulate the use of the common memory.
What happens if several processors want to write to or read from the same memory
cell? Several conventions exist for the avoidance of these conflicts. We mention four of
these:

e Two processors must not read from or write to the same cell. We call this the
exclusive-read, exclusive-write (EREW) model. We could also call it (completely)
conflict-free. This must be understood in such a way that it is the responsibility
of the programmer to prevent attempts of simultaneous access to the same cell.
If such an attempt occurs the machine signals program error.

e Maybe the most natural model is the one in which we permit many processors to
read the same cell at the same time but when they want to write this way, this
is considered a program error. This is called the concurrent-read, exclusive-write
(CREW) model, and could also be called half conflict-free.

e Several processors can read from the same cell and write to the same cell but
only if they want to write the same thing. (The machine signals a program error
only if two processors want to write different numbers into the same cell). We
call this model concurrent-read, concurrent-write (CRCW); it can also be called
conflict-limiting.

e Many processors can read from the same cell or write to the same cell. If sev-
eral ones want to write into the same cell the processor with the smallest serial
number succeeds: this model is called priority concurrent-read, concurrent-write
(P-CRCW), or shortly, the priority model.

Exercise 10.1.1.  a) Show that we can select the smallest from n numbers using n?
processors on the conflict-limiting model in O(1) steps.
b) Show that this can be done using n processors in O(loglogn) steps.

Exercise 10.1.2.  a) Prove that one can determine which one of two 0-1-strings
of length n is lexicographically larger, using n processors, in O(1) steps on the
priority model and in O(logn) steps on the conflict-free model.
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b*) Show that on the conflict-free model, this actually requires Q(logn) steps.
¢*) How many steps are needed on the other two models?

Exercise 10.1.3. Show that the sum of two 0-1-sequences of length at most n, as binary
numbers, can be computed with n* processors in O(1) steps on the priority model.

Exercise 10.1.4. a) Show that the sum of n 0-1-sequences of length at most n as
binary numbers can be computed, using n® processors, in O(logn) steps on the
priority model.

b*) Show that n? processors are also sufficient for this.
¢*) Show the same on the conflict-free model.

d) How many steps are needed to multiply two n bit integers using n® processors on
the conflict-free model?

Exercise 10.1.5. An interesting and non-unique representation of integers is the fol-
lowing. We write every n as n =Y ;_,b4" where —3 < b; < 3 for each i. Show that
the sum of two numbers given in such form can be computed using n processors in O(1)
steps on the conflict-free model.

On the PRAM machines, it is necessary to specify the number of processors not
only since the computation depends on this but also since this is — besides the time
and the storage — an important complexity measure of the computation. If it is not
restricted then we can solve very difficult problems very fast. We can decide, e.g., the
3-colorability of a graph if, for each coloring of the set of vertices and each edge of the
graph, we make a processor that checks whether in the given coloring, the endpoints
of the given edge have different colors. The results must be summarized yet, of course,
but on the conflict-limiting machine, this can be done in a single step.

First, it might sound scary that an algorithm might need n? or n® processors.
However, the following fundamental statement due to Brent says, informally, that if a
problem can be solved faster in parallel using many processors, then the same is true
for less processors. For this define the total work of an algorithm as the sum of the
number of steps of all processors.

It is easy to convince ourselves that the following statement holds.

Proposition 10.1.1. If a computation can be performed with any number of processors
in t steps and w total work (on any model), then for every positive integer p it can be
solved with p processors in % +t steps (on the same model).

In particular, it can be performed on a sequential Random Access Machine in w +t
steps.

Proof. Suppose that in the original algorithm w; processors are active in the i-th step,
SO w = 2221 w;. The i-th step can be obviously performed by p processors in [%1

steps, so we need in total >'_, [2] < 25:1(% +1) < 2+t steps using p processors. [

As a corollary, if we have an algorithm using, say, n? processors for log n steps, then
for every p (e.g., p = /n, or p = 32) we can make another that uses p processors and
makes (n?logn)/p + logn steps.
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The fundamental question of the complexity theory of parallel algorithms is just
the opposite of this: given is a sequential algorithm with time w and we would like to
implement it on p processors in essentially w/p (say, in O(w/p) logw) steps.

It is obvious that the above models are stronger and stronger since they permit
more and more. It can be shown, however, that the computations we can do on the
strongest one, the priority model, are not much faster than the ones performable on the
conflict-free model (at least if the number of processors is not too large). The following
lemma is concerned with such a statement.

Lemma 10.1.2. For every program P, there is a program Q such that if P computes
some output from some input with p processors in time t on the priority model then Q
computes on the conflict-free model the same with O(p?) processors in time O(tlog® p).

Proof. A separate processor of the conflict-free machine will correspond to every pro-
cessor of the priority machine. These are called supervisor processors. Further, every
supervisor processor will have p subordinate processors. One step of the priority ma-
chine computation will be simulated by a stage of the computation of the conflict-free
machine.

The basic idea of the construction is that whatever is in the priority machine after
a given step of the computation in a given cell z, should be contained, in the corre-
sponding stage of the computation of the conflict-free machine, in each of the cells with
addresses 2pz,2pz+1,...,2pz+p— 1. If in a step of the priority machine, processor ¢
must read or write cell z then in the corresponding stage of the conflict-free machine,
the corresponding supervisor processor will read or write the cell with address 2pz +i.
This will certainly avoid all conflicts since the different processors use different cells
modulo p.

We must make sure, however, that by the end of the stage, the conflict-free machine
writes into each cell 2pz,2pz + 1,...,2pz + p — 1 the same number the priority rule
would write into z in the corresponding step of the priority machine. For this, we
insert a phase consisting of O(logp) auxiliary steps accomplishing this to the end of
each stage.

First, each supervisor processor ¢ that in the present stage has written into cell
2pz + 1, writes a 1 into cell 2pz + p 4+ . Then, in what is called the first step of the
phase, it looks whether there is a 1 in cell 2pz + p + i — 1. If yes, it goes to sleep
for the rest of the phase. Otherwise, it writes a 1 there and “wakes” a subordinate.
In general, at the beginning of step k, processor i will have at most 2¥~! subordinates
awake (including, possibly, itself); these (at least the ones that are awake) will examine
the corresponding cells 2pz +p+i— 271 ..., 2pz +p+i— (2¥ — 1). The ones that find
a 1 go to sleep. Each of the others writes a 1, wakes a new subordinate, sends it 2¥~!
steps left while itself goes 2* steps left. Whichever subordinate gets below 2pz + p goes
to sleep; if a supervisor ¢ does this, it knows already that it has “won”.

It is easy to convince ourselves that if in the corresponding step of the priority
machine, several processors wanted to write into cell z then the corresponding super-
visor and subordinate processors cannot get into conflict while moving in the interval
[2pz + p,2pz + 2p — 1]. It can be seen namely that in the k-th step, if a supervisor
processor ¢ is active then the active processors j < i and their subordinates have writ-
ten 1 into each of the 2¥~! positions downwards starting with 2pz + p + i that are still
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> 2pz + p. If a supervisor processor or one of its subordinates started to the right
from them and would reach a cell <7 in the k-th step, it will necessarily step into one
of these 1’s and go to sleep, before it could get into conflict with the i-th supervisor
processor or its subordinates. This also shows that always a single supervisor will win,
namely the one with the smallest number.

The winner still has the job to see to it that what it wrote into the cell 2pz + ¢
will be written into each cell of interval [2pz,2pz 4+ p — 1]. This is easy to do by a
procedure very similar to the previous one: the processor writes the desired value into
cell 2pz, then it wakes a subordinate; the two of them write the desired value into the
cells 2pz + 1 and 2pz + 2 then they wake one subordinate each, etc. When they all
have passed 2pz + p — 1 the phase has ended and the next simulation stage can start.

We leave to the reader to plan the waking of the subordinates.

Each of the above “steps” requires the performance of several program instructions
but it is easy to see that only a bounded number is needed, whose cost is, even in
case of the logarithmic-cost model, only O(log p+log z). In this way, the time elapsing
between two simulating stages is only O(logp(logp + log 2)). Since the simulated step
of the priority machine also takes at least log z units of time the running time is thereby
increased only O(log® p)-fold. ]

In what follows if we do not say otherwise we use the conflict-free (EREW) model.
According to the previous lemma, we could have agreed on one of the other models.

Randomization is, as we will see at the end of the next section, an even more
important tool in the case of parallel computations than in the sequential case. The
randomized parallel Random Access Machine differs from the above introduced parallel
Random Access Machine only in that each processor has an extra cell in which, with
probability 1/2, there is always 0 or an 1. If the processor reads this bit then a new
random bit occurs in the cell. The random bits are completely independent (both
within one processor and between different processors).

10.2 The class NC

We say that a program for the parallel Random Access Machine is an NC-program if
there are constants ¢y, co > 0 such that for all inputs x the program works conflict-free
with O(|z|®") processors in time O(log® |z|). (According to Lemma M2, it would
not change this definition if we used e.g., the priority model instead.)

The class NC of languages consists of those languages £ C {0,1}* whose charac-
teristic function can be computed by an NC-program.

Remark. The goal of the introduction of the class NC is not to model practically
implementable parallel computations. In practice, we can generally use much more
than logarithmic time but (at least in the foreseeable future) only on much fewer than
polynomially many processors. The goal of the notion is to describe those problems
solvable with a polynomial number of operations, with the additional property that
these operations are maximally parallelizable (in case of an input of size n, on the
completely conflict-free machine, logn steps are needed even to let all input bits have
an effect on the output).



176 CHAPTER 10. PARALLEL ALGORITHMS

Obviously, NC C P. It is not known whether equality holds here but the answer
is probably no.

Around the class NC, a complexity theory can be built similar to the one around
the class P. The NC-reduction of a language to another language can be defined and,
e.g., inside the class P, it can be shown that there are languages that are P-complete,
i.e., to which every other language in P is NC-reducible. We will not deal with the
details of this; rather, we confine ourselves to some important examples.

Proposition 10.2.1. The adjacency-matrices of graphs containing a triangle form a
language in NC.

Algorithm 10.2.2. The NC-algorithm is essentially trivial. Originally, let z[0] = 0.
First, we determine the number n of points of the graph. Then we instruct the processor
with serial number i+jn+kn? to check whether the point triple (i, j, k) forms a triangle.
If no then the processor halts. If yes then it writes a 1 into the 0’th common cell and
halts. Whether we use the conflict-limiting or the priority model, we have x[0] = 1 at
the end of the computation if and only if the graph has a triangle. (Notice that this
algorithm makes O(1) steps.)

Our next example is less trivial, moreover, at the first sight, it is surprising: the
connectivity of graphs. The usual algorithms (breadth-first or depth-first search) are
namely strongly sequential: every step depends on the result of the earlier steps. For
the parallelization, we use a trick similar to the one we used earlier for the proof of
Savitch’s theorem (Theorem B—274).

Proposition 10.2.3. The adjacency matrices of connected graphs form a language in
NC.

Algorithm 10.2.4. We will describe the algorithm on the conflict-limiting model.
Again, we instruct the processor with serial number i + jn + kn? to watch the triple
(1,4,k). If it sees two edges in the triple then it inserts the third one. (If several
processors want to insert the same edge then they all want to write the same thing into
the same cell and this is permitted.) If we repeat this ¢ times then, obviously, exactly
those pairs of points will be connected whose distance in the original graph is at most
2'. In this way, repeating O(logn) times, we obtain a complete graph if and only if the
original graph was connected.

Clearly, it can be similarly decided whether in a given graph, there is a path con-
necting two given points, moreover, even the distance of two points can be determined
by a suitable modification of the above algorithm.

Exercise 10.2.1. Suppose we are given a graph G with vertices {1,2,...,n} and non-
negative edge-lengths, c(uv). Define the n x n matriz A as A(i,1) =0, A(i, j) = c(ij),
if ij is an edge and A(i, j) = +oo otherwise.

Consider the matriz-product where the product (of two elements) is replaced by
addition and the addition (of the products of the pairs) is replaced by the minimum
operation. Show that if we compute A™ for this matriz (which can be done in NC,
similarly to (Lemma [313)), then we get the shortest path for any pair of points.

Exercise 10.2.2. In Chapter @ we have defined algebraic decision trees and algebraic
formula and their depth/length.
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a) Suppose F' is a length L algebraic formula, which contains only the {+,—, }
operations. Show that we can construct a 3log L deep algebraic decision tree that
computes F'.

b) The same is true for Boolean formula and Boolean circuits of indegree 2.

c) Even if the algebraic formula F contains division, we can still construct a 4log L
deep algebraic decision tree that computes F.

Exercise 10.2.3.  a) Show that two length n sorted sequences can be merged into
an sorted sequence on the conflict-free model with n processors in O(logn) steps.
(Hint: merge the even and odd indexed subsequences recursively.)

b) A length n sequence can be sorted on the conflict-free model with n processors in
O(log®n) steps.

The next algorithm is maybe the most important tool of the theory of parallel
computations.

Theorem 10.2.5 (Csanky’s Theorem). The determinant of an arbitrary integer matriz
can be computed by an NC algorithm. Consequently, the invertible matrices form an
NC-language.

Algorithm 10.2.6. We present an algorithm proposed by Chistov. The idea is now
to try to represent the determinant by a suitable matrix power-series. Let B be an
n X n matrix and let By denote the & x k submatrix in its left upper corner. Assume
first that these submatrices By are not singular, i.e., that their determinants are not
0. Then B is invertible and according to the known formula for the inverse, we have

(B Y = det B,/ det B

where (B™'),,, denotes the element standing in the right lower corner of the matrix
B~'. Hence
det Bn—l

det B = ———.
¢ (B V)

Continuing this, we obtain

1

det B = .
(B~ )n - (Br:—ll)n—l,n—l T (Bl_1>11

Let us write B in the form B = I — A where I = I, is the n x n identity matrix.
Assuming, for a moment, that the elements of A are small enough, the following series
expansion holds:

Bkjl:]k—FAk—FAz—'—"',
which gives

(Bk_l)kk =1+ (Ap)rk + (A%)kk 4o
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Hence
1 1

(BiDe 1+ (Ar)ww + (A2 + -
=1 — [(A)me + (A e+ -]+ [(Ap)is + (A2 + -+ ]2 — -+

and hence
det B=[[(1 = [(A)ws + (ADwx + -]+ (ARt + (ADis + - 17 = --+)

We cannot, of course, compute these infinite series composed of infinite series. We
claim, however, that it is enough to compute only n terms from each series. More
exactly, let us substitute tA in place of A where ¢ is a real variable. For small enough ¢,
the matrices I, — tA; are certainly not singular and the above series expansions hold.
We gain, however, more. After substitution, the formula looks as follows:

det(I —tA)

=TT~ (A + 2 (AD+ -]+ A + P A+ =),
k=1

Now comes the decisive idea: the left-hand side is a polynomial of ¢ of degree at most
n, hence from the power series on the right-hand side, it is enough to compute only
the terms of degree at most n. In this way, det(/ —tA) consists of the terms of degree
at most n of the following polynomial:

n

F(t)=]]0 - (=3 t"(A7u)]

k=1 j=0  m=1

Now, however complicated the formula defining F'(¢) may seem, it can be computed
easily in the NC sense. Deleting from it the terms of degree higher than n, we get a
polynomial identical to det(/ —tA). Also, as a polynomial identity, our identity holds
for all values of ¢, not only for the small ones, and no nonsingularity assumptions are
needed. Substituting t = 1 here, we obtain det B.

We note that Mahajan and Vinay gave in 1997 a combinatorial algorithm for com-
puting the determinant that does not use division and thus can be also used for com-
puting the determinants of matrices over rings. This algorithm can be also parallelized,
using O(log?n) time in the EREW (completely conflict-free) model (with n® proces-
SOrS).

Randomization for parallel machines is even more important than in the sequential
case. We define the randomized NC, or RNC, class of languages similarly as the class
BPP was defined. RNC consists of those languages £ for which there is a number
¢ > 0 and a program computing, on each input = € {0, 1}*, on the randomized PRAM
machine, with O(|z|°) processors (say, in a completely conflict-free manner), in time
O(log |x|®), either a 0 or a 1. If € £ then the probability of the result 0 is smaller
than 1/4, if x ¢ £ then the probability of the result 1 is smaller than 1/4.

Using Theorem b T-3 with random substitutions, we arrive at the following impor-
tant application:
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Corollary 10.2.7. The adjacency matrices of graphs with complete matchings form a
language in RNC.

It must be noted that the algorithm only determines whether the graph has a
complete matching but it does not give the matching if it exists. This, significantly
harder, problem can also be solved in the RNC sense (by an algorithm of Karp, Upfal
and Wigderson).

Exercise 10.2.4. Consider the following problem. Given a Boolean circuit and its
imput, compute its output. Prove that if this problem is in NC then P=NC.



Chapter 11

Communication complexity

With many algorithmic and data processing problems, the main difficulty is the trans-
port of information between different processors. Here, we will discuss a model which—
in the simplest case of 2 participating processors—attempts to characterize the part of
complexity due to the moving of data.

Let us be given thus two processors, and assume that each of them knows only part
of the input. Their task is to compute some output from this; we will only consider
the case when the output is a single bit, i.e., they want to determine some property
of the (whole) input. We abstract from the time and other costs incurred by the local
computation of the processors; we consider therefore only the communication between
them. We would like to achieve that they solve their task having to communicate as
few bits as possible. Looking from the outside, we will see that one processor sends
a bit &1 to the other one; then one of them (maybe the other one, maybe the same
one) sends a bit €5, and so on. At the end, both processors must “kmow” the bit to be
computed.

To make it more graphic, instead of the two processors, we will speak of two players,
Alice and Bob. Imagine that Alice lives in Europe and Bob lives in New Zealand before
the age of the internet; then the assumption that the cost of communication dwarfs
the cost of local computations is rather realistic.

What is the algorithm in the area of algorithmic complexity is the protocol in the
area of communication complexity. This means that we prescribe for each player, for
each stage of the game where his/her input is z and bits e1,...,e; were sent so far
(including who sent them) whether the next turn is his/her (this can only depend on
the messages €1, ..., €, and not on z; it must namely be also known to the other player
to avoid conflicts), and if yes then—depending on these—what bit must be sent. Each
player knows this protocol, including the “meaning” of the messages of the other player
(in case of what inputs could the other one have sent it). We assume that both players
obey the protocol.

It is easy to give a trivial protocol: Let Alice send Bob the part of the input known
to her. Then Bob can already compute the end result and communicate it to Alice
using a single bit. We will see that this can be, in general, far from the optimum. We
will also see that in the area of communication complexity, some notions can be formed
that are similar to those in the area of algorithmic complexity, and these are often easier
to handle. But before, we give a very simple example where the trivial protocol is not

180
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optimal. Later we’ll see that indeed, for many of the simple communication tasks the
trivial protocol is best possible.

Suppose that both Alice and Bob have two bits, and they want to decide whether
the binary sum of each input is the same. The trivial protocol would be that one of
them, say Alice, sends her input to Bob, who then does all the computation (not too
hard) and returns a bit telling Alice the answer. But of course, instead of sending both
bits, it suffices to send the binary sum, which saves one bit.

One can argue that in this example, the protocol is still the trivial one: the only
important information about Alice’s input is the binary sum of her bits, so she does
send Bob all but the redundant information she has.

11.1 Communication matrix and protocol-tree

Let Alice’s possible inputs be ay, ..., a, and Bob’s possible inputs by, . .., by, (since the
local computation is free it is indifferent for us how these are coded). Let ¢;; be the
value to be computed for inputs a; and b;. The matrix C' = (c¢;;)i, 2, is called the
communication matriz of the problem in question. This matrix completely describes
the problem: both players know the whole matrix C'. Alice knows the index ¢ of a row
of C', while Bob knows the index j of a column of C. Their task is to determine the
element c;;. The trivial protocol is that e.g., Alice sends Bob the number 7; this means
[log n] bits. (If m < n then it is better, of course, to proceed the other way.)

Let us see first what a protocol means for this matrix. First of all, the protocol
must determine who starts. Suppose that Alice sends first a bit ;. This bit must
be determined by the index i known to Alice; in other words, the rows of C' must
be divided in two parts according to e; = 0 or 1. The matrix C' is thus decomposed
into two submatrices, Cy and C;. This decomposition is determined by the protocol,
therefore both players know it. Alice’s message determines which one of Cy and C
contains her row. From now on therefore the problem has been narrowed down to the
corresponding smaller matrix.

The next message decomposes Cy and C;. If the sender is Bob then he divides
the columns into two classes; if it is Alice then she divides the rows again. It is not
important that the second message has the same “meaning” in each case, i.e., that it
divides the same rows |[columns| in the matrices Cj and C; moreover, it is also possible
that it subdivides the rows of Cy and the columns of C; (Alice’s message “0” means
that “I have more to say”, and her message “1” that “it is your turn”).

Proceeding this way, we see that the protocol corresponds to a decomposition of the
matrix to ever smaller submatrices. In each “turn”, every actual submatrix is divided
into two submatrices either by a horizontal or by a vertical split. (Such a decomposition
into submatrices is called a guillotine-decomposition.) It is important to note that rows
and columns of the matrix can be divided into two parts in an arbitrary way; their
original order plays no role.

When does this protocol stop? If the players have narrowed down the possibilities
to a submatrix C” then this means that both know that the row or column of the other
one belongs to this submatrix. If from this, they can tell the result in all cases then
either all elements of this submatrix are 0 or all are 1.
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000
111
0 0 11
0 0 11
0000
1111

Figure 11.1: Protocol-tree

In this way, the determination of communication complexity leads to the following
combinatorial problem: in how many turns can we decompose a given (-1 matrix into
matrices consisting of all 0’s and all 1’s, if in each turn, every submatrix obtained so far
can only be split in two, horizontally or vertically? (If we obtain an all-0 or all-1 matrix
earlier than the required number of turns, we can stop splitting it. But sometimes, it
will be more useful to pretend that we keep splitting even in this case; formally, we
agree that an all-0 matrix consisting of 0 rows can be split from an all-0 matrix as well
as from an all-1 matrix.)

We can associate a binary tree to this process. Every point of the tree is a submatrix
of C'. The root is the matrix C, its left child is Cy and its right child is C;. The two
children of every matrix are obtained by dividing its rows or columns into two classes.
The leaves of the tree are all-O or all-1 matrices.

Following the protocol, the players move on this tree from the root to some leaf.
If they are in some node then whether its children arise by a horizontal or vertical
split determines who sends the next bit. The bit is 0 or 1 according to whether the
row [column| of the sender is in the left or right child of the node. If they arrive
to a leaf then all elements of this matrix are the same and this is the answer to the
communication problem. The time requirement of the protocol is the depth of this tree.
The communication complezity of matrix C' is the smallest possible time requirement
of all protocols solving it. We denote it by x(C).

Note that if we split each matrix in each turn (i.e., if the tree is a complete binary
tree) then exactly half of its leaves is all-0 and half is all-1. This follows from the fact
that we have split all matrices of the penultimate “generation” into an all-0 matrix and
an all-1 matrix. In this way, if the depth of the tree is ¢ then among its leaves, there
are 271 all-1 (and just as many all-0). If we stop earlier on the branches where we
arrive earlier at an all-0 or all-1 matrix it will still be true that the number of all-1
leaves is at most 2! since we could continue the branch formally by making one of
the split-off matrices “empty”.

This observation leads to a simple but important lower bound on the communication
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complexity of the matrix C. Let rk(C') denote the rank of matrix C.
Lemma 11.1.1.

k(C) > 1+ logrk(C).

Proof. Consider a protocol-tree of depth x(C') and let Ly, ..., Ly be its leaves. These
are submatrices of C'. Let M; denote the matrix (having the same size as C') obtained
by writing 0 into all elements of C' not belonging to L;. By the previous remark, we
see that there are at most 2°(©)~! non-0 matrices M;; it is also easy to see that all of
these have rank 1. Now,

C'= M + M+ -+ My,

and thus, using the well-known fact from linear algebra that the rank of the sum of
matrices is not greater than the sum of their rank,

rk(C) < tk(M;) + - -+ 4+ tk(My) < 281
This implies the lemma. —

Corollary 11.1.2. If the rows of matrix C' are linearly independent then the trivial
protocol is optimal.

Consider a simple but important communication problem to which this result is
applicable and which will be an important example in several other aspects.

Example 11.1.1. Both Alice and Bob know some 0-1 sequence of length n; they want
to decide whether the two sequences are equal.

The communication matrix belonging to the problem is obviously a 2™ x 2" identity
matrix. Since its rank is 2" no protocol is better for this problem than the trivial (n+1
bit) one.

By another, also simple reasoning, we can also show that almost this many bits
must be communicated not only for the worst input but for almost all inputs:

Theorem 11.1.3. Consider an arbitrary communication protocol deciding about two
0-1-sequence of length n whether they are identical, and let h > 0. Then the number of
sequences a € {0,1}" such that the protocol uses fewer than h bits on input (a,a) is at
most 2".

Proof. For each input (a,b), let J(a,b) denote the “record” of the protocol, i.e., the
0-1-sequence formed by the bits sent to each other. We claim that if a # b then
J(a,a) # J(b,b); this implies the theorem trivially since the number of < h-length
records is at most 2"

Suppose that J(a,a) = J(b,b) and consider the record J(a,b). We show that this
is equal to J(a,a).

Suppose that this is not so, and let the i-th bit be the first one in which they differ.
On the inputs (a,a), (b,b) and (a,b) not only the first ¢ — 1 bits are the same but
also the direction of communication. Alice namely cannot determine in the first ¢ — 1
steps whether Bob has the sequence a or b, and since the protocol determines for her
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whether it is her turn to send, it determines this the same way for inputs (a,a) and
(a,b). Similarly, the i-th bit will be sent in the same direction on all three inputs, say,
Alice sends it to Bob. But at this time, the inputs (a,a) and (a, b) seem to Alice the
same and therefore the i-th bit will also be the same, which is a contradiction. Thus,
J(a,b) = J(a,a).

The protocol terminates on input (a,b) by both players knowing that the two se-
quences are different. But from Alice’s point of view, her own input as well as the
communication are the same as on input (a,a), and therefore the protocol comes to
wrong conclusion on that input. This contradiction proves that J(a,a) # J(b,b). [

One of the main applications of communication complexity is that sometimes we
can get a lower bound on the number of steps of algorithms by estimating the amount
of communication between certain data parts. To illustrate this we give another proof
for part (b) of Theorem T23. Recall that a palindrome is a string with the property
that it is equal to its reverse. Now we will prove that every one-tape Turing machine
needs Q(n?) steps to decide about a sequence of length 2n whether it is a palindrome.

Proof. Consider an arbitrary one-tape Turing machine deciding this question. Let us
seat Alice and Bob in such a way that Alice sees cells n,n—1,...,0,—1,... of the tape
and Bob sees its cells n 4+ 1,n + 2,...; we show the structure of the Turing machine
to both of them. At start, both see therefore a string of length n and must decide
whether these strings are equal (Alice’s sequence is read in reverse order).

The work of the Turing machine offers a simple protocol to Alice and Bob: Alice
mentally runs the Turing machine as long as the scanning head is on her half of the
tape, then she sends a message to Bob: “the head moves over to you with this and
this internal state”. Then Bob runs it mentally as long as the head is in his half, and
then he tells Alice the internal state with which the head must return to Alice’s half,
etc. So, if the head moves over k times from one half to the other one then they send
each other k - log |I"| bits (where I is the set of states of the machine). At the end, the
Turing machine writes the answer into cell 0 and Alice will know whether the word is
a palindrome. For the price of 1 bit, she can let Bob also know this.

According to Theorem T3, we have therefore at most 22 palindromes with
klog|l'| < n/2, i.e., for most inputs, the head passed between the cells n and (n + 1)
at least cn times, where ¢ = 1/(2log |I'|). This is still only 2(n) steps but a similar
reasoning shows that for all A > 0, with the exception of 2" - 27/2 inputs, the machine
passes between cells (n — h) and (n — h + 1) at least cn times. For the sake of proving
this, consider a palindrome « of length 2h and write in front of it a sequence g of
length n — h and behind it a sequence v of length n — h. The sequence obtained this
way is a palindrome if and only if 3 = 4~ where we denoted by v~! the inversion of 7.
By Theorem ITI3 and the above reasoning, for every a there are at most 2/2 strings
B for which on input Sa/3~!, the head passes between cells n — h and n — h + 1 fewer
than cn times. Since the number of a’s is 2" the assertion follows.

If we add up this estimate for all h with 0 < A < n/2 the number of exceptions is
at most

27’L/2 4 2. 2%/2 4 4. 2n/2 N 2%/2—1 . 2n/2 < 2%7

hence there is an input on which the number of steps is at least (n/2)-(cn) = Q(n?). O
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O———0O Alice'stree

O - -+ Bob'stree

Figure 11.2: Protocol for disjointness of subtrees

Exercise 11.1.1. Show that the following communication problems cannot be solved
with fewer than the trivial number of bits (n+1): The inputs of Alice and Bob are two
subsets of an n-element set, X and Y. They must decide whether

e X and Y are disjoint;

o | X NY] is even.

11.2 Examples

We give some examples when the trivial protocol (Alice sending all her information
to Bob) is not optimal. The examples are not simple, demonstrating how carefully
planned protocols can save a lot.

Example 11.2.1. There is a tree T" with n nodes, known to both players. Alice has a
subtree Ty and Bob has a subtree Ts. They want to decide whether the subtrees have
a common vertex.

The trivial protocol uses obviously log M +1 bits where M is the number of subtrees.
M can even be greater than 27! if e.g., T is a star. So the trivial protocol may take n
bits. (For different subtrees, Alice’s message must be different. If Alice gives the same
message for subtrees Ty and T and, say, T4 17 then T4 has a vertex v that is not
in T"; if Bob’s subtree consists of the single point v then he cannot find the answer
based on this message.)

Consider, however, the following protocol: Alice chooses a vertex z € V(T4) and
sends it to Bob (we reserve a special message for the case when T4 is empty; in this
case, they will be done ). If x is also a vertex of the tree Tz then they are done (Bob
has a special message for this case). If not, then Bob determines the point of Ty closest
to x (this is the node where the path from x to any node of Ty hits Ts). He sends this
node y to Alice.

Now if y is in Ty, then Alice knows that the two trees have a common point; if y is
not in 74 then the two trees have no common points at all. She sends one bit to tell
the result.

This protocol uses only 1+ 2[log(n + 1)] bits (see Figure [12).

Exercise 11.2.1. Prove that in Example TIZ, any protocol requires at least logn
bits.
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Exercise* 11.2.2. Refine the protocol in Example TT-Z1 that it uses only logn +
loglogn + 1 bits.

Example 11.2.2. Given is a graph G with n points. Alice knows a vertex set Su
spanning a complete subgraph and Bob knows an independent vertex set Sp in the
graph. They want to decide whether the two subgraphs have a common vertex.

If Alice wants to give the complete information to Bob about the vertex set known
to her then log M bits would be needed, where M is the number of complete subgraphs.
This can be, however, even 2"/2 i.e., (in the worst case) Alice must use Q(n) bits. The
situation is similar with Bob.

The following protocol is significantly more economical. Alice checks whether the
set S4 has a vertex with degree at most n/2 — 1. If there is one, then she sends to Bob
a 1 and then the name of such a vertex v. Then both of them know that Alice’s set
consists only of v and some of its neighbors, i.e., they reduced the problem to a graph
with n/2 vertices.

If every node of S4 has degree larger than 1/2 — 1 then Alice sends to Bob only a 0.
Then Bob checks whether the set Sp has a vertex with degree larger than n/2 —1. If it
has then it sends Alice a 1 and the name of such a node w. Similarly to the foregoing,
after this both of them will know that besides w, the set Sp can contain only vertices
that are not neighbors of w, and they thus again succeeded in reducing the problem to
a graph with at most (n + 1)/2 vertices.

Finally, if every vertex of Sp has degree at most n/2 — 1, Bob sends a 0 to Alice.
After this, they know that their sets are disjoint.

The above turn uses at most O(logn) bits and since it decreases the number of
vertices of the graph to half, it will be repeated at most logn times. Therefore, the
complete protocol is only O((logn)?). More careful computation shows that the number
of used bits is at most [logn](2 + [logn])/2.

11.3 Non-deterministic communication
complexity

As with algorithms, the non-deterministic version plays an important role also with
protocols. This can be defined—in a fashion somewhat analogous to the notion of
“witness”, or “testimony”—in the following way. We want that for every input of Alice
and Bob for which the answer is 1, a “superior being” can reveal a short 0-1 sequence
convincing both Alice and Bob that the answer is indeed 1. They do not have to believe
the revelation of the “superior being” but if they signal anything at all this can only be
whether on their part they accept the proof or not. This non-deterministic protocol
consists therefore of certain possible “revelations” z1,..., 2, € {0,1}" all of which are
acceptable for certain inputs of Alice and Bob. For a given pair of inputs, there is an
z; acceptable for both of them if and only if for this pair of inputs, the answer to the
communication problem is 1. The parameter ¢, the length of the z;’s is the complexity
of the protocol. Finally, the non-deterministic communication complexity of matrix
C' is the minimum complexity of all non-deterministic protocols applicable to it; we
denote this by kxp(C)
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Example 11.3.1. In Example I, if the superior being wants to prove that the
two strings are different it is enough for her to declare: “Alice’s i-th bit is 0 while
Bob’s is not.” This is—apart from the textual part, which belongs to the protocol—
only [logn] + 1 bits, i.e., much less than the complexity of the optimal deterministic
protocol.

We remark that even the superior being cannot give a proof that two words are
equal in fewer than n bits, as we will see right away.

Example 11.3.2. Suppose that Alice and Bob know a convex polygon each in the
plane, and they want to decide whether the two polygons have a common point.

If the superior being wants to convince the players that their polygons are not
disjoint she can do this by revealing a common point. Both players can check that the
revealed point indeed belongs to their polygon.

We can notice that in this example, the superior being can also easily prove the
negative answer: if the two polygons are disjoint then it is enough to reveal a straight
line such that Alice’s polygon is on its left side, Bob’s polygon is on its right side. (We
do not discuss here the exact number of bits in the inputs and the revelations.)

Let z be a possible revelation of the superior being and let H, be the set of all
possible pairs (7, 7) for which z “convinces” the players that ¢;; = 1. We note that
if (i1,51) € H, and (ig,j2) € H, then (i1,72) and (i2,j1) also belong to H,: since
(11,71) € H., Alice, possessing i1, accepts the revelation z; since (is,j2) € H,, Bob,
possessing ja, accepts the revelation z; thus, when they have (iy,j2) both accept z,
hence (i1, j2) € H,.

We can therefore also consider H, as a submatrix of C' consisting of all 1’s. The
submatrices belonging to the possible revelations of a non-deterministic protocol cover
the 1’s of the matrix C' since the protocol must apply to all inputs with answer 1 (it is
possible that a matrix element belongs to several such submatrices). The 1’s of C' can
therefore be covered with at most 2°¥2(©) all-1 submatrices.

Conversely, if the 1’s of the matrix C' can be covered with 2! all-1 submatrices
then it is easy to give a non-deterministic protocol of complexity t: the superior being
reveals only the number of the submatrix covering the given input pair. Both players
verify whether their respective input is a row or column of the revealed submatrix. If
yes then they can be convinced that the corresponding matrix element is 1. We have
thus proved the following statement:

Lemma 11.3.1. kyp(C) is the smallest natural number t for which the 1’s of the
matriz C' can be covered with 2° all-1 submatrices.

In the negation of Example T3, the matrix C' is the 2" x 2" identity matrix.
Obviously, only the 1 x 1 submatrices of this are all-1, the covering of the 1’s requires
therefore 2" such submatrices. Thus, the non-deterministic complexity of this problem
is also n.

Let k(C') = s. Then C' can be decomposed into 2° submatrices half of which are all-
0 and half are all-1. According to Lemma I1-371, the non-deterministic communication
complexity of C' is therefore at most s — 1. Hence

KND(C) S KL(C) — 1.
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Example I3 shows that there can be a big difference between the two quantities.
Let C denote the matrix obtained from C' by changing all 1’s to 0 and all 0’s to 1.

Obviously, k(C') = k(C'). Example II=3T also shows that xkyp(C) and kyp(C') can be
very different. On the basis of the previous remarks, we have

max{l + KND(C), 1+ HND(G)} < /i(C)

The following important theorem shows that here, already, the difference between the
two sides of the inequality cannot be too great.

Theorem 11.3.2 (Aho-Ullman-Yannakakis).

k(C) < (knp(C)+2) - (knp(C) + 2).

We will prove a sharper inequality. In case of an arbitrary 0-1 matrix C, let o(C)
denote the largest number ¢ for which C' has a t xt submatrix in which—after a suitable
rearrangement of the rows and columns—there are all 1’s in the main diagonal and all
0’s everywhere above the main diagonal. Obviously,

o(C) < 1k(0),
and Lemma IT2371 implies
log o(C) < knp(0).

The following inequality therefore implies Theorem IT-372.
Theorem 11.3.3.

x(C) < 2 +log o(C)(2 4 kyp(C))

unless C' is the all zero matrizx.

Proof. We use induction on o(C). If p(C') = 1 then the protocol is trivial. Let o(C) > 1
and p = kxp(C). Then the 0’s of the matrix C can be covered with 2P all-0 submatrices,
say, My, ..., Mar. We want to give a protocol that decides the communication problem
with at most (p + 2)logo(C) bits. The protocol fixes the submatrices M;, this is
therefore known to the players.

For every submatrix M;, let us consider the matrix A; formed by the rows of C
intersecting M; and the matrix B; formed by the columns of C' intersecting M;. The

basis of the protocol is the following, very easily verifiable, statement.

Claim 11.3.4.
o(A;) + o(B;) < o(C).

Now, we can describe the following protocol.

Alice checks whether there is an index ¢ for which M, intersects her row and for
which 0(A;) < 20(C). If yes, then she sends “1”7 and the index i to Bob, with this
the first phase of the protocol has ended. If not, then she sends “0”. Now, Bob checks
whether there is an index ¢ for which M; intersects his column and o(B;) < $0(C). If
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yes, then he sends a “1” and the index 7 to Alice. Else he sends “0”. Now the first phase
has ended in any case.

If either Alice or Bob find a suitable index in the first phase, then by the commu-
nication of at most p + 2 bits they have restricted the problem to a matrix C’ (= A;
or B;) for which o(C") < 50(C). Hence the theorem follows by induction.

If both players sent “0” in the first phase then they can finish the protocol: the
answer is “1”. Indeed, if there was a 0 in the intersection of Alice’s row and Bob’s
column then this would belong to some submatrix M;. However, for these submatrices,
we have on the one hand

o(49) > 50(C)

(since they did not suit Alice), on the other hand

1

o(B;) > EQ(C)

since they did not suit Bob. But this contradicts the above claim. O]

It is interesting to formulate another corollary of the above theorem (compare it
with Lemma ITT):

Corollary 11.3.5.
K(C) <2+ (logrk(C)) (knp(C) + 2)

unless C' is the all zero matriz.

To show the power of Theorems IT-32 and 1373 consider the examples treated in
Section [IA. If C' is the matrix corresponding to Example T2 (in which 1 means
that the subtrees are disjoint) then xyp(C) < [logn] (it is sufficient to name a common
vertex). It is also easy to obtain that ryp(C) < 1+ [log(n — 1)] (if the subtrees are
disjoint then it is sufficient to name an edge of the path connecting them, together with
telling that after deleting it, which component will contain 74 and which one Tg). It
can also be shown that the rank of C' is 2n. Therefore, whichever of Theorem IT=32 or
[T33 we use, we get a protocol using O((logn)?) bits. This is much better than the
trivial one but is not as good as the special protocol treated in Section T2

Let now C' be the matrix corresponding to Example [T22. [t is again true that
knp(C) < [logn], for the same reason as above. It can also be shown that the rank
of C'is exactly n. From this it follows, by Theorem IT33, that x(C) = O((logn)?)
which is (apart from a constant factor) the best know result. It must be mentioned
that what is known for the value of kyp(C), is only the estimate kyp = O((logn)?)

coming from the inequality kyp < k.

Remark. We can continue dissecting the analogy of algorithms and protocols a little
further. Let us be given a set H of (for simplicity, quadratic) 0-1 matrices. We say that
H € Pe™ if the communication complexity of every matrix C' € H is not greater than
a polynomial of loglog N where N is the number of rows of the matrix. (Le., if the
complexity is a good deal smaller than the trivial 1+1log N.) We say that H € NP«™"
if the non-deterministic communication complexity of every matrix C' € H is not
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greater than a polynomial of loglog N. We say that H € co—NP“™™ if the matrix set
{C:C eH}isin NP Then Example 131 shows that

peomm _ N peomm
and Theorem 132 implies

peomt = NpPeo™™ N co—Npeom™,

Exercise 11.3.1. Prove claim [I1.3.3.

Exercise 11.3.2. Show that in Theorems T1-32 and T1-33 and in Corollary IT1-34,
with more care, the factor (2+ knp) can be replaced with (1 + Kknp).

11.4 Randomized protocols

In this part, we give an example showing that randomization can decrease the com-
plexity of protocols significantly. We consider again the problem whether the inputs
of the two players are identical. Both inputs are 0-1 sequences of length n, say x and
y. We can also view these as natural numbers between 0 and 2" — 1. As we have seen,
the communication complexity of this problem is n + 1.

If the players are allowed to choose random numbers then the question can be
settled much easier, by the following protocol. The only change on the model is that
both players have a random number generator; these generate independent bits (it does
not restrict generality if we assume that the bits of the two players are independent of
each other, too). The bit computed by the two players will be a random variable; the
protocol is good if this is equal to the “true” value with probability at least 2/3.
Protocol: Alice chooses a random prime number p in the interval 1 < p < n and
divides = by p with remainder. Let the remainder be r; then Alice sends Bob the
numbers p and r. Bob checks whether y = r (mod p). If not, then he knows that
x # y. If yes, then he concludes that = = y.

First we note that this protocol uses only 2log N + 1 bits since 1 < r < p < N.
The problem is that it may be wrong; let us find out in what direction and with
what probability. If x = y, then it gives always the right result. If z # y, then it is
conceivable that x and y give the same remainder at division by p and so the protocol
arrives at a wrong conclusion. This occurs if p divides the difference d = |x — y|. Let
P1, - .., P be the prime divisors of d, then

d>p1-pp>2-3-5--- q,

where ¢ is the k-th prime number.
It is a known number-theoretical fact that for large enough ¢ we have, say,

2:3-5-eeeq>20.

Since d < 2" it follows from this that ¢ < n and therefore k& < m(n) (where 7(n)
is the number of primes up to n). Hence the probability that we have chosen a prime
divisor of d can be estimated as follows:

k < 7(n) ‘
m(N) = w(N)

P(p divides d) =
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Now, according to the prime number theorem, we have m(n) ~ n/logn and so if
we choose N = cn then the above bound is asymptotically 1/¢, i.e., it can be made
arbitrarily small with the choice of ¢. At the same time, the number of bits to be
transmitted is only 2log N + 1 = 2logn+ constant.

Remark. The use of randomness does not help in every communication problem this
much. We have seen in the exercises that determining the disjointness or the parity of
the intersection of two sets behaves, from the point of view of deterministic protocols, as
the decision of the identity of 0-1 sequences. These problems behave, however, already
differently from the point of view of protocols that also allow randomization: Chor and
Goldreich have shown that Q(n) bits are needed for the randomized computation of
the parity of intersection, and Kalyanasundaram and Schnittger proved similar lower
bound for the randomized communication complexity of the decision of disjointness of
two sets.



Chapter 12

An application of complexity:
cryptography

The complexity of a phenomenon can be the main obstacle of exploring it. Our book—
we hope—proves that complexity is not only an obstacle to research but also an impor-
tant and exciting subject. It goes, however, beyond this: it has applications where it
is precisely the complexity of a phenomenon that is exploited. We have discussed the
problem of generating pseudorandom numbers in Chapter [@. This chapter treats an-
other such subject: cryptography, i.e., the science of secret codes. It was the application
of the results of complexity theory that elevated secret codes beyond the well-known
(military, intelligence) applications, and made them one of the most important ingre-
dient of computer security, electronic trade, internet etc.

12.1 A classical problem

Sender wants to send a message = to Receiver (where z is e.g., a 0-1-sequence of length
n). The goal is that when the message gets into the hands of any unauthorized third
party, she should not understand it. For this, we encode the message, which means
that instead of the message, Sender sends a code y of it, from which the receiver can
recompute the original message but the unauthorized eavesdropper cannot. For this,
we use a key d that is (say) also a 0-1-sequence of length n. Only Sender and Receiver
know this key.

Thus, Sender computes a “code” y = f(x,d) that is also a 0-1-sequence of length
n. We assume that for all d, f(-,d) is a bijective mapping of {0,1}" to itself. Then
f7Y(-,d) exists and thus Receiver, knowing the key d, can reconstruct the message z.
The simplest, frequently used function f is f(x,d) = = & d (bitwise addition modulo
2).

Remark. This so-called one-time pad method is very safe. It was used during World
War II for communication between the American President and the British Prime
Minister. Its disadvantage is that it requires a very long key. It can be expensive to
make sure that Sender and Receiver both have such a common key; but note that the
key can be sent at a safer time and by a completely different method than the message.

192
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12.2 A simple complexity-theoretic model

Let us look at a problem now that has—apparently—mnothing to do with the above one.
From a certain bank, we can withdraw money using an ATM. The client types his name
or account number (in practice, he inserts a card on which these data are stored) and
a password. The bank’s computer checks whether this is indeed the client’s password.
If this checks out, the automaton hands out the desired amount of money. In theory,
only the client knows this password (it is not written on his card!), so if he takes care
that nobody else can find it out, then this system provides complete security.

The problem is that the bank must also know the password and therefore a bank
employee can abuse it. Can one design a system in which it is impossible to figure out
the password, even with the knowledge of the complete password-checking program?
This seemingly self-contradictory requirement is satisfiable!

Here is a solution (not a very efficient one, and certainly never used in practice,
but one that illustrates the idea how complexity theory enters this field). The client
takes n nodes numbered from 1 to n, draws in a random Hamiltonian circuit and then
adds arbitrary additional edges. He remembers the Hamiltonian circuit; this will be
his password. He gives the whole graph to the bank (without marking the Hamiltonian
circuit in it).

If somebody shows up at the bank in the name of the client and gives a set of
edges on the n nodes as her password, the bank checks it whether it is a Hamiltonian
circuit of the graph stored there. If so, the password will be accepted; if not, it will be
rejected.

Now it seems that we have made it easier to impersonate our client: the impostor
does not have to know the password (the particular Hamiltonian circuit); she can give
any other Hamiltonian circuit of the client’s graph. But note that even if she learns

the graph, she must still solve the problem of finding a Hamiltonian circuit in a graph.
And this is NP-hard!

Remarks. 1. Instead of the Hamiltonian circuit problem, we could have based the
system on any other NP-complete problem.

2. We glossed over a difficult question: how many more edges should the client add
to the graph and how? The problem is that the NP-completeness of the Hamiltonian
circuit problem means only that its solution is hard in the worst case. We don’t know
how to construct one graph in which there is a Hamiltonian circuit but it is hard to
find.

It is a natural idea to try to generate the graph by random selection. If we chose
it randomly from among all n-point graphs then it can be shown that in it, with large
probability, it is easy to find a Hamiltonian circuit. If we chose a random one among
all n-point graphs with m edges then the situation is similar both with too large m and
with too small m. The case m = nlogn at least seems hard. In some cases, one can
show that certain randomized constructions yield instances of NP-hard problems that
are hard with high probability (in the sense that if one could solve a random instance
in polynomial time with non-negligible probability, then we could solve all instances in
randomized polynomial time). These studies are beyond the scope of this book.
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12.3 Public-key cryptography

In this section, we describe a system that improves on the methods of classical cryptog-
raphy in several points. Let us note first of all that the system intends to serve primarily
civil rather than military goals. For using electronic mail, in particular, if we use it for
electronic commerce, we must recreate some tools of traditional correspondence like
envelope, signature, company letterhead, etc.

The system has N > 2 participants. Every participant has a public key e; (she will
publish it e.g., in a phone-book-like directory) and a secret key d; known to herself
only. There is, further, a publicly known encoding/decoding function that computes
from every message = and (secret or public) key e a message f(z,e). (The message x
and its code must come from some easily specifiable set H; this can be e.g., {0, 1}" but
can also be the set of residue classes modulo m. We assume that the message itself
contains the names of the sender and receiver also in “human language”.) For every
x € H and every ¢ with 1 <7 < N, we must have

f(f($,61),dl) :f(f(xvdi)’ei) =T (12'1)

If participant ¢ wants to send a message to j then she sends the message y =
f(f(x,d;),e;) instead. From this, j can compute the original message by the formula

x = f(f(y.d;),€)

For this system to be usable, trivially it must satisfy
(C1) f(z,e;) can be computed efficiently from z and e;.
The security of the system will be guaranteed by

(C2) f(x,d;) cannot be computed efficiently even in the knowledge of x,e; and an
arbitrary number of d;,, ..., d;, (j, #1).

By “efficient”, we mean polynomial time, but the system makes sense under other
resource-bounds too. A function f with the above properties will be called a trapdoor
function.

Condition (C1) guarantees that if participant 7 sends a message to participant j
then she can encode it in polynomial time and the addressee can decode it in poly-
nomial time. Condition (C2) can be interpreted to say that if somebody encoded a
message r with the public key of a participant ¢ and then she lost the original then no
coalition of the participants can restore the original (efficiently) if ¢ is not among them.
This condition provides the “security” of the system. It implies, besides the classical
requirement, a number of other security conditions.

Proposition 12.3.1. Only j can decode a message addressed to j.

Proof. Assume that a group ki, ..., k&, of unauthorized participants finds out the mes-
sage f(f(x,d;),e;), and knows even who sent it to whom. Suppose that they can
compute x efficiently from this. Then kq,..., k. and ¢ together could compute x also
from f(z,e;). Let, namely, 2 = f(z,e;); then ky,..., k. and ¢ knows the message
f(x,e;) = f(f(2,d;),e;) and thus using the method of k1, ..., k;, can compute z. But
from this, they can compute x by the formula x = f(z, d;), which contradicts condition
(C2). O
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The following can be verified by similar reasoning:

Proposition 12.3.2. Nobody can forge a message in the name of i, i.e., participant j
receiving a message that he can successfully decode using the public key of i (and his
own private key), can be sure that the message could have been sent only by i.

Proposition 12.3.3. j can prove to a third person (e.g., in a court of justice) that i
has sent the given message; in the process, the secret elements of the system (the keys
d;) need not be revealed.

Proposition 12.3.4. j cannot change the message (and have it accepted e.g., in a
court as coming from i) or send it in the name of i to somebody else.

It is not at all clear, of course, whether trapdoor functions exists. Several such
functions have been proposed; many of the proposed systems turned out to be insecure
later on — the corresponding complexity conditions were not true.) In the next section,
we describe one such system that is one of the earliest, and is most widely used (and
of course, to our current knowledge, is secure).

12.4 The Rivest—Shamir—Adleman code
(RSA code)

In a simpler version of this system (in its abbreviated form, the RSA code), the “post
office” generates two n-digit prime numbers, p and ¢ for itself, and computes the number
m = pq. It publishes this number (but the prime decomposition remains secret!). Then
it generates, for each subscriber, a number e; with 1 < e; < m that is relatively prime
to (p — 1) and (¢ — 1). (It can do this by generating a random e; between 0 and
(p—1)(¢—1) and checking by the Euclidean algorithm whether it is relatively prime to
(p—1)(g—1). If it is not, it tries a new number. It is easy to see that after an expected
number of logn trials, it finds a good number e; with high probability.) Then, using
the Euclidean algorithm, it finds a number d; with 1 < d; < m such that

ed; =1 (mod (p—1)(g—1)).

(here (p — 1)(¢ — 1) = ¢(m), the number of positive integers smaller than m and
relatively prime to it). The public key is the number e;, the secret key is the number
d;. The message x itself is considered a natural number with 0 < x < m (if it is longer
then it will be cut into pieces). The encoding function is defined by the formula

f(z,e) =2 (mod m) 0< f(z,e) <m.

The same formula serves for decoding, only with d in place of e.
The inverse relation between coding and decoding (formula TZT) follows from the
“little” Fermat theorem. By definition,

eidi=1+emr=1+r(p—1)(¢g—1)
where r is a natural number. Thus, if (z,p) = 1 then

F(f(@,e),d) = ()% = 2% = 2y =2 (mod p).
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On the other hand, if p|z then obviously

e;d;

x 0=z (mod p).

%% =x (mod p)

holds for all x. It similarly follows that

%% =2 (mod q),
and hence
%% =2 (mod m).

Since both the first and the last number are between 0 and m — 1 it follows that they
are equal, i.e., f(f(z,€;),d;) = x.

It is easy to check condition (C1): knowing z, e; and m, the remainder of z% after
division by m can be computed in polynomial time, as we have seen it in Chapter 3.
Condition (C2) holds only in the following, weaker form:

(C2’) f(z,d;) cannot be computed efficiently from the knowledge of = and e;.

This condition can be formulated to say that with respect to a composite modulus,
extracting the e;-th root cannot be accomplished in polynomial time without knowing
the prime decomposition of the modulus. We cannot prove this condition (even with
the hypothesis P#£NP) but at least it seems true according to the present state of
number theory.

Several objections can be raised against the above simple version of the RSA code.
First of all, the post office can decode every message, since it knows the numbers p, ¢
and the secret keys d;. But even if we assume that this information will be destroyed
after setting up the system, unauthorized persons can still misuse the system. In fact,
Fvery participant of the system can solve any message sent to any other participant.
(This does not contradict condition (C2’) since participant j of the system knows,
besides z and e;, also the key d;.)

Indeed, consider participant 7 and assume that she got her hands on the message
z = f(f(x,d;),ex) sent to participant k. Let y = f(x,d;). Participant j solves the
message not meant for her as follows. She computes a factoring u-v of (e;d; —1), where
(u, ex) = 1 while every prime divisor of v also divides e;. To do this, she computes, by
the Euclidean algorithm, the greatest common divisor v; of e; and e;d; — 1, then the
greatest common divisor vy of e, and (ejd; —1) /vy, then the greatest common divisor vs
of e, and (e;d; —1)/(vq1v2), ete. This process terminates in at most ¢ = [log(e;jd; — 1)]
steps, i.e., vy = 1. Then v = vy ---v; and u = (e;d; — 1)/v gives the desired factoring.

Notice that (¢p(m),er) = 1 and therefore (p(m),v) = 1.

Since p(m)|e;d; — 1 = ww, it follows that ¢(m)|u. Since (u,e;) = 1, there are
natural numbers s and t with se; = tu + 1. Then

s

=y =y(y") =y (modm)
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and hence

Thus, participant j can also compute x.

Exercise 12.4.1. Show that even if all participants of the system are honest an outsider
can cause harm as follows. Assume that the outsider gets two versions of one and the
same letter, sent to two different participants, say f(f(x,d;),e;) and f(f(z,d;),ex)
where (ej,ex) =1 (with a little luck, this will be the case). Then he can reconstruct the
text x.

Now we describe a better version of the RSA code. Every participant generates
two n-digit prime numbers, p; and ¢; and computes the number m; = p;q;. Then
she generates for herself a number e; with 1 < e; < m; relatively prime to (p; — 1)
and (¢; — 1). With the help of the Euclidean algorithm, she finds a number d; with
1 < d; < m; for which

e;di =1 (mod (p; —1)(g; — 1)).

The public key consists of the pair (e;, m;) and the secret key of the pair (d;, m;).
The message itself will be considered a natural number. If 0 < x < m; then the
encoding function will be defined, as before, by the formula

f(z,e;,m) =z%  (mod m;), 0 < fz,e;,m;) < my.

Since, however, different participants use different moduli, it will be practical to extend
the definition to a common domain, which can even be chosen to be the set of natural
numbers. Let x be written in a base m; notation: z = > x;m], and compute the
function by the formula

f(xﬂehmi) = Zf(zja ezymz)mi
J

We define the decoding function similarly, using d; in place of e;.

For the simpler version it follows, similarly to what was said above, that these
functions are inverses of each other, that (C1) holds, and that it can also be conjectured
that (C2) holds. In this version, the “post office” holds no non-public information, and
of course, each key d; has no information on the other keys. Therefore, the above
mentioned errors do not occur.



Chapter 13

Circuit complexity

A central, but extremely difficult problem in the theory of computation is to prove
lower bounds on the time and space complexity of various computational tasks. The
key problem is whether P=NP, but much simpler questions remain unanswered. The
approach of classical logic, trying to extend the methods that were used in Chapter &
to prove undecidability results, seems to fail badly.

Another, more promising approach to proving lower bounds on the computational
complexity of a problem is combinatorial. This approach focuses on the Boolean circuit
model of computation, and tries to analyze the (rather complex) flow of information
through the steps of the computation. We illustrate this method by a beautiful (but
rather difficult) proof in this spirit (it might underline the difficulty of these questions
that this is perhaps the easiest proof to tell in this areal).

We discuss two very simple functions, already introduced in Chapter : the majority
function

1 if at least n/2 of the variables is 1;

MAJORITY (21, . . ., 2,) = {o otherwise

and the parity function or XOR function
PARITY (zy,...,2,) =21 + 22+ -+, (mod 2).

These functions are of course very easy to compute, but suppose we want to do it
in parallel in very little time. Instead of going into the complications of PRAMs; let
us consider a more general model of parallel computation, namely, Boolean circuits
with small depth. We will allow arbitrary fan-in and fan-out (this is analogous to
the concurrent-read-concurrent-write model of parallel computation), although as the
following exercise shows, this would not be necessary.

Exercise 13.0.1. If a Boolean circuit has fan-in 2, and it computes a function in n
variables that depends on each of its variables, then its depth is at least logn.

We can recall now from Chapter [ that every Boolean function can be computed by
a Boolean circuit of depth 2. However, it is easy to see that even for simple functions like
the majority function, the resulting circuit is exponentially large. On the other hand,
if we have a polynomial time algorithm to compute a Boolean function, then this can
be converted (again, as described in Chapter M) to a Boolean circuit of polynomial size.
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However, this circuit will have large (typically linear, if you are careful, logarithmic)
depth.

Can we simultaneously restrict the size to polynomial and the depth to less than
logarithmic? The answer is negative even for quite simple functions. In a series of
increasingly stronger results, Furst—-Saxe—Sipser, Ajtai, Yao and Hastad proved that
every constant-depth circuit computing the parity function has exponential size, and
that every polynomial-size circuit computing the parity function has (essentially) log-
arithmic depth. Let us state the result in detail (the proof is too complex to be given
here).

Theorem 13.0.1. Every circuit with n input bits and depth d that computes the parity
function has at least 9(1/10)n1/(=1) gates.

Not much later Razborov proved analogous results for the majority function. In
fact, he proved a stronger result by allowing circuits that may have parity gates, or
XOR gates, in addition to the usual AND, OR and NOT gates, where a parity gate
computes the binary sum of any number of bits. The proof, though not easy, can be
reproduced here for the enjoyment of the truly interested.

13.1 Lower bound for the Majority Function

Let us start with the exact statement of the theorem.

Theorem 13.1.1. IfC is a circuit of depth d, with AND, OR, XOR, and NOT gates that
computes the majority function of 2n — 1 input bits, then C has at least 2”(1/%)/10\/5
gates.

The idea of the proof is to introduce “approximations” of the gates used during the
computation. Using the approximate gates, instead of the real gates, one computes
an approximation of the majority function. The quality of the approximation will be
measured in terms of the number of inputs on which the modified circuit differs from
the original. The main point of the approximation is to keep the computed function
“simple” in some sense. We will show that every “simple” function, and in particular the
approximation we compute, differs from the majority function on a significant fraction
of the inputs. Since the approximation of each gate has a limited effect on the function
computed, we can conclude that many approximations had to occur.

The proof will be easier to describe if we generalize the result to a family of closely
related functions, the k-threshold functions fi. The k-threshold function is 1 when
at least k of the inputs are 1. As Exercise 311 shows, if there is a circuit of size
s that computes the majority function of 2n — 1 elements in depth d, then for each
k, 1 < k < n, there is a circuit of depth d and size at most s that computes the k-
threshold function on n elements. Therefore, any exponential lower bound for f; implies
a similar bound for the majority function. We shall consider k = [(n + h + 1)/2] for
an appropriate h.

Exercise 13.1.1. Suppose that there is a circuit of size s that computes the majority
function of 2n — 1 elements in depth d. Show that for each k, 1 < k < n, there is
a circuit of depth d and size at most s that computes the k-threshold function on n
elements.
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Each Boolean function can be expressed as a polynomial over the two-element field
GF(2). (So in this chapter addition of 0-1 polynomials will be always understood
modulo 2.) In fact, such a representation can be computed following the computation
described by the circuit. If p; and p, are polynomials representing two functions, then
p1+po is the polynomial corresponding to the XOR of the two functions. The polynomial
p1pe corresponds to their AND, which makes it easy to see that (p; + 1)(p2 + 1) + 1
corresponds to their OR. The polynomial 1 — p corresponds to the negation of the
function represented by the polynomial p.

The measure of simplicity of a Boolean function f for this proof is the degree of
the polynomial representing the function or for short, the degree of the function. Note
that the inputs have degree 1, i.e., they are very simple. But the degree may grow very
fast as we follow the circuit; in fact, since we do not restrict fan-in, a single OR gate
can produce a function with arbitrarily high degree!

The trick is to show that these functions can be approximated by polynomials of
low degree. The following lemma will serve as the basis for the approximation.

Lemma 13.1.2. Let g1, ..., gm be Boolean functions of degree at most h on n binary
inputs. If r > 1 and f = V", g;, then there is a function f' of degree at most rh that
differs from f on at most 2"~" inputs.

Proof. Let us go through the indices 1,2, ..., m one by one, and for each such number,
flip a coin. If we get HEAD, we select this number; else, we move on. Let I; be
the set of numbers selected (so I; is a random subset of {1,...,m}). We repeat this
experiment r times, to get the random subsets Iy, ..., I,. Let

iEIj

and consider f" = VJ_, fi. We claim that the probability that f’ satisfies the require-
ments of the lemma is non-zero.

It is clear that the degree of the polynomial for f’ is at most rh. Furthermore,
consider an input «; we claim that the probability that f/'(«) # f(«) is at most 277".
To see this, consider two cases. If g;() = 0 for every i, then both f(a) = 0 and
f'(a) = 0. On the other hand, if there exists an index ¢ for which g;(«) = 1, then
f(a) = 1 and for each j, fi(a) = 0 independently with probability at most 1/2.
Therefore, f'(«) = 0 with probability at most 27", and the expected number of inputs
on which f’ # f is at most 2"7". Hence for at least one particular choice of the sets I},
the polynomial f differs from f on at most 2"~" inputs. O]

Corollary 13.1.3. The same holds for the AND function instead of OR.

Proof. Let f = A" g; = 1+ fo, where fo = Vi, (1 + g;). Since the degree of the

1=

functions 1 + g; is at most h, the function f' =1+ f{ satisfies the requirements. [

Next we show that any function of low degree has to differ from the k-threshold
function on a significant fraction of the inputs.

Lemma 13.1.4. Let n/2 < k < n. FEvery polynomial with n wvariables of degree
h =2k —n — 1 differs from the k-threshold function on at least (Z) mputs.
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Proof. Let g be a polynomial of degree h and let B denote the set of vectors where it
differs from fj. Let A denote the set of all 0-1 vectors of length n containing exactly
k 1’s.

For each Boolean function f, consider the summation function f(z) = > y<e J(Y).
It is trivial to see that the summation function of the monomial x;, ---x;_ is 1 for the
incidence vector of the set {iy,...,4,.} and 0 on all other vectors. Hence it follows that
f has degree at most h if and only if f vanishes on all vectors with more than A 1’s. In
contrast to this, the summation function of the k-threshold f; is 0 on all vectors with
fewer than k£ 1’s, but 1 on all vectors with exactly &k 1’s.

Consider the matrix M = (mg;,) whose rows are indexed by the members of A, and
whose columns are indexed by the members of B, and

1 ifa>b,
Map = .
0 otherwise.

We want to show that the columns of this matrix generate the whole space GF(2)4.
This will imply that |B] > |A| = (7).

Let aq,as € A and let a; A as denote their coordinatewise minimum. Then we have,
by the definition of B,

o= > 1= Y () +gw)= > flw+ Y g

b<ajy b<ajAag u<aiNag u<aiNag u<aiNag
beB beB

The second term of this last expression is 0, since a; A as contains at least h + 1 1’s.
The first term is also 0 except if a; = as. The columns of M therefore generate the unit
vector corresponding to the coordinate a;, and so they generate the whole space. [

It is easy now to complete the proof theorem IEZ3T1. Assume that there is a circuit
of size s and depth d to compute the k-threshold function for inputs of size n. Now
apply Lemma [3 T2 with r» = [n!/?% | to approximate the OR and AND gates in this
circuit. The functions computed by the gates at the ¢-th level will be approximated
by polynomials of degree at most r¢. Therefore, each resulting approximation p; of
the k-threshold function will have degree at most 7¢. Lemma 314 implies that for
k = [(n+r?+1)/2], the polynomial p; differs from the k-threshold function on at
least (2) inputs. This shows that s2"7" > (Z) From this, routine calculations yield
that

> (") > 2

8 —_—

—\k 10y/n’

which establishes the desired exponential lower bound. Il

Exercise* 13.1.2. Let MOD3 denote the Boolean function whose value is 1 if and only
iof the sum of its inputs is divisible by 3. Prove that if a constant depth circuit of AND,
OR, XOR and NOT gates computes MOD3, then its size is exponential.

13.2 Monotone circuits

Perhaps the deepest result on circuit complexity was obtained by Razborov in 1985.
The main point is that he does not make any assumption on the depth of the circuit;
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but, unfortunately, he still has to make a rather strong restriction, namely monotonic-
ity. A Boolean circuit is monotone, if all of its input nodes are unnegated variables,
and it has no NOT gates. Obviously, such a circuit can compute only monotone func-
tions; but it is not difficult to see that every monotone function can be computed
by a monotone circuit. The monotonicity of the function is not a serious restriction;
many interesting functions in NP (e.g. matching, clique, colorability etc.) are mono-
tone. For example, the k-clique function is defined as follows: it has (g) variables x;;,
1 <4< j <n,and its value is 1 if and only if the graph described by the particular
setting of the variables has a clique of size k. Since some of these are NP-complete, it
follows that every problem in NP can be reduced in polynomial time to the computation
of a monotone function in NP.

Razborov gave a superpolynomial lower bound on the monotone circuit complexity
of the clique problem, without any restriction on the depth. This result was strength-
ened by Andreev, Alon and Boppana, to an exponential lower bound on the monotone
circuit complexity of the k-clique function.

Unfortunately, while, as we have seen, restricting the functions to monotone func-
tions does not mean a substantial restriction of generality, the restriction of the circuits
to monotone circuits does. E. Tardos constructed a family of monotone Boolean func-
tions which can be computed in polynomial time, but need an exponential number of
gates if we use a monotone circuit.



Chapter 14

Interactive proofs

14.1 How to save the last move in chess?

Alice and Bob are playing chess over the phone. They want to interrupt the game for
the night; how can they do it so that the person to move should not get the improper
advantage of being able to think about his move whole night? At a tournament, the last
move is not made on the board, only written down, put in an envelope, and deposited
with the referee. But now the two players have no referee, no envelope, no contact
other than the telephone line. The player making the last move (say, Alice) has to
tell something; but this information should not be enough to determine the move,
Bob would gain undue advantage. The next morning (or whenever they continue the
game) she has to give some additional information, some “key”, which allows Bob to
reconstruct the move.

Surely this is impossible?! If she gives enough information the first time to uniquely
determine his move, Bob will know her move; if the information given the first time
allows several moves, then she can think about it overnight, and change her mind
without being noticed. If we measure information in the sense of classical information
theory, then there is no way out of this dilemma. But complexity comes to our help:
it is not enough to communicate information, it must also be processed.

To describe a solution, we need a few words on algorithmic number theory. Given
a natural number N, it can be tested in polynomial time whether it is a prime. These
algorithms are also practically quite efficient, and work well up to several hundred
digits. However, all the known prime testing algorithms have the (somewhat strange)
feature that if they conclude that N is not a prime, they do not (usually) find a
decomposition of N into a product of two smaller natural numbers (usually, they
conclude that N is not a prime by finding that N violates Fermat’s “Little” Theorem).
It seems impossible to find the prime factorization of a natural number N in polynomial
time.

Remark. Of course, very powerful supercomputers and massively parallel systems can
be used to find decompositions by brute force for fairly large numbers; the current limit
is around 100 digits, and the difficulty grows very fast (exponentially) with number of
digits. To find the prime decomposition of a number with 400 digits is way beyond the
possibilities of computers in the foreseeable future.

203
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Returning to our problem, Alice and Bob can agree to encode every move as a 4-
digit number. Alice extends these four digits to a prime number with 200 digits. (She
can randomly extend the number and then test if the resulting number is a prime. By
the Prime Number Theorem, she will have a success out of every In 102%° a 460 trials.)
She also generates another prime with 201 digits and computes the product of them.
The result is a number N with 400 or 401 digits; she sends this number to Bob. Next
morning, she sends both prime factors to Bob. He checks that they are primes, their
product is N, and reconstructs Alice’s move from the first four digits of the smaller
prime.

The number N contains all the information about her move: this consists of the
first four digits of the smaller prime factor of N. Alice has to commit herself to the
move when sending N. To find out the move of Alice, Bob would have to find the
prime factors of N; this is, however, hopeless. So Bob only learns the move when the
factors are revealed the next morning.

What Alice and Bob have established is an electronic “envelope” of a method to
deposit information at a certain time that can be retrieved at a given later time, and
cannot be changed in the meanwhile. The key ingredient of their scheme is complexity:
the computational difficulty to find the factorization of an integer. In this scheme,
factoring could be replaced by any other problem in NP that is (probably) not in P.

To give an exact definition, we restrict ourselves to hiding a single bit. (Longer
messages can be hidden bit-by-bit.) So define a keyboxr as a function f : {0,1} x
{0,1}™ — {0,1}" with the following properties:

(a) the function is polynomial time computable (this in particularly implies that N
is bounded by a polynomial of n);

(b) £(0,y) # f(1,y) (y € {0,1}");

(c) for every randomized polynomial time algorithm A : {0,1}¥ — {0,1} and for
every x € {0,1}, if y € {0,1}" is chosen uniformly at random, then the probability
that f(A(f(x,y)) = z is at most negligibly larger than 1/2.

The above scheme shows how to construct a keybox if we assume that prime fac-
torization is difficult.

14.2 How to check a password —
without knowing it?

In a bank, a cash machine works by name and password. This system is safe as long as
the password is kept secret. But there is one week point in security: the computer of
the bank must store the password, and the programmer may learn it and later misuse
it.

Complexity theory provides a scheme where the bank can verify that the costumer
does indeed know the password — without storing the password itself. One solution
uses the same construction as our telephone chess example. The password is a 200-digit
prime number P (this is, of course, too long for everyday use, but it illustrates the idea
best). When the costumer chooses the password, he also chooses another prime with
201 digits, forms the product N of the two primes, and tells the bank the number
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N. When the teller is used, the costumer tells his name and the password P. The
computer of the bank checks whether or not P is a divisor of V; if so, it accepts P as a
proper password. The division of a 400 digit number by a 200 digit number is a trivial
task for a computer.

Let us assume now that a programmer learns the number N stored along with the
files of our costumer. To use this in order to impersonate the costumer, he has to find
a 200-digit number that is a divisor of N; but this is essentially the same problem as
finding the prime factorization of N, and, as remarked above, is hopelessly difficult.
So — even though all the necessary information is contained in the number N —
the computational complexity of the factoring problem protects the password of the
costumer!

There are many other schemes to achieve the same, let us recall the one already
mention in Chapter 2, where the customer chooses a Hamiltonian cycle in a graph
with a 1000 vertices and adds 5000 further edges to it.

Many other problems in mathematics (in a sense, every problem in NP that is not
in P) gives rise to a password scheme.

14.3 How to use your password —
without telling it?

The password scheme discussed in the previous section is secure if the program is
honest; but what happens if the program itself contains a part that simply reads off
the password the costumer uses, and tells it to the programmer? In this case, the
password is compromised if it is used but once. There does not seem to be any way
out — how could one use the passport without telling it to the computer?

It sounds paradoxical, but there is a scheme which allows the costumer to convince
the bank that he knows the password — without giving the slightest hint as to what the
password is! We will give an informal description of the idea (following Blum (1987)),
by changing roles: let me be the costumer and you (the audience) play the role of the
computer of the bank. I will use two overhead projectors. The graph G shown on the
first projector is the graph known to the bank; I label its nodes for convenience. My
password is a Hamiltonian cycle (a polygon going through each node exactly once) in
this graph, which I know but do not want to reveal.

I have prepared two further transparencies. The first contains a polygon with the
same number of nodes as GG, drawn with random positions for the nodes and without
labels. The second transparency, laid over the first, contains the labels of the nodes
and the edges that complete it to a drawing of the graph G (with the nodes in different
positions). The two transparencies are covered by a sheet of paper.

Now the audience may choose: should I remove the top sheet or the two top sheets?
No matter which choice is made, the view contains no information about the Hamil-
tonian cycle, since it can be predicted: if the top sheet is removed, what is shown is a
re-drawing of the graph G, with its nodes in random positions; if the two top sheets
are removed, what is shown is a polygon with the right number of nodes, randomly
drawn in the plane.

But the fact that the audience sees what is expected is an evidence that I know
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a Hamiltonian cycle in G! For suppose that G contains no Hamiltonian cycle, or at
least I don’t know such a cycle. How can I prepare the two transparencies? Either I
cheat by drawing something different on the bottom transparency (say, a polygon with
fewer nodes, or missing edges), or by having a different graph on the two transparencies
together.

Of course, I may be lucky (say, I draw a polygon with fewer edges and the audience
opts to view the two transparencies together) and I will not be discovered; but if I
cheat, I only have a chance of 1/2 to get away with it. We can repeat this 100 times
(each time with a brand new drawing!); then my chance for being lucky each time
is less than 2719 which is much less than the probability that a meteorite hits the
building during this demonstration. So if a 100 times in a row, the audience sees what
it expects, this is a proof that I know a Hamiltonian cycle in the graph!

To make this argument precise, we have to get rid of non-mathematical notions
like overhead projectors and transparencies. The reader may figure out how to replace
these by keyboxes, which have been mathematically defined in Section [471.

Exercise 14.3.1. Give a formal description of the above proof using envelopes.

Remark. The most interesting aspect of the scheme described above is that it extends
the notion of a proof, thought (at least in mathematics) to be well established for more
than 2000 years. In the classical sense, a proof is written down entirely by the author
(whom we call the Prover), and then it is verified by the reader (whom we call the
Verifier). Here, there is interaction between the Prover and the Verifier: the action
taken by the Prover depends on “questions” by the Verifier. The notion of interactive
proof systems was introduced independently by Goldwasser, Micali and Rackoff and
by Babai around 1985, and has lead to many deep and surprising results in computer
science and mathematical logic.

The kind of interactive proof described in this section, where the Verifier gets no
information other than a single bit telling that the claim of the Prover is correct, is
called a zero-knowledge proof. This notion was introduced by Goldwasser, Micali and
Rackoff. We will not elaborate on it in these notes.

Interactive proofs are however interesting from many other aspects, and we discuss
them in detail in the rest of this Chapter.

Remark. There is another feature which distinguishes this scheme from a classical
proof: it also makes use of lack of information, namely, that I cannot possibly know in
advance the choice of the audience. (If I am telling, say, Gauss’ proof that the regular
7-gon cannot be constructed by compass and ruler, then it remains a valid proof even
if I anticipate the questions from the audience, or even have a friend “planted” in
the audience asking the questions I wish.) In a sense, a password scheme is also an
interactive proof: my password is a proof that I have the right to access the account
— and again, a certain “lack of information” is a key assumption, namely, that no
unauthorized person can possibly know my password.

Exercise 14.3.2. Give a zero-knowledge proof for the 3-colorability of a graph.
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14.4 How to prove non-existence?

It is easy to prove that a graph is Hamiltonian: it suffices to exhibit a Hamiltonian
cycle (the language of Hamiltonian graphs is in NP). But how to prove it if it is not
Hamiltonian?

There are many problems (e.g, the existence of a perfect matching, or embeddability
in the plane), for which there is also an easy way to prove non-existence; in other words,
these problems are in NPNco-NP. For these problems, the existence of such a proof
often depends on rather deep theorems, such as the Marriage Theorem of Frobenius
and Konig, or Tutte’s theorem, or Kuratowski’s Theorem on planarity. But for the
Hamiltonian cycle problem no similar result is known; in fact, if NP#co-NP then no
NP-complete problem can have such a “good characterization”.

It turns out that with interaction, things get easier, and a Prover (being computa-
tionally very powerful himself) can convince a Verifier (who works in polynomial time
and, in particular, is able to follow proofs only if they have polynomial length relative
to the input size) about nonexistence. We start with the relatively simple interactive
protocol for the graph isomorphism problem.

Problem 14.4.1. Given two graphs G1 and G, are they isomorphic?

Trivially, the problem is in NP, and it is not known whether it is in co-NP (it is
probably not). However, there is a simple interactive protocol by which the Prover can
convince the verifier that the two graphs are not isomorphic.

The Verifier selects one of the two graphs at random (each with probability 1/2,
and randomly relabels its nodes, to get a third graph G3. She then asks the Prover to
guess which of G; and G5 it comes from.

If the two graphs are not isomorphic, the Prover can run any simple isomorphism
test to tell which of G; and G5 is isomorphic to G5. (This may take exponential time,
but the Prover is very powerful, and can do this.) On the other hand, if the two graphs
are isomorphic, the Prover only sees 3 isomorphic graphs, and has only a chance of
1/2 to guess the answer correctly. (If this probability of being cheated is too high for
the Verifier, she can repeat it a hundred times, so that the probability that the Prover
succeeds in proving a false thing is less than 2719.)

One can design an interactive protocol to prove that a given graph has no Hamil-
tonian cycle, is not 3-colorable, etc. In fact, it suffices to design such a protocol for the
negation of any NP-complete problem; then all problems in NP can be reduced to it.
We shall sketch the protocol, due to Nisan, that works for the following NP-complete
problem:

Problem 14.4.2. Given a polynomial p(xy,...,x,) with integral coefficients (say, of
degree n), is there a point y € {0,1}" such that f(y) # 07

Trivially, the problem is in NP, and in fact it is NP-complete. (See Exercise [241.)
But how to prove if the polynomial vanishes on {0, 1}"?
The property of f the Prover wants to prove is equivalent to saying that

> e w) =0 (14.1)
1,...,on€{0,1}

Of course, the sum on the left hand side has an enormous number of terms, so the
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Verifier cannot check it directly. The Prover suggests to consider the one-variable
polynomial

fi(x) = Z P, o, ..., 1),

z2,...,xn€{0,1}

and offers to reveal its explicit form:
fi(x) = ag+ arx + - - + aga?, (14.2)

where d = 2n. The Verifier checks, using this form, that f;(0) + f;(1) = 0; this is
easy. But how to know that (I222) is the true form of fi(x)? To verify the coefficients
one-by-one would mean to reduce an instance in n variables to d 4+ 1 instances in n — 1
variables, which would lead to a hopelessly exponential protocol with more than d"
steps.

Here is the trick: the Verifier chooses a random value & € {0,...,2n3}, and requests
a proof of the equality

filé) = a0+ m&+ -+ aa€’. (14.3)

Note that if the polynomials on both sides of (I4=2) are distinct, then they agree on at
most d = 2n places, and hence the probability that the randomly chosen integer ¢ is
one of these places is at most 2n/2n = 1/n?. So if the Prover is cheating, the chance
that he is lucky at this point is at most 1/n?.

Now ([233) can be written as

Z P& 2o, .. x,) =D, (14.4)

z2,...,on€{0,1}

where the verifier easily calculates the value b = ag + a1 + - - + agz€%. This is of the
same form as (I2) (except that the right hand side is not 0, which is irrelevant) and
that now we have only n — 1 variables. Therefore, the Prover can prove recursively
that (I24) holds. The amount of exchange is O(dlogn) bits per iteration, which gives
a total O(dnlogn) bits; the total computational time used by the verifier is clearly also
polynomial.

Since the problem solved above is NP-complete, every other problem in NP can
be reduced to it, and so it follows that every problem in co-NP has polynomial time
interactive proofs. But the full picture is much more interesting. It is easy to see that
every polynomial time interactive proof translates into a polynomial-space algorithm:
without a limitation on time, the Prover and Verifier can go through all possible choices
of the random numbers, and once a run is completed, it can be erased except for
adding 1 to the total number of successful or unsuccessful runs. It turns out that the
protocol described above can be improved to show that every problem in PSPACE has
polynomial time interactive proofs (Lund, Fortnow, Karloff and Nisan (1990); Shamir

(1990)).
Exercise 14.4.1. Prove that Problem [17.2.3 is NP-complete.
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14.5 How to verify proofs that keep the main result
secret?

Our last two examples come from a field which causes much headache: editing scientific
journals. These are “fun” examples and their purpose is to illuminate the logic of
interactive proofs rather then propose real-life applications (although with the fast
development of e-mail, electronic bulletin boards, on-line reviewing, and other forms
of electronic publications—who knows?).

A typical impasse situation in journal editing is caused by the following letter: “I
have a proof for P#£NP, but I won’t send you the details because I am afraid you’d
steal it. But I want you to announce the result.” All we can do is to point out that
the policy of the Journal is to publish results only together with their proofs (whose
correctness is verified by two referees). There is no way to guarantee that the editor
and/or the referee, having read the proof, does not publish it under his own name
(unfortunately, this does seem to happen occasionally).

The result sketched in the Section TZ=3, however, can resolve the situation. The
author has to convince the editor that he has a proof, without giving any information
about the details of the proof. Assume that the theorem itself can be stated with n
characters, and we assume that we have an upper bound k for the proof (the proof has
to be written out formally, with all details included). The set of pairs (z,y), where
x is mathematical statement that has a proof of length at most |y| in NP. (Note that
we bound the length of the proof in unary, through the length of y rather than by the
integer encoded by y. We may assume that y is of the form 11...1.)

So NP-completeness of the Hamiltonian cycle problem gives the following: for every
mathematical statement x and string y one can construct a graph G such that x has
a proof of length at most |y| if and only if G has a Hamiltonian cycle. So the editor
can come up with the following suggestion upon receiving the above letter: ‘“Please
construct the graph corresponding to Fermat’s last theorem and the length of your
proof, and prove me, using Blum’s protocol, that this graph has a Hamiltonian cycle.”
This takes some interaction (exchange of correspondence), but in principle it can be
done.

14.6 How to referee exponentially long papers?

Two Provers

But of course, the real difficulty with editing a Journal is to find referees, especially
for longer papers. Who wants to spend months to read a paper of, say, 150 pages, and
look for errors in the complicated formulas filling its pages? And, unfortunately, the
devil is often hidden in the little details: a “-” instead of a “+” on the 79-th page may
spoil the whole paper. ..

The results of Babai, Fortnow and Lund (1990) offer new possibilities. Let us give,
first, an informal description of their method.

Assume that instead of one, we have two Provers. They are isolated, so that they
cannot communicate with each other, only with the Verifier. It is clear that this makes
it more difficult for them to cheat (see any crime drama), and so they may succeed in
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convincing the Verifier about some truth that they could not individually convince him
about. Does this really happen? Babai et al. gave a protocol that allows two provers
to give a polynomial time interactive proof for every property that has an “ordinary”
proof of exponential length.

It is interesting to point out that this is the first result where we see that interaction
really helps, without any unproven complexity hypothesis like P#£NP: it is known that
there are properties whose shortest proofs grow exponentially with the input size of
the instance.

The protocol of Babai et al. is a very involved extension of the protocol described
in section [44, and we cannot even sketch it here.

Probabilistically Checkable Proofs

There is another interpretation of these results. It is commonplace in mathematics
that sometimes making a proof longer (including more detail and explanation) makes
it easier to read. Can this be measured? If a proof is written down compactly, without
redundancy, then one has to read the whole proof in order to check its correctness.
One way of interpreting the results mentioned above is that there is a way to write
down a proof so that a referee can check the correctness of the theorem by reading only
a tiny fraction of it. The proof becomes longer than necessary, but not much longer.
The number of characters the referee has to read is only about the logarithm of the
original proof length! To be precise, if the original proof has length N then the new
proof can be checked by reading O(log V) characters; this is due to Feige, Goldwasser,
Lovasz, Safra and Szegedy (1991). So a 2000-page proof (and such proofs exist!), can
be checked by reading a few lines! What a heaven for referees and editors!

This modified write-up of the proof may be viewed as an “encoding”; the encoding
protects against “local” errors just like classical error-correcting codes protect against
“local” errors in telecommunication. The novelty here is the combination of ideas from
error-correcting codes with complexity theory.

Let us state the result formally. Let A be a randomized algorithm that for every
z,y € {0,1}* computes a bit A(z,y). We say that A is a verifier for a language
L C {0,1}? with one-sided error if for every positive integer n there exists a positive
integer m such that for every x € {0,1}",

(a) if z € L, then there exists a y € {0, 1}™ such that A(z,y) = 1 with probability

(b) if x ¢ L, then for all y € {0,1}™, the probability that A(z,y) = 1 is less than
1/2.

We say that the verifier is (f, g, h)-lazy, if it works in O(f(|z|)) time, uses O(g(|x|))
random bits, and reads O(h(|z|)) bits of the string y.

Clearly NP consists of those languages which have an (n®™t 0, n®"%)-lazy verifier.

The following theorem, called the PCP Theorem, was proved by Arora, Lund,
Motwani, Safra, Sudan and Szegedy in 1992. The proof is involved and not given here.

Theorem 14.6.1 (PCP theorem). For every language in NP there is an (n®"" logn,1)-
lazy verifier.
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One should note that we do not need witnesses y longer than a polynomial in |x|.
Indeed, the verifier uses at most c¢; logn bits, so the total number of outcomes for his
coin flips is at most n“. Furthermore, for any outcome of the coin flips, he reads at
most ¢y bits of y. So there are at most con® bits in y that are ever read; we can dispose
of the rest.

14.7 Approximability

A significant part of problems arising in the real world is NP-complete. Since we must
find some kind of solutions even for these, several methods exist, see last comment of
Chapter @. In this section we discuss approzimate solutions. These are hard to define
for decision problems, where we expect a 0-1 answer. Because of this, here we deal with
optimization problems. One part of the input specifies the set of feasible solutions and
another gives an objective function that assigns a real value to each feasible solution.
Our goal is to find a solution that minimizes (or maximizes) the objective function.
E.g. the input is a graph, the feasible solutions are the proper colorings of its vertices
and the objective function is the number of colors that we use.

For simplicity, the definitions here are only given in case the goal is to minimize the
objective function, similar definitions can be given in case if the goal is to maximize it.
For a given input, let OPT denote the value of the optimal solution, i.e. the infimum
of the values of the objective function taken on a feasible solution. An algorithm is an
r(n)-approximation, if for all n on all inputs of size n it returns a feasible solution (if
exists) on which the value of the objective function is at most r(n)- OPT. An important
special case is when r(n) does not depend on n but is some constant ¢, in this case
we say the algorithm is a c-approximation. A problem is r(n)-approximable if it has a
polynomial time r(n)-approximation algorithm.

Example 14.7.1. In a graph we want to find the minimum vertex cover (such a vertex
set that is incident to every edge). It is easy to give a 2-approximation: take a maximal
M matching, and output the 2| M| endpoints of the edges of M. The maximality means
that any edge is incident to this vertex set, so our solution is feasible. On the other
hand, to cover the edges of M, we need at least | M| vertices, thus OPT> | M].

In most problems we do not know any, or just very weak, approximation results,
many times an O(logn)-approximation already makes us satisfied (e.g. we do not know
anything better for the Blocking Set Problem (Problem BZ5) where we want to find
a small set intersecting every set of a given a set system. However, a significant class
of problems admit a c-approximation for some ¢, this class is denoted by APX.

For many NP-hard problems we can do even better. We say that a problem has a
polynomial time approximation scheme (PTAS) if for every € > 0 there is a (1 + ¢)-
approximation. A problem has a fully polynomial time approximation scheme (FPTAS)
if every ¢ > 0 there is a (1 + ¢)-approximation algorithm whose running time is a
polynomial of n (the length of the input) and 1/e. (So the running time of a PTAS
can be n2° but not of a FPTAS.) An intermediate, recently defined class is efficient
polynomial time approximation scheme (EPTAS) where the running time must be
f(g) - n°, so the power of n cannot depend on € but f(g) = 2'/¢ is allowed.

We can also define the class of APX-complete problems. For the exact definition
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we would need a more sophisticated notion of reduction, so here we only mention the
corollary that if a problem in APX is APX-complete, if there is a ¢ > 1 such that if
it were c-approximable, then this would imply P=NP. So if we suppose P#NP, then
APX-complete problems cannot have a PTAS.

Limits of approximability

The main application of the PCP Theorem is that it implies lower bounds on how well
combinatorial optimization problems can be approximated. We illustrate this by the
following. Recall that the clique number w(G), the maximum number of nodes in a
clique of G, is NP-hard to compute.

Theorem 14.7.1. Suppose that there is a polynomial time algorithm that computes an
approxzimation f(G) of the clique number such that for every graph G, w(G) < f(G) <
2w(G). Then P=NP.

Proof. Let £ C {0,1}* be any NP-complete language, say 3-SAT. By the PCP The-
orem, it has an (n®"* logn, 1)-lazy verifier A. For a fixed length n = |z|, let A use
k < ¢y logn random bits and read b bits of y.

For a given string = € {0, 1}*, we construct a graph G, as follows. The nodes of G,
will be certain pairs (z,u), where y € {0,1}* and u € {0,1}". To decide if such a pair
is a node, we start the algorithm A with the given z and with z as its random bits.
After some computation, it tries to look up b entries of y; we give it the bits uq, ..., up.
At the end, it outputs 0 or 1; we take (z,u) as a node of G, if it outputs 1.

To decide if two pairs (z,u) and (2’,u’) are adjacent, let us also remember which
positions in y the algorithm A tried to read when starting with (z,u), and also when
starting with (z,u’). If there is one and the same position read both times, but the
corresponding bits of u and u are different, we say that there is a conflict. If there is
no conflict, then we connect (z,u) and (2, u’) by an edge. Note that the graph G, can
be constructed in polynomial time.

Suppose that @ € L. Then this has a proof (witness) y € {0,1}. For every
sequence z = 21...z, of random bits, we can specify a string u € {0,1}" such that
(z,u) € V(G,), namely the string of bits that the algorithm reads when started with
inputs x, y and z. Furthermore, it is trivial that between these there is no conflict, so
these 2% nodes form a clique. Thus in this case w(G,) > 2*.

Now suppose that = ¢ £, and assume that the nodes (z,u), (2',u), ..., (z™),u™)
form a clique in G,. The strings z,2’,... must be different; indeed, if (say) z = 2/,
then A tries to look up the same positions in y in both runs, so if there is no conflict,
then we must have u = u/'.

We create a string y as follows. We start with m empty positions. We run A with
input x and random bits z, and we insert the bits of u in the b positions which the
algorithm tries to look up. Then we repeat this with random bits z’; if we need to
write in a position we already have a bit in, we do not have to change it since (z,u)
and (2/,u') are connected by an edge. Similarly, we can enter the bits of v”, ... u®) in
the appropriate positions without having to overwrite previously entered bits.

At the end, certain positions in y will be filled. We fill the rest arbitrarily. It is
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clear from the construction that for the string y constructed this way,

Pr(A(r.y) =1)> 5.
and so by condition (b), N < 271, So if x ¢ £ then w(G,) < 2F1.

Now if a polynomial time algorithm exists that computes a value f(G,) such that
w(G,) < f(G,) < 2w(G,), then we have f(G,) > w(G,) > 2% if x € L, but f(G,) <
2w(G,) < 2F if ¥ ¢ L, so we can decide whether € £ in polynomial time. Since £ is
NP-complete, this implies that P=NP. O

The above method (using stronger forms of the PCP-theorem) have been signif-
icantly extended, e.g. the following strengthening of the above theorem was proved.
If P#NP, then there is no n®%%-approximation for w (Hastad, Zuckerman). Another
example is that if P#NP, then there is no (clogn)-approximation for the Blocking
Set Problem (Raz and Safra). Famous APX-complete problems include Maximal Cut
(even restricted to 3-regular graphs), Vertex Cover and the Smallest (size) Maximal
(unextendable) Matching.
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